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Documentation version 52.2

History
Version Date Name Description
1.0 2011/06/10 Emil Petkov Initial version
1.1 2011/11/11  Emil Petkov Added optional shipping params section for the shipping address
1.2 2012/04/18 Emil Petkov Added dynamic descriptor functionality
13 2012/08/03  Emil Petkov Added new transaction type AVS and Account Verification
2.0 2013/03/29 Emil Petkov Added gaming and MOTO flags and support
2.1 2013/04/11 Emil Petkov Split Credits with an initial ref transaction and Payouts without a reference transaction
2.2 2013/05/26  Emil Petkov Added new transaction type InitRecurringSale3D - recurring payments with initial 3D
2.3 2014/01/15 Emil Petkov Removed the transaction types DebitSale and IdealSale
2.4 2014/01/22  Emil Petkov Added authorization code and issuer response code to API, section for issuer response codes
25 2014/01/29 Emil Petkov Moto and gaming flags are now returned in the transaction response if present/marked in the request
2.6 2014/02/05 Emil Petkov Dynamic descriptor params are now returned in the transaction response if present in the request
2.7 2014/02/15 Emil Petkov Recurring advices are now returned in the transaction response if received from the issuer
2.8 2014/05/01  Emil Petkov Added required vs. optional APl params
29 2014/06/16 Emil Petkov Currency handling rework and API description (different currency exponents, etc)
3.0 2014/08/28 Emil Petkov Added risk related APIs - chargebacks, retrieval requests, blacklists
31 2014/11/25 Emil Petkov Added API support for partial approvals
3.2 2014/12/03  Emil Petkov Added WPF 118N specifics
33 2014/12/08  Emil Petkov Added shopping carts and client integrations list
3.4 2014/12/16  Hristo Tanchev Now the remote ip can be either a required or optional API param
3.5 2015/02/22 Dimitar Kostov Added API for eZeeWallet and PayByVoucher via Yeepay
3.6 2015/02/23  Hristo Tanchev Added API for CashU and Paysafecard
37 2015/03/13  Dimitar Kostov Added API for Sofort
3.8 2015/03/18 Hristo Tanchev Added API for PPRO
3.9 2015/04/15 Emil Petkov New WPF API and WPF payment methods
4.0 2015/05/14  Hristo Tanchev Added API for Neteller and ABN iDEAL
4.1 2015/06/15 Dimitar Kostov Added WPF custom attributes - bin, tail
4.2 2015/08/10 Tsvetelina Borisova Added WPF custom attributes - default, expiration date
4.3 2015/08/12  Vladimir Korichkov Added API for WebMoney and POLi
4.4 2015/08/19 Tsvetelina Borisova Added fraud related API for TC40/SAFE (fraud reports)
4.5 2015/08/27  Emil Petkov 3D attributes xid and cavv are now not re- quired in the MPI sync attempted only workflow, only eci is
4.6 2015/09/02  Emil Petkov New transaction type PayByVoucher Sale for purchasing vouchers via credit cards. Reworked the PayByVouchers section
4.7 2015/09/04 Emil Petkov Added penetration testing warning for merchants
4.8 2015/09/06  Emil Petkov Reconcile APl now works with ARN and transaction ID in addition to unique ID
4.9 2015/09/11 Hristo Tanchev Added Electronic Commerce Indicator to notifications
5.0 2015/09/30  Vladimir Korichkov Added API for INPay
5.1 2015/12/09 Pepa Simeonova Added event parameter to notifications for fraud transactions.
5.2 2016/02/02 Hristo Tanchev Added API for P24
5.3 2016/02/16 Tsvetelina Borisova Added ARN in reconcile response if available.
5.4 2016/03/18 Tsvetelina Borisova Added page for Manually Reviewed Transactions
5.5 2016/03/17 Tsvetelina Borisova Added API for SDD.
5.6 2016/03/28 Emil Petkov Extended PayByVouchers processing and WPF APIs with redeem type and card type
5.7 2016/04/08 Emil Petkov Added info for statuspage.io, uptime and infrastructure, and new shopping carts
5.8 2016/05/11 Tsvetelina Borisova Change the example for chargeback API - amount is returned in minor currency unit
5.9 2016/05/22  Emil Petkov Now birth date API param is required only for Visa initial transactions with Financial Service MCCs (e.g. 6012)
6.0 2016/06/30 Pepa Simeonova Added dynamic descriptor params to WPF payments.
6.1 2016/07/20 Stefan Slaveykov Now usage can be either a required or optional APl param
6.2 2016/07/21 Tsvetelina Borisova Update documentation for chargebacks API
6.3 2016/12/08 George Naydenov Added API for Trustly
6.4 2017/01/20 Plamen Terziev Added AVS Codes
6.5 2017/02/16 Nikolay Petrov Added API for PayPal Express Checkout
6.6 2017/03/20 Iskar Enev Added API for Citadel
6.7 2017/03/30 Stanislav Mihailov Added API for Instadebit/iDebit
6.8 2017/03/31 Tsvetelina Borisova Added API for SCT Payout
6.9 2017/05/12  Nikolay Petrov Added reference transaction unique id to the Reconcile API response




7.0 2017/05/13 Nikolay Petrov Added API for Earthport

7.1 2017/05/15 Stanislav Mihailov Added API for Wechat

7.2 2017/05/30 George Naydenov Added API for Alipay

7.3 2017/06/05 Hristo Tanchev Added API for PaySec

7.4 2017/06/06 Hristo Tenev Added card brand and card number tags in reconcile response.

7.5 2017/06/27  Lukasz Wojcik Added lifetime for WPF Payments.

7.6 2017/07/06  Nikolay Petrov Eae;'\n?\e/re]gsex?htgzr;acﬂg:otﬁ)ew.cé\l!fslolﬁlsponse code and text are returned in the transactions responses when present and supported or in the notifications for

7.7 2017/07/06 Iskar Enev Added APM External Events.

7.8 2017/08/11 Samuil Goranov Added support for optional shipping address params in Processing and WPF APIs.

7.9 2017/08/17  Lukasz Wojcik Remove remote ip parameter for transactions with reference. It will be copied from reference transaction

8.0 2017/08/18 Lukasz Wojcik Added invalid transaction types for amount parameter to WPF response.

8.1 2017/08/18  Emil Kirilov Added search option by import date in Chargeback, Retrieval request and Fraud APIs.

8.2 2017/09/05 George Naydenov Added API for RPN Payment

8.3 2017/10/13 Ventsislav Dimitrov Added API for FashionCheque gift card and split payments.

8.4 2017/10/13 Pepa Simeonova Added API for Intersolve gift card and split payments.

8.5 2017/10/13 Stanislav Mihailov Added API for TCS gift card and split payments.

8.6 2017/10/23 Iskar Enev Added Authentication Services and iSignThis.

8.7 2017/11/02 George Naydenov Added API for RPN Payout

8.8 2017/11/24 Hristo Tenev Added API for Paycommerce

8.9 2017/11/25 George Naydenov API update with new sections Card, 3DS Card, Common. Removing older payment methods.

9.0 2017/12/18 George Naydenov Added API for Neosurf.

9.1 2018/01/02 George Naydenov Removed API for Inpay, ABN iDeal, Teleingreso and PayByVoucher.

9.2 2018/01/03 Iskar Enev & Nikolay Petrov  Added Tokenization service.

9.3 2018/01/12 Hristo Tanchev Added API for Klarna.

9.4 2018/01/18 Stefan Petrov Added ARN in WPF reconcile response if available.

9.5 2018/01/26 George Naydenov Added API for Astropay Direct, Pago Facil, Link, Carulla, Davivienda.

2.6 2018/02/22 .f::;?[e Kostov & Hristo Added API for Genesis KYC Services.

9.7 2018/02/22  Emil Kirilov Added API for PSE.

9.8 2018/02/26 Stefan Petrov Added API for RapiPago, Webpay, Banco de Chile.

9.9 2018/03/01  Stefan Petrov /éciiliii;’PILit:;:&T;T;E}’Eﬁ:&%;::;a-l, Cencosud, Hipercard, Elo, Aura, Itau, Bradesco, Tarjeta Shopping, BBVA Bancomer, Boleto, Redpagos, Emprese De Energia,

10.0 2018/03/02 George Naydenov Added API for OXXO, Argencard, Naranja, Nativa, Cartao Mercado Livre, Astropay Card, Banamex, Santander, Santander Cash, Zimpler PayU.

10.1 2018/03/02  Emil Kirilov Added API for Baloto, Banco de Occidente, Banco do Brasil.

10.2 2018/04/10 Stefan Petrov Added API for Entercash.

10.3 2018/05/08 Hristo Tenev Added API for eZeeWallet Payout.

10.4 2018/05/31 Maya Nedyalkova Added 3D MasterCard test cards.

10.5 2018/05/31 George Naydenov Added API for QQPay.

10.6 2018/06/22  Hristo Tanchev Added API for Credential on File (COF).

10.7 2018/07/05 George Naydenov Removed Paysec and added Online Banking OBeP.

10.8 2018/07/18 Stanislav Mihailov Added the API param issuer_oct_enabled to Visa-based Account Verification transactions, to allow merchant to verify if issuer supports OCTs for the given PAN

10.9 2018/07/27 Yordan Pulov Added Money Transfer support to Payouts.

11.0 2018/08/01 George Naydenov Removed Paysec Payout and added Bank Payout.

111 2018/08/02  Stanislav Mihailov Remove API for Citadel

11.2 2018/08/31 Hristo Tenev Added API for BitPay.

11.3 2018/08/31 Maya Nedyalkova Add rc_code and rc_description in notification parameters.

11.4 2018/10/10 Ralitsa Borisova Remove Paycommerce, RPN Payment, Link, Davivienda, Banco de Chile, Cartao Mercado Livre documentation.

115 2018/10/11 Emil Petkov Introduceq debt repayments - now pinh datel API param is requirl'ed also for Master‘cardl- Maestro initial transactions with Financial Service MCCs (e.g. 6012), where
merchant is UK-based, transaction is domestic (with UK-based bin), and card type is DEBIT.

11.6 2018/11/02 L?;;:?IZVPU'OV and Stanislav Introduced Travel layer and Added Level 3 Travel API.

11.7 2018/11/21 Hristo Tenev Added Payout support for BitPay

11.8 2018/12/05 Stefan Petrov Added API for eZeeCard Payout

11.9 2018/12/05 Nikolay Petrov Added Pay Later support to the WPF. Introduced Reminders module.

12.0 2019/01/07 Yordan Pulov Changed Contract Merchant Category Codes for Level 3 Visa Car and Hotel Rental Transactions.

12.1 2019/01/31 Aleksandar Krastev Lr;;r;d\ll\i’cpe':dA%?rézl:‘n:zreI;I;b::t;r:gi;’::gz;;?;:ﬂ;o require a consumer. Extended WPF and Processing APIs to create consumers and tokenize card details in one

12.2 2019/02/18 Yordan Pulov Extend the Online Banking bank codes and add payment type.

12.3 2019/02/26  Stefan Petrov Added API for Tola payments.

12.4 2019/03/13  Stanislav Mihailov Added support for new non-money transfer payout types.

12.5 2019/03/19 Nikolay Valchanov Added cardholder and expiration dates params to reconcile APIs.




12.6 2019/03/19 Vladislav Yakimov Added retrieve endpoint for the Consumer API.

12.7 2019/03/22 Ventsislav Dimitrov Added support for Preauthorizations.

12.8 2019/03/28 Nikolay Petrov Added support for importation of external tokens and card details.

129 2019/04/01 ZLkg"e'fg’vPetm" & Yasen Added support for Pay by Link functionality.

13.0 2019/04/09  Hristo Tenev Added API for transaction card expiry date update.

13.1 2019/04/11 Stanislav Mihailov Added API support for purchase of cryptocurrency transactions.

13.2 2019/04/12 George Naydenov Removed QQPay transaction type.

133 2019/04/15 Nikolay Valchanov Added usage and description params to WPF reconcile API.

13.4 2019/04/22 Nikolay Valchanov Added optional bic param to iDeal transactions.

13.5 2019/05/31 George Naydenov Added Genesis Fx Services.

13.6 2019/06/07 Rumen Milushev Added WPF API Reconcile by_date.

13.7 2019/06/14  Yordan Pulov Extended the Online Banking bank codes and Bank Payout banks.

13.8 2019/07/02  Aleksandar Krastev Added Tokenization API get masked card details for token.

13.9 2019/07/04 Vladislav Yakimov Added API for TransferTo Payout and TransferTo Payers retrieve.

14.0 2019/07/09  Stefan Petrov Extend the Online Banking bank codes.

14.1 2019/07/11 Pepa Simeonova Added new money-transfer types.

14.2 2019/07/16 Hristo Tenev Added API support for Business attributes.

14.3 2019/07/22 Pepa Simeonova Added source_of_funds as an optional API param for OCT types (Credit, Payout)

14.4 2019/08/01  Stefan Petrov Removed API for Astropay Card, Astropay Direct, Hipercard, Carulla, Emprese de Energia, Surtimax.
14.5 2019/08/05 Hristo Tanchev Extended Processing and WPF APIs support for FX (Forex).

14.6 2019/08/05 Martin Lazarov Added reversible amount in Preauthorization reconcile response.

14.7 2019/08/06 Rumen Milushev Added MOTO flag to WPF transaction types: Authorize, Authorize3D, Sale, Sale3D.

14.8 2019/08/07 Yasen Angelov Added the new optional param reminder_language to the WPF API.

14.9 2019/08/13  Stefan Petrov Rebranding African Mobile payments.

15.0 2019/08/21 Nikolay Petrov Added new status 'represented' in notifications for Processing and WPF APIs.

15.1 2019/08/22  Stefan Petrov Added beneficiary params to refund transaction.

15.2 2019/09/03  Stefan Petrov Use sync workflow for Neosurf transaction.

15.3 2019/09/13  Hristo Tanchev Extended transaction response with transaction ID form card schemes.

15.4 2019/09/13  Yordan Pulov Added Genesis SCA Checker service API.

15.5 2019/09/16 Nikolay Petrov Added support for Account Verification to the WPF API.

15.6 2019/09/17 Ventsislav Dimitrov Extended the supported Merchant Category Codes for Visa Preauthorization

15.7 2019/09/18 Aleksandar Krastev Added Processed Transaction API for Card Present and Card Not Present transactions.

15.8 2019/09/20  Yordan Pulov Extended Genesis SCA Checker service APl documentation.

15.9 2019/09/20 Yordan Pulov Added new fields and changed the endpoint for sending TransferToAPI requests.

16.0 2019/09/24 Rumen Milushev Added 'agency_name' to Hotel Rental Travel attributes.

16.1 2019/09/25 Aleksandar Krastev Changed filter flags of Processed Transaction API by_date and by_post_date endpoints.

16.2 2019/10/09 Aleksandar Krastev Extended Chargeback API to return more attributes; Added flags filtering by origin and type of processing.
16.3 2019/10/10 Pepa Simeonova Added new MPI parameters and SCA parameters.

16.4 2019/10/16 Aleksandar Krastev Extended Retrieval Request API to return more attributes; Added flags filtering by origin and type of processing.
16.5 2019/10/17 Martin Lazarov Extended the supported Merchant Category Codes for Visa Preauthorization.

16.6 2019/10/21 Yordan Pulov Added support for UATP Travel.

16.7 2019/10/24 Rumen Milushev Transferred Hotel Rentals, Car Rentals and Cruise Lines from Travel Level 3 data to Business Attributes.
16.8 2019/10/24 Martin Lazarov Added Reference Transaction Unique ID to notification parameters for the reference-based transactions.
16.9 2019/10/31 Martin Lazarov Added Capture tolerance for Mastercard and Maestro Preauthorizations.

17.0 2019/11/05 Yordan Pulov Added new fields for TransferTo Payout.

17.1 2019/11/05 Nikolay Petrov Added new supported currencies and banks for Bank Payout.

17.2 2019/11/15 Ventsislav Dimitrov Added API support for purchasing Mastercard and Maestro crypto-currencies.

17.3 2019/11/15 Nikolay Petrov Added optional bank params to the refund transaction.

17.4 2019/11/19  Stefan Petrov Added Processed Batches API.

17.5 2019/11/20 Pepa Simeonova Added sub_merchant_id as an optional dynamic descriptor param.

17.6 2019/11/20  Rumen Milushev Added optional time extensions to the Processing Reconcile and WPF Reconcile APIs.

17.7 2019/11/21 Nikolay Petrov Added support for Online Banking Unified Payment Interface (UPI) payment type.

17.8 2019/11/27  Stefan Petrov Added Batch and Deposit Slip Numbers to Processed Transaction API response.

17.9 2019/11/28 Stefan Petrov Removed API for Entercash and Banamex.

18.0 2019/12/03 Nikolay Petrov Made BIC param optional for SddSale and SddInitRecurringSale transactions.

18.1 2019/12/05 Nikolay Petrov Added supported bank codes for Online Banking that can be used with Netbanking payment type.
18.2 2019/12/12 George Naydenov Added Trustly Select Account API. Extended parameters for Trustly Sale and Bank Pay-out.

18.3 2019/12/18 Rumen Milushev Added descriptions for Airlines and Travel agencies in Business Attributes.

18.4 2019/12/20 George Naydenov Added birth_date as conditionally required API param for Trustly Sale and Bank Pay-out.




18.5 2020/01/08 Hristo Tenev Added Funding Account API for Card Present and Card Not Present transactions.

18.6 2020/01/21 Sridhar Belagod Added Trustly Register Account API.

18.7 2020/01/29  Sridhar Belagod Marked birth_date as optional param for Trustly and changed description.

18.8 2020/01/29 Ralitsa Borisova Added Finnish language as part of the platform internationalization

18.9 2020/01/30 Sridhar Belagod Updated supported countries for Trustly Sale.

19.0 2020/02/04  Dmitri Lihachev Added API for Apple Pay.

19.1 2020/02/05 Sridhar Belagod Removed unique_id param from Trustly RegisterAccount API. Updated birth_date format and extended the example to include country-specific format
19.2 2020/02/05 Stefan Petrov Exposed querying and reconciling by ARN for Fraud reports, Chargebacks and Transactions.

19.3 2020/02/21 Ralitsa Borisova Updated description for Trustly Sale.

19.4 2020/02/26  Rumen Milushev Added batch_slip_number and deposit_slip_number as optional search params for ProcessedTransactions and ProcessedBatches.

19.5 2020/02/26  Rumen Milushev Added type and card_number response params to Processed Transactions APl response.

19.6 2020/02/28  Svilen Siderov Updated MyBank supported countries for PPRO.

19.7 2020/03/11 Stanislav Mihailov Added Payment Authorizations API for Card Present and Card Not Present authorizations.

19.8 2020/03/18 Nikolay Petrov Added captured flag and capturable_amount param to Reconcile API response for authorizations.

19.9 2020/03/18 Stefan Petrov Updated supported countries for PaysafeCard.

20.0 2020/03/19  Stefan Petrov Removed France and United Kingdom from the supported countries for Sofort.

20.1 2020/03/18 Teodor Nikolov Updated amount fields descriptions.

20.2 2020/03/23 George Naydenov Added list of supported clearinghouses for Trustly register account call.

20.3 2020/03/23 Rumen Milushev Added merchant_number, merchant_reference_transaction and capture_method to Chargebacks API response.

20.4 2020/03/27 Rumen Milushev Unified response param to 'merchant_transaction_reference' in Payment Transactions and Chargebacks API.

20.5 2020/04/03  Ventsislav Dimitrov Added asynchronous 3DSv2 support for 3D transaction types

20.6 2020/04/03  Svilen Siderov Added card type, card subtype and card issuing bank to the Processing and WPF Reconcile API responses

20.7 2020/04/08 Stanislav Mihailov Extended Risk data APIs (TC40/SAFE, Chargebacks, Retrieval Requests) to return a list of records by ARN or by transaction unique ID if the new list mode is enabled
20.8 2020/04/15 Stanislav Mihailov Updated amount field for Card Present, Card Not Present and External payment authorizations.

20.9 2020/04/15 Martin Lazarov Added details about Async Refund transaction type.

21.0 2020/04/15 George Naydenov Added clearing houses list of supported IBANs and account numbers for Trustly Register Account

21.1 2020/04/20 Ventsislav Dimitrov Changed the Mastercard test card numbers for card enrolled and card not participating in the 3DSv1.

21.2 2020/04/28 Stanislav Mihailov Made gaming flag optional for purchase of VISA cryptocurrency transactions.

21.3 2020/04/28 Ventsislav Dimitrov Added additional required recurring params for asynchronous InitRecurringSale3d using 3DSv2 authentication protocol.

21.4 2020/05/05 Ventsislav Dimitrov Added more advanced merchant sequence flow diagrams for 3DSv1 and 3DSv2 authentication protocols using the Processing API.

21.5 2020/05/05 Ralitsa Borisova Added Norwegian, Danish and Swedish language as part of the platform internationalization.

21.6 2020/05/11  Svilen Siderov Added bank account number and bank identifier code to the Processing and WPF Reconcile API responses.

21.7 2020/05/15 Ventsislav Dimitrov Added more detailed request examples for synchronous 3DSecure Visa and MasterCard transactions through the 3DSv1 and 3DSv2 authentication protocol.
21.8 2020/05/15 Ventsislav Dimitrov Marked |xid| as out of scope for synchronous 3DSecure transactions using the 3DSv2 authentication protocol.

219 2020/05/15 Ventsislav Dimitrov f::::;ﬁi|;hs?,23Zirﬁeiiicc::;g:t:,—t;:&:ﬁthentication flow diagrams, and marked as required param when processing asynchronous 3DSecure transaction
22.0 2020/05/19 Martin Lazarov Updated the documentation related to Alipay transaction type, its transaction amount limits and currencies.

22.1 2020/06/01 Mario Chankov Updated the description related to POLi payment.

22.2 2020/06/01 Svilen Siderov Added Alipay Register Merchant API.

223 2020/06/09  Svilen Siderov Added auth_start_date and auth_end_date to Payment Authorizations API request.

22.4 2020/06/24  Martin Lazarov Added to the APl and WPF notification of various transaction types.

22.5 2020/06/25 Martin Lazarov Added to: API/WPF notifications, API/WPF response and API/WPF reconciliation response.

22.6 2020/07/01 Martin Lazarov Removed UPI from Online banking supported payment types. Added new transaction type UPI.

22.7 2020/07/07  Nikolay Petrov Added support for AliPay QR payment type in the Online Banking.

22.8 2020/07/10 Mario Chankov Removed Zimpler and Santander Cash. Changes to supported countries for MyBank, Safetypay and Santander

229 2020/07/17  Ventsislav Dimitrov Changed the 3DSv2-Method submission from HTTP GET to HTTP POST with signature mechanism, extended 3DSv2 authentication flow diagrams.
23.0 2020/07/17 Ventsislav Dimitrov Added API endpoint for handling continuation after 3DSv2-Method submission.

231 2020/07/17  Ventsislav Dimitrov Added as optional request param to 3DS transaction types in asynchronous workflow.

23.2 2020/07/17 Ventsislav Dimitrov Added 3DS response attributes to the Processing reconciliation and notification for 3DS transaction types in asynchronous workflow.

233 2020/07/18 Ventsislav Dimitrov Dropped the synchronous 3DSv2-Method workflow handling and authentication flow sequence diagrams.

23.4 2020/07/20  Alexey Kuznetsov Renamed Klarna related transaction to Invoice. Also, migrate Klarna items to transaction items and introduce a new payment type for different types of invoices.
235 2020/07/21 Stefan Petrov Added new pending_hold status for async transactions where finalized by user, but final update from provider not yet received (Sofort, etc)

23.6 2020/07/22  Stanislav Mihailov Updated the documentation for TC40/SAFE APIs (fraud reports) when searching by date.

23.7 2020/07/22 Martin Lazarov Added details regarding payment transaction state.

23.8 2020/07/22 Tsvetan Tsvetanov Changed Sofort transaction parameter name from to

239 2020/08/04  Filipp Pirozhkov Added new tokenization errors and client-side encryption errors.

24.0 2020/08/05  Viadimir Nudelman Added as an optional param to the WPF API

24.1 2020/08/05 Stefan Petrov Made voucher_number for Neosurf transactions conditionally required.

24.2 2020/08/06 Vladimir Nudelman Added as an optional parameter in the notifications, transaction responses, and reconciliation responses for both WPF and Processing APIs.
243 2020/08/17 Tsvetan Tsvetanov Added as optional request param to Trustly Sale via Processing APl and WPF.




24.4 2020/08/24 Pepa Simeonova Added Funds Transfer BAI and removed MCC restrictions for money transfer payouts.
245 2020/08/26 Martin Lazarov ﬁgﬁ:ﬁigsvgr;l'dracr:]srf;:I'coi;;agrs’;e;tl)i/r?::tocRet(rf::estgr;\ye;tsoACP?nsumer) as well as new conditionally required sender parameters, a table with supported destination
24.6 2020/08/26  Martin Lazarov Removed as available bank code for INR Online Banking transactions as well as the corresponding Netbanking-related notes.
24.7 2020/09/02 Eduard Gataullin ‘I:\s;:](;\;? attribute from Recurring Sale transaction params, as recurring series work only with the same currency as the init recurring and cannot be
24.8 2020/09/09 Martin Lazarov Added new conditionally required attributes for TransferTo payouts for the B2B scenario - (ducumentireferenceinumber] and (purposeiofiremittance].
249 2020/09/16  Alexey Kuznetsov Added API for Secure Invoice payments.
25.0 2020/09/16 Martin Lazarov iijr_ned the following TransferTo payout attributes: [senderilastname), (senderﬁfirstname], [1fsicode] to: [senderjastiname], [senderifirstiname] and (indianjinancialisystem
25.1 2020/09/16 George Naydenov Added API for PostFinance.
25.2 2020/09/29 Martin Lazarov Clarified the descriptions of the following TransferTo payout attributes: and
25.3 2020/10/02 Maya Nedyalkova Added capability to AVS response attributes.
25.4 2020/10/21 Ventsislav Dimitrov Added field format restrictions to the billing and shipping address for async 3DS transactions that are using the 3DSv2 authentication protocol.
25.5 2020/10/27 Ventsislav Dimitrov Added international customer phone field format notes for async 3DS transactions that are using the 3DSv2 authentication protocol.
25.6 2020/10/27 Ventsislav Dimitrov Added card holder field format restrictions for async 3DS transactions that are using the 3DSv2 authentication protocol.
25.7 2020/10/28 Kuznetsov Alexey Added API for e-wallet solutions.
258 2020/10/28 Ventsislav Dimitrov vzit‘e]I-d format notes for the billing and shipping attributes of async 3DS transactions that are using the 3DSv2 authentication protocol as per the EMVCo
259 2020/10/28 Ventsislav Dimitrov Added hints for building the signatures in the 3DSv2 scope of 3DS transactions that require 3DS-Method submission.
26.0 2020/11/04 Ralitsa Borisova Extend MCC range for Airlines segment in Business Attributes.
26.1 2020/11/04 Maya Nedyalkova Added funds status attribute to the Reconcile API responses.
26.2 2020/11/13 szz?sissi;:\f%r:ron\lisrfv Added support for 3DSv2 authentication protocol to the Web Payment Form.
26.3 2020/11/16 52’:‘?;‘5';:\%'::’“‘135‘\/ Added additional 3DS attributes to the WPF Notification and WPF reconcile API response.
26.4 2020/11/18 Ventsislav Dimitrov Changed the additional and params of the 3DSv2 authentication protocol to optional for 3DS transactions through the processing API.
26.5 2020/11/24 Martin Lazarov Update the description of for Online Banking transactions.
26.6 2020/11/24 George Naydenov Extend Online Banking banks list and supported currencies.
26.7 2020/12/01 Mario Chankov Removed Bancolombia and DirectDebit as supported bank codes for ARS and COP currencies under Online Banking.
26.8 2020/12/01  Stanislav Mihailoy ::g:g titgnP:zgszz?: APl and Processing API/WPF API reconciliation responses. Extended the (scheme_transaction_identifier] description and
26.9 2020/12/03 George Naydenov Removed national_id attribute for Online Banking.
27.0 2020/12/08 Martin Lazarov Added support for for Authorize and Sale transaction types and updated the description for the [e:
Added [credential_on_file_settlement_date] attribute to Authorize and Sale payment transaction types. Extended the Credential On File section with a description
27.1 2020/12/08 Stanislav Mihailov for (merchant_unscheduled| COF type.
27.2 2020/12/08  Vladimir Nudelman Added support for exemption to Authorize and Sale transactions.
27.3 2020/12/15 Ventsislav Dimitrov Added information for (1 SCA exemption to sync/async 3DSv2 transactions and extended the transaction example requests.
27.4 2020/12/15 Ventsislav Dimitrov Changed the param to optional for async 3DS transactions through the 3DSv2 authentication protocol.
27.5 2020/12/16 Maya Nedyalkova Removed API for QIWI and InstantTransfer.
27.6 2020/12/30 Ventsislav Dimitrov Extended the validation and description of the browser request parameters in the scope of 3DS transactions through the 3DSv2 authentication protocol.
27.7 2021/01/06 Martin Lazarov Added an example EEA MasterCard card number for simulating the |1 exemption request in synchronous 3DSv2 workflow.
27.8 2021/01/26 Martin Lazarov Extended the description of the attribute as part of the required async 3DSv2 browser device channel attributes within the 3DSv2 authentication protocol.
27.9 2021/01/26  Teodor Nikolov Removed API for Trustly withdrawal.
28.0 2021/01/28 Stefan Petrov Added bank codes for P24.
28.1 2021/01/28 Eduard Gataullin Added verification and verification status KYC endpoints.
28.2 2020/02/04 Ventsislav Dimitrov Added support for numeric chars in the browser language subtag for transactions with 3DSv2 authentication protocol.
28.3 2021/02/05  Pavel Abolmasov Added as optional param for APMs via Processing API.
28.4 2021/02/12 Maya Nedyalkova Added description for the ield to iDeal. Included warning for iframes usage.
28.5 2021/02/16 Ventsislav Dimitrov Extended the list with the originated IPs for asynchronous payment notifications.
28.6 2021/02/12 Eduard Gataullin Added background checks support to verification KYC endpoints.
28.7 2021/02/18 Stanislav Mihailov Added an example EEA Visa card number, CAVV and ECI for simulating the exemption request in synchronous 3DSv2 workflow.
28.8 2021/03/12 Evgeny Zhdanov Added (fundsistatus) and (accountiholder) attributes to WPF reconcile, notification, and to reconcile params.
28.9 2021/03/17  Pepa Simeonova Added to WPF API params.
29.0 2021/03/18 Martin Lazarov /;\:(I:Ieeg;}lpport for zero-value amounts with the card-based transaction types - Sale, Sale3D, Authorize, Authorize3D, Init Recurring Sale, Init Recurring
29.1 2021/03/24  Martin Lazarov Added a notice for amount restrictions of the Partial Reversal transactions.
29.2 2021/04/29 Eduard Gataullin Added support for an optional parameter to verification KYC endpoints.
29.3 2021/05/11 Martin Lazarov Added to the list of supported business attributes.
29.4 2021/05/14 Atanas Zlatarev Removed from the supported countries of MyBank transaction.
29.5 2021/05/19 Maya Nedyalkova Added support for Revolut to iDeal transactions.
29.6 2021/05/19 Simeon Angelov Extended supported currencies for Neosurf.
29.7 2021/06/22 Hristo Tanchev Extended Init Recurring with (scheme_settlement_date| and (scheme_transaction_identifier| attributes.




29.8 2021/07/09 Nikola Yurukov Updated WPF transaction types.

29.9 2021/07/15 Ventsislav Dimitrov Added additional originating IPs for the asynchronous payment notifications on the Staging environment.

30.0 2021/07/21 Mario Chankov Removed Moneyou from the list of available issuers for the iDeal payment method.

30.1 2021/07/22 Rumen Milushev Added Russian (mobile sale|and (mobile payout) transaction types.

30.2 2021/08/03 George Naydenov Extended the description for online banking and transaction types that are going to be deprecated.

30.3 2021/08/06 Ventsislav Dimitrov i)l(rt]erz::gesd the description note with the allowed characters of the request param for Payout with Visa or MasterCard gambling transactions regarding
30.4 2021/08/16 Mario Chankov Added Moldova (MD) to the list of supported countries for the Paysafecard transaction type.

30.5 2021/08/16 Pepa Simeonova Added to money-transfer payout params.

30.6 2021/08/18 Simeon Angelov Extended the list with supported currencies for Bitpay Sale transaction type.

30.7 2021/08/23 Simeon Angelov Updated the list with supported countries for Bitpay transaction types.

30.8 2021/09/03 Ventsislav Dimitrov Added additional originating IPs for the asynchronous payment notifications on the Production environment.

309 2021/09/09  Eduard Gataullin ZI:::OE:E parameter optional and added support for (address_backside_proof_required| and (expiry_date)as optional parameters for the verification KYC
31.0 2021/09/14  Svilen Siderov Added API for Google Pay.

31.1 2021/09/27 Ventsislav Dimitrov Added a warning note how to avoid Cross-origin resource sharing issues during 3DS-Method-Continue submission in the 3DSv2 authentication protocol.
31.2 2021/09/28 Svilen Siderov Removed API for Earthport.

31.3 2021/10/05 Pepa Simeonova Added scheme response code and recurring advice in the notifications, transaction responses, and reconciliation responses for both WPF and Processing APIs.
314 2021/10/12 Ralitsa Tsonova Clarified the descriptions for (currency] and [chargebackiamount], [chargebackﬁcurrency) in Chargeback API section.

315 2021/10/15  Nikolay Petrov Added optional parameter for Visa OCTs.

31.6 2021/10/26  Simeon Angelov Added support for Low Risk and Low Value SCA exemptions to the WPF API.

31.7 2021/11/01 George Naydenov Added SCA reasons for not honoring exemption.

31.8 2021/11/09 Svilen Siderov Added a new payment type for Google Pay API.

31.9 2021/11/24 Teodor Nikolov Added additional gateways support for the eWallet transaction type with a restricted list of providers.

32.0 2021/12/08  Hristo Tanchev Added MOTO flag to WPF transaction types: InitRecurringSale and InitRecurringSale3D.

32.1 2021/12/09 George Naydenov Added Interac Combined Pay-in bank code for Online Banking transaction

32.2 2021/12/14 Blagoy Vangelov Added new transaction type PIX.

32.3 2021/12/17  Hristo Tanchev Added support for managed recurring.

32.4 2021/12/21 Simeon Angelov Added ECI to the 3DS attributes in the transaction responses and reconciliation responses for both WPF and Processing APIs.

32.5 2021/12/21 Slavcho Savov Added support for Shopware and Magento 2.x EE, ECE in the Shopping Carts section. Removed the deprecated Magento 1.x from the supported shopping cart plugins.
32.6 2021/12/14 Svilen Siderov Added API for PayPal transaction type.

32.7 2022/01/10 Boris Kolev Updated supported banks list for bank payouts - extended banks list for CLP currency.

32.8 2022/01/11 Georgi Naydenov Updated supported banks list for bank payouts - extended banks list for CAD currency.

32.9 2021/01/13  Teodor Nikolov Added to the Fraud Report API response.

33.0 2022/01/13  Svilen Siderov Replaced API for PaypalExpress with new express payment type for PayPal API.

33.1 2022/02/02 Ventsislav Dimitrov Add support for ApplePay on Web Payment Form's express checkout page.

33.2 2022/02/03  Yordan Pulov Extended KYC verification creation request with optional params.

333 2022/02/09 Boris Kolev Added search by Report Date for Fraud Report API.

334 2022/02/09 Muhammad Moawaz Ayub Added API for retrieving Rapid Dispute Resolutions.

33.5 2022/02/10  Yuliyan Dudin Added (scheme_transaction_identifier|and (scheme settlement date)to the APl and WPF notifications.

33.6 2022/02/15 Boris Kolev Changed payment type to for Mobile-Tokenized transactions like Apple Pay and Google Pay.

33.7 2022/02/10 Evgeny Zhdanov Extended Bank Pay-out id_card_number with link. Added more bank names for BRL.

33.8 2022/02/22 Teodor Nikolov Added card issuing country to the Processing and WPF Reconcile API responses.

33.9 2022/02/24 Boris Kolev Changed (payment_type| to (payment_subtype| for Mobile-Tokenized transactions like Apple Pay and Google Pay.

34.0 2022/02/28 Mario Chankov Changed the n| request parameters for Giropay to optional.

34.1 2022/03/01 Ventsislav Dimitrov Added support for payment subtype to Apple Pay Processing and WPF API.

34.2 2022/03/04 Blagoy Vangelov Removed consumer_reference for PIX transaction type. The first_name and last_name in billing_address become required for PIX.

34.3 2022/03/07 Simeon Angelov Added 3DS authentication status reason code to: API/WPF notifications, API/WPF response and API/WPF reconciliation response.

34.4 2022/03/02 Milen Matev Added information for the different environments in a new Environments section.

34.5 2022/03/17 Ivan Kolev Added new chargeback response parameters: (chargebackiaccauntiamount} [chargebackiaccounticurrency), (merchantifundingiamaunt], [merchantifundingicurrency)
34.6 2022/03/17 Boris Kolev Changed the 3DS-Method status callback from synchronous to asynchronous for all 3DSv2 authentication flows.

34.7 2022/03/17 Boris Kolev Extended the 3DSv2 authentication flows with conflict response in case of duplicated 3DS-Method continue is requested.

34.8 2022/03/22  Ivan Kolev Extended the WPF Notification and Async Notification with additional optional parameters that can be requested by the merchant.

349 2022/03/22  Svilen Siderov Added parameter to WPF create request parameters.

35.0 2022/04/04 Ilya Rogozin Added Tokenized e-Commerce section and introduced attribute to Processing API for transactions with scheme tokenization support.
35.1 2022/04/07  Ivan Kolev Added to KYC verification status response.

35.2 2022/04/07 Ivan Kolev Changed KYC requests domains and endpoints.

35.3 2022/04/11  Boris Kolev Added as a request param to the Money Transfer Payouts.

35.4 2022/04/21 Boris Kolev Added support for cryptocurrency Visa OCT transactions (Credit and Payout).

35.5 2022/04/27  Boris Kolev Updated the MYR currency bank codes for (online_banking).




35.6 2022/04/28 Pepa Simeonova Added to Visa OCT transactions (Credit and Payout) for Brazil and Qatar.

35.7 2022/05/10 Preslav Nedev and to the Online Banking transaction response.

35.8 2022/05/16 Blagoy Vangelov Added attribute to Processed Transaction API response for payment requests only.

35.9 2022/05/18  Boris Kolev Updated the MYR currency bank codes for (online_banking).

36.0 2022/05/31 Muhammad Moawaz Ayub Removed MCC restriction for crypto with Visa.

36.1 2022/05/31 Ivan Kolev Added optional sub-parameters: (allow offline] and (allow_online to both (document) and parameters to enrich the flexibility of the kyc verification request.
36.2 2022/07/07  Simeon Angelov éﬁg:;e:rr: Ei}(/):g:nrti)cnzgesaa(\ggzitication workflow handling for GooglePay transactions thru the 3DS authentication protocol for PAN-ONLY transactions inside the
36.3 2022/07/07  Boris Kolev Added BCT bank code to EUR currency for (online_banking).

36.4 2022/06/28 Ivan Kolev Changed the description of signature in KYC service notification to indicate that it is now being generated by using the API login instead of the API password.
36.5 2022/07/13  Evgeny Zhdanov Added bank_payout_verification_digit attribute to Bank Payout and barcode, digitable_line, ticket_expiry_date attribute to Boleto.

36.6 2022/08/02  Preslav Nedev Added business attributes to Trustly Sale transactions.

36.7 2022/08/24 Atanas Zlatarev Fixed discrepancies in description for iDeal, Sofort and asynchronous transaction notifications.

36.8 2022/08/30  Boris Kolev Updated the SGD currency bank codes for .

36.9 2022/10/06 Evgeny Zhdanov Updated bank_account_type attribute values related to Itau for Bank Pay-out.

37.0 2022/10/05  Boris Kolev Added as an optional request parameter in InitialRecurringSale and InitialRecurringSale3d transactions for both API and WPF requests.
37.1 2022/10/07  Boris Kolev Added to APl and WPF transaction responses, reconciliation responses, and notifications.

37.2 2022/10/17  Teodor Nikolov Removed API for (TrustPay).

37.3 2022/11/04 Maya Nedyalkova Updated the list of supported banks for BRL currency.

37.4 2022/11/07 Boris Kolev Decommissioned 3DSv1 authentication protocol.

375 2022/11/16  Preslav Nedev Added WPF States section and linked status field of WPF transactions to it.

37.6 2022/11/17 George Naydenov Added new recurring types for and |aut and their 3DS variants. Added deprecation notice to the initial and subsequent recurring transaction types.
37.7 2022/12/20  Pepa Simeonova Added managed recurring params for recurring transactions with Indian cards.

37.8 2022/12/21 Preslav Nedev Added additional Visa specific authentication status reason codes.

37.9 2022/12/22 Simeon Angelov Added Dynamic Descriptor params to GooglePay and ApplePay transactions.

38.0 2023/01/03 Teodor Nikolov Added currency as an additional parameter to Processing and WPF notifications.

38.1 2023/01/20 Martin Lazarov Added to the Processed Transactions API response.

38.2 2023/01/25 Muhammad Moawaz Ayub Added ACS transaction ID and 3DS challenge indicator as optional params for the 3DS transactions in synchronous workflow.

38.3 2023/02/28 Mladen Rusev Added company_name and mandate_reference as optional params for SddSale transactions.

38.4 2023/03/02 Atanas Naydenov Added additional values to Recurring Advice table.

38.5 2023/03/22 Imran Zahoor Updated Bank-payouts list of banks for BRL currency.

38.6 2023/03/29 Georgi Naydenov Added subsequent recurring type for Authorize transactions.

38.7 2023/04/04 Imran Zahoor Added a verification reference id endpoint for KYC to allow registration of reference ids in Genesis.

38.8 2023/04/07 Imran Zahoor Added a new optional parameter: to the KYC verification request to allow enabling of duplicate detection service.
38.9 2023/04/12 Muhammad Moawaz Ayub Updated descriptions for VISA AVS codes.

39.0 2023/04/20  Umair Aziz Extended the list with Recurring advice codes.

39.1 2023/04/24 Pepa Simeonova Add (user_category| for (online_banking] and

39.2 2023/04/25 George Naydenov Added Recurring V2.

39.3 2023/04/26 Muhammad Moawaz Ayub Extended the AVS status codes and response processors description.

39.4 2023/04/28 Umair Aziz Changed the default authorization timeframe and removed MCC restrictions for Visa pre-authorizations and incrementals.

39.5 2023/05/03 Blagoy Vangelov Added BL bank code to PLN currency for

39.6 2023/05/10 Ralitsa Galabova Added Account Verification V2.

39.7 2023/05/15 Blagoy Vangelov Renamed BL bank code to BLK

39.8 2023/05/16  Preslav Nedev Updated documentation on Verification Status response for (shufti Pro).

39.9 2023/05/26 Imran Zahoor Added a new parameter bank_code for Bank Pay-out transactions with BRL currency.

40.0 2023/05/26 Dimitar Natskin Updated the Shopping Carts section and deprecated Shopware 5.x plugin.

40.1 2023/06/13 Imran Zahoor Renamed the parameter of the KYC verification request to (check_duplicate_request).

40.2 2023/06/14 llya Rogozin Added possibility for customizing the signature algorithm in the Processing Notifications.

40.3 2023/06/19 Umair Aziz Added missing voucher number to example requests for Neosurf transaction.

40.4 2023/06/21 Evgeny Zhdanov Added payment_type as conditionally required param to BankPayout transactions.

40.5 2023/06/22 Pepa Simeonova Added additional parameters to the dynamic descriptors.

40.6 2023/06/27 Boris Kolev Changed the to be a required parameter for VISA OCT transactions with Australian or Canadian card bins.

40.7 2023/07/04 Teodor Nikolov Marked first and last name of the billing address as optional params for PIX transactions.

40.8 2023/07/04  Svilen Siderov Updated description for the additional dynamic descriptors parameters.

40.9 2023/07/04 Muhammad Moawaz Ayub Added [returnisuccessiurl] and [returnifailureiurl] as conditionally required parameters for Neosurf transactions.

41.0 2023/07/11 Boris Kolev Updated the THB and VDN currency bank codes for .

41.1 2023/07/05 Mladen Rusev Changed bank codes for banks handling IDR currency.

41.2 2023/07/20 Imran Zahoor Updated description of bank_code and bank_name for Bank Pay-out transactions with BRL currency.

41.3 2023/07/20 Mladen Rusev Marked the consumer State in Tokenization as optional for US, CA and CN countries.




41.4 2023/07/21 Muhammad Moawaz Ayub  Added to the list of available exemption types.

41.5 2023/08/02 Teodor Nikolov Marked country of the billing address as optional param for PIX transactions.

41.6 2023/08/17 Muhammad Moawaz Ayub Added Funding Transaction support.

41.7 2023/08/17 Boris Kolev Removed unused THB currency bank code for 4

41.8 2023/09/07  Svilen Siderov Added new parameters for transaction.

41.9 2023/09/14 Simeon Angelov Added MXN currency support and additional account details response params for Online Banking transactions.

42.0 2023/09/21 llya Rogozin Extended the asynchronous 3DSv2 behaviour for handling invalid submission of 3DS-Method-Continue API calls.

42.1 2023/09/28 Aleksandar Krastev Added [returnisuccessiurl] and [returnifailureiurl] as conditionally required parameters for SddSale and SddInitRecurringSale transactions.

42.2 2023/09/29 Boris Kolev Added more testing cards numbers for the testing section

42.3 2023/10/06  Svilen Siderov Added support on Processing and WPF APIs for Account Name Inquiries

42.4 2023/10/20  Dimitar Natskin Added Genesis Ruby SDK.

425 2023/10/26 Aleksandar Krastev Added as conditionally required parameter for SddSale and SddinitRecurringSale transactions.

42.6 2023/10/26 Umair Aziz Extended the example responses for Single Reconciliation and async 3DSv2 flows.

42.7 2023/11/02  Svilen Siderov Updated bank_account_type attribute values for Bank Payout.

42.8 2023/11/15 Preslav Nedev Added as required parameter for Paysafecard transactions.

42.9 2023/11/20  Pepa Simeonova Added new recurring advice codes.

43.0 2023/11/29 Blagoy Vangelov Added new status 'representment reversed' in notifications for Processing and WPF APIs, and a new RepresentmentReversal transaction type.

43.1 2023/12/04 ;i(ggraorll,')ll\jllgl\'lt’ir?\ll.ialigrov Introduced new Smart Routing API layer allowing for simpler and more efficient gateway integration.

43.2 2023/12/08  Hristo Tanchev Added support for non-referenced subsequent recurring transactions.

43.3 2023/12/11 Aleksandar Krastev Added Rapid Dispute Resolution Reversal transaction type to API.

43.4 2023/12/13  Artur Veletskiy Added new Billing Transactions API

43.5 2023/12/14 Blagoy Vangelov Added an optional parameter to the eZeeWallet transaction type for both Processing APl and WPF API

43.6 2023/12/14 Blagoy Vangelov Rename "Blik One Click" payment method to "BLIK" for Online banking.

43.7 2024/02/07 Kaloyan Mirchev Added CPF/CNPJ checks for Genesis KYC Service.

43.8 2024/02/15 Muhammad Moawaz Ayub Corrected response params for the Rapid Dispute Resolution.

43.9 2024/02/20  Artur Veletskiy Updated date only format for Billing Transactions API response.

44.0 2024/02/22  Dimitar Natskin Added Spree Commerce Shopping Cart plugin.

44.1 2024/02/22  Svilen Siderov Added Neighborhood as address parameter for processing APl and WPF.

44.2 2024/02/23  Aleksandar Krastev Added TRL bank code to EUR and GBP currencies for (online_banking).

44.3 2024/02/23 Mladen Rusev Added parameter to PIX documentation.

44.4 2024/02/27 Blagoy Vangelov is now required for the transaction type for both Processing APl and WPF API.

44.5 2024/02/29 Simeon Angelov Changed the to required API param for Visa OCT transactions with recipients in Argentina, Bangladesh, Egypt, India, Chile and Colombia.

44.6 2024/03/01 Atanas Naydenov Added Scheme response codes and removed Issuer response codes.

44.7 2024/03/06 Kaloyan Mirchev Added descriptions for CPF/CNPJ checks API response.

44.8 2024/03/07 Muhammad Moawaz Ayub Added additional MCCs to the list for own-account Funding Transactions.

44.9 2024/03/20 Vladislav Vodenicharski Extended lifetime validity for Web Payment Form payments to 3 months

45.0 2024/03/11  Blagoy Vangelov 3ddciip::;t:csla::ty 1;;:]3:;?;1::ag?;:]er[r:'a’;:saé;lc':;\tt;]pgsender occupatmn] [mothers name] [natmnahty] [country of Ol’lgln] [lurth c1ty] [lurth state] (company typ

45.1 2024/04/08 Martin Lazarov Added new recurring advice code for Sanctions Scoring Service.

452 2024/04/09  Boris Kolev ::gidOtaiﬁrLea\::li;ynpstiz)r;a;rl;)ecqeusifrt];):]admvsiu to synchronous 3DS transactions. Also, added the 3DS protocol sub-version in reconciliation responses

45.3 2024/06/03 Ilya Rogozin Added a new attribute for the Processing and WPF API responses including reconciliation responses and notifications.

45.4 2024/08/13 Simeon Angelov Added a list with supported countries for GooglePay transactions.

45.5 2024/08/16 llya Rogozin Added a new attribute for the Processing and WPF API responses, reconciliation responses and notifications.

45.6 2024/08/28 llya Rogozin Extended the list of payment type values for the Online Banking transaction. Added description for Cash transactions.

45.7 2024/09/04  Lachezar Tsvetkov Added optional (background_checks|.(filters) attribute for KYC Create Verification.

45.8 2024/09/05 Simeon Angelov Added 0-amount support for GooglePay and ApplePay transactions.

45.9 2024/09/09 Atanas Naydenov Updated scheme response codes Visa - 1A and Mastercard - 65.

46.0 2024/09/12 Ilya Rogozin Added extended initial recurring type support to GooglePay and ApplePay transactions.

46.1 2024/10/02 Lachezar Tsvetkov Changed the [documentisupporteditypesj and (redirectiurq parameters in KYC Create Verification optionalto allow for synchronous checks.

46.2 2024/10/08 Muhammad Moawaz Ayub Added VISA Funding Transaction support.

46.3 2024/10/09 Muhammad Moawaz Ayub Added region availability for Account Name Inquiry Service Functionality.

46.4 2024/10/15 Muhammad Moawaz Ayub Extended the list with recurring advice codes.

46.5 2024/10/16  Svilen Siderov Added additional dynamic descriptor parameters related to acceptor geographic coordinates.

46.6 2024/10/16  Atanas Naydenov Remove API for Giropay transaction type, as it is shut down after June 30 2024.

46.7 2024/10/16 Boris Kolev Added a new attribute for the.Plrocessir?g and WPF API requnses including reconciliation responses and notifications. Also, the Scheme Max
Settlement Date is taken into account and might be prioritized during Capture transactions.

46.8 2024/10/18 Muhammad Moawaz Ayub Added support for liquid assets in OCT and AFT transactions.

46.9 2024/10/18 Simeon Angelov Updated supported countries for MyBank transaction type.

47.0 2024/10/21  Lachezar Tsvetkov Added a new optional parameter (background_checks)(match_score] in KYC Create Verification.




47.1 2024/10/22  Svilen Siderov Extended Money transfer Payout with the [credentialionifileitransactioniidentifier] parameter.

47.2 2024/10/22 Ilya Rogozin Added a new attribute [schemeiauthenticationidataiqualityj to the Processing and WPF API responses, as well as reconciliation responses and notifications.
47.3 2024/10/23 Mladen Rusev Described response CSV file format part of the Importation of external tokens and card details workflow.

47.4 2024/10/29 Mladen Rusev Added support for AUD currency and PID bank code for Online Banking transaction.

47.5 2024/11/15 Yordan Pulov Added support of installments.

47.6 2024/11/15 Ilya Rogozin Added new attributes [schemeipaniindicatur] and [schemeipanitailj to the Processing and WPF API responses, as well as reconciliation responses and notifications.
47.7 2024/11/21 Milen Matev Extended FX service API response examples.

47.8 2024/12/05 Kaloyan Mirchev Extend Bank Pay-Out request optional parameters.

47.9 2024/12/09 Muhammad Moawaz Ayub Added Account Funding Transaction support on the Web Payment Form.

48.0 2024/12/20  Zdravko Chorlev Added initial recurring support to the SCA Checker service API.

48.1 2024/12/20  Artur Veletskiy Extended Billing Transactions API with additional request and response parameters.

48.2 2025/01/09 llya Rogozin Added support for the NZD currency and the POLI bank code for Online Banking transactions.

48.3 2025/01/14 Muhammad Moawaz Ayub Added AFT support for Apple Pay and Google Pay transactions.

48.4 2025/01/14  Svilen Siderov Extended AVS Status codes with single character codes description.

48.5 2025/01/17  Artur Veletskiy Changed the request and response params in the Billing Transactions API.

48.6 2025/01/22 Dimitar Natskin Removed osCommerce plugin from the supported Shopping Carts.

48.7 2025/01/22  Dimitar Natskin Revised the list with supported Shopping cart plugins.

48.8 2025/02/11 llya Rogozin Added optional beneficiary params to PIX transaction type for the Processing API.

48.9 2025/02/11 Kaloyan Mirchev Extended Bank Payout APl parameters.

49.0 2025/02/12 llya Rogozin Extended payment types for Online Banking transactions with a new SPEI code.

49.1 2025/02/24  Artur Veletskiy Enable Billing Transactions API for all the instances.

49.2 2025/03/04  Artur Veletskiy Update Billing Transactions API filters description.

49.3 2025/03/18 llya Rogozin Added optional payer parameters to the Bank Payout transaction type for the Processing API.

49.4 2025/03/20  Hristo Tanchev Added possibility to retrieve the token cryptogram in the Tokenization API.

49.5 2025/03/21 Svilen Siderov Added dynamic descriptor support for Sepa transaction types.

49.6 2025/03/25 Atanas Naydenov Updated the list with originating IP addresses for asynchronous payment notifications.

49.7 2025/03/27 Muhammad Moawaz Ayub Added 2 more account related scheme response codes for Mastercard/Maestro.

49.8 2025/03/27 Simeon Angelov Added description for Visa Purpose Of Payment codes.

49.9 2025/04/01 Milen Matev Added GBP and EUR currencies support to Online Banking transactions.

50.0 2025/04/02  Svilen Siderov Updated currency code for Curagao and Sint Maarten.

50.1 2025/04/02 Atanas Naydenov Removed HRK currency support for Bitpay and Neosurf.

50.2 2025/04/04 Pepa Simeonova Added scheme response codes 5C and 9G for Visa.

50.3 2025/04/07  Svilen Siderov Added dynamic descriptor support to Sepa subsequent recurring transactions.

50.4 2025/04/17  Hristo Tanchev Added tokenization params support for scheme tokenized transactions.

50.5 2025/04/22  Svilen Siderov Added a new optional param to the Processing and WPF APIs for describing crypto currency transactions.

50.6 2025/04/24  Hristo Tanchev Added as required param to the cryptogram action of the Tokenization API.

50.7 2025/04/25 Aleksandar Krastev Added Remote Identity Verification and declined reasons to KYC services.

50.8 2025/05/07 Simeon Angelov Extended the 3DS Challenge and Frictionless examples.

50.9 2025/05/09  Svilen Siderov Added bank verification for personal and business accounts to KYC services.

51.0 2025/05/14 George Parsehyan Added supported MCCs to Credit transaction type.

51.1 2025/05/16 Masroor Hussain Added a new parameter to the Processing and WPF API responses, as well as to reconciliation responses and notifications.
51.2 2025/05/19  Yordan Pulov Added new Payee API section and Global Payout transaction type.

51.3 2025/05/27  Hristo Tanchev E;E::iz:i;:iggiesiszea;.ion API with scheme tokenization request and response params. Added param to Web Payment API to indicate scheme
51.4 2025/05/29 Yordan Pulov Extended the Payee API with endpoint for querying accounts under specific Payee.

51.5 2025/06/04 Hristo Tanchev Extended the Tokenization API to support a retokenize request and response, enabling the generation of a scheme token for an existing internal token.
51.6 2025/06/04 llya Rogozin Added support for single transaction reconciliation in the Smart Routing service.

51.7 2025/06/09  Yordan Pulov Extended errors with a new BankRejectError.

51.8 2025/06/11 Svilen Siderov Extended account statuses in the Payee API.

51.9 2025/06/12  Hristo Tanchev Added scheme tokenization data in the detokenize action response of Tokenization API.

52.0 2025/06/12  Yordan Pulov param and update actions to the Payee and Payee Account APIs.

52.1 2025/06/19 Aleksandar Krastev Added param to Remote Identity Verification in KYC services.

52.2 2025/06/24 Milen Matev Removed parameter from transaction types: Pay Pal, Init Recuring Sale, Recurring Sale, Incremental Authorize, Partial Reversal and Payout.

You can get cURL from https://curl.haxx.se

Introduction

This document describes the usage of the payment gateway XML/JSON/GraphQL API.

The API allows you to trigger all supported transactions of the gateway and to retrieve information about transactions existing in the gateway. You can also retrieve chargeback information.



https://curl.haxx.se/

The payment API is synchronous (except for 3-D secure payments), it accepts HTTP POST or XML data and returns XML/JSON data. Connections are always secured via SSL both in test and live mode. Be sure to set Content-
type: text/xml in your headers.

@ The API cannot be accessed via HTTP GET.

@ Current Java SDKs do not have the necessary root certificate installed. You need to download the CA with your browser and import it into cacerts manually.

Audience

This document is intended for technical staff integrating the XML/JSON API in the merchant’s organization.

It is required that readers have working knowledge of programming languages, XML and JSON formats and UTF8 encodings.

Authentication

Send username and password directly in url
curl https://username:password@staging.gate.e-comprocessing.net:443/process/TERMINAL-TOKEN

Or use -u flag
curl -u username:password https://staging.gate.e-comprocessing.net:443/process/TERMINAL-TOKEN

To interact with the payment API, you need to provide login credentials using standard HTTP Basic Authentication. (credentials can be found in your Admin interface.)
To decrease network traffic and response times, we recommend that you enforce sending authentication credentials directly in the first request.

Some implementations like e.g. the Java HTTPClient automatically try to guess the best authentication scheme. This can be overridden by setting the authorization to preemptive:

€@ HTTPClient.getParams.setAuthenticationPreemptivetrue;

Environments

There are two environments which can be used by merchants - production and staging, also known as test environment.

The staging environment is used only for TESTING purposes. When you are processing a payment using your configuration for the test environment the payment WILL NOT bring a real financial impact. This environment is
used only to simulate and test different payment scenarios.

In the production environment you cannot use any simulated test data. When you are processing payments using your configuration for the production environment the payment WILL bring a real financial impact.

URLs

Server API

APl methods are called with the following structure:
https://gate.e-comprocessing.net/process/TERMINAL TOKEN/

Single transaction reconciles can be done via this URL:
https://gate.e-comprocessing.net/reconcile/TERMINAL TOKEN/

Date range reconciles can be done via this URL:
https://gate.e-comprocessing.net/reconcile/by date/TERMINAL TOKEN/

This URL allows retrieval of a list of supported banks based on the customers country and/or currency:
https://gate.e-comprocessing.net/retrieve_inpay_ banks/TERMINAL TOKEN/

For the test system use the following URLs:
https://staging.gate.e-comprocessing.net/process/TERMINAL_TOKEN/
https://staging.gate.e-comprocessing.net/reconcile/TERMINAL TOKEN/
https://staging.gate.e-comprocessing.net/reconcile/by_date/TERMINAL_TOKEN/

https://staging.gate.e-comprocessing.net/retrieve_inpay banks/TERMINAL_ TOKEN/

WPF

The URL for the WPF API create method is:
https://wpf.e-comprocessing.net/wpf

For the test system the URL is:
https://staging.wpf.e-comprocessing.net/wpf
The URL for the WPF API reconcile method is:
https://wpf.e-comprocessing.net/wpf/reconcile
For the test system the URL is:

https://staging.wpf.e-comprocessing.net/wpf/reconcile
@ Terminal token and login credentials can be found in your admin panel. To use our testing environment, refer to chapter Testing

Your admin panel can be found here:

https://merchant.e-comprocessing.net/



Consumer API

Create consumer:

[https://gateAe-comprucessing . net/vl/create,consumer/]

Retrieve consumer:

Lhttps://gate.e—comprucessing .net/vl/ret rieveiconsumer/J

Update consumer:

[https://gate.e-comprucessing . net/vl/updateicunsumer/]

Disable consumer:

[https://gate.e-comprocessing . net/vl/disableiconsumer/]

Enable consumer:

[https://gate.e-comprocessing . net/vl/enableiconsumer/]

Get consumer cards:

[https://gate.e-comprocessing . net/vl/geticonsumericards/j

For the test system use the following URLs:

https://staging.gate.e-comprocessingAnet/vl/createiconsumer/]

=

https://staging.gate.e-comprocessing.net/vl/updateiconsumer/]

https://staging.gate.ercomprocessingAnet/vl/disable_consumer/]

=

https://staging.gate.e-comprucessing.net/vl/enableicunsumer/]

[https://staging.gate,ercomprucessing.net/vl/geticonsumerica rds/]

Tokenization API

Tokenize cardholder data:

[https://gate.e-comprocessing . net/vl/tokenize/]

Detokenize cardholder data:

(https://gate.e-comprocessing . net/vl/detokenize/]

Update the cardholder data (PAN cannot be updated):

[https://gateAe-compmcessing . net/vl/updateimken/J

Validate if given token is valid for the merchant:

[https://gateAe—comprucessing . net/vl/validateituken/]

Delete a token:

[https://gate.e—comprucessing . net/vl/delete}uken/}

Exchange masked cardholder data for token:

[https://gate.e-comprocessing . net/vl/geticard/]

For the test system use the following URLs:

[https://staging.gate.e-comprocessing.net/vl/tokenize/]

[https://staging.gate.ercomprocessingAnet/vl/detokenize/]

[https://staging.gate.e-comprocessing.net/vl/updateituken/]

[https://staging.gate,e-cumprocessing.net/vl/validateitoken/]

[https://staging.gate.e-cnmprocessing.net/vl/deleteitoken/]

[https://staging.gate.e-cumprocessing.net/vl/geticard/]

€@ Terminal token and login credentials can be found in your admin panel. To use our testing environment, refer to chapter Testing

Genesis KYC Services JSON API

Testing environment

Create Consumer:

[POST https://staging. ky:.ercomprocessingAnet/api/vl/create_consumer]

Update Consumer:

[POST https://staging. kyc.ercumprocessing.net/api/vl/updateiconsumerj

Create Transaction:

[POST https://staging. kyc.e-comprocessing.net/api/vl/createitransactlunj

Update Transaction:

[POST https://staging. kyc.e-comprocessing4net/api/vl/updateitransactionj

Upload Document:

[POST https://staging. kyc.e-comprocessing4net/api/vl/uploadidocument]

Download Document:

[POST https://staging. kyc.e-comprocessing.net/api/vl/downloadidocumentJ

Verify Phone:

[POST https://staging.kyc.e-comprocessing.net/api/vl/verify phone

Verify Identity:

[POST https://staging. kyc.ercumprocessingAnet/api/vl/verifyiidentity]




Verify Bank Account:

[POST https://staging. kyc.e-comprocessing.net/api/vl/verifyibankiaccountJ

Create Authentication:

[POST https://staging. kyc.e-comprocessing.net/api/vl/createiauthentication]

Update Authentication:

[POST https://staging. kyc.ercomprocessingAnet/api/vl/updateiauthentication]

Create Verification:

[POST https://staging. kyc.e-comprocessing.net/api/vl/verifications]

Check Verification Status:

[POST https://staging.kyc.e-comprocessing.net/api/vl/verifications/status|

Register Reference_ID:

[POST https://staging. kyc.e-camprocessing4net/api/vl/verifications/register]

Production environment
Genesis KYC Services JSON API URLs for production environment:

Create Consumer:

[POST https://kyc.e-cnmprncessing.net/api/vl/createiconsumer]

Update Consumer:

[POST https://kycAe—cumprocessingAnet/api/vl/update_consumer]

Create Transaction:

[POST https://kyc.e-comprocessing.net/api/vl/create_t ransactionj

Update Transaction:

[POST https://kyc.e-comprocessing.net/api/vl/update_t ransaction]

Upload Document:

[POST https://kyc.e-comprocessing.net/api/vl/uploadidocument]

Download Document:

[POST https://kyc.e-comprocessing. net/api/vl/downloadidocument]

Verify Phone:

[POST https://kyc.e-comprocessing.net/api/vl/verifyiphone]

Verify Identity:

[POST https://kyc.e-comprocessing.net/api/vl/ve rifyiidentlty]

Verify Bank Account:

[POST https://kycAe—cnmprocessingAnet/api/vl/verifyibankiaccount]

Create Authentication:

[POST https://kyc.e-comprucessing.net/api/vl/createiauthentication]

Update Authentication:

[POST https://kyc.e-comprucessing.net/api/vl/updateiauthenticationj

Create Verification:

[POST https://kyc.e-comprocessing.net/api/vl/verifications]

Check Verification Status:

[POST https://kyc.e-comprocessing.net/api/vl/verifications/status\

Transaction API

Update expiration date:

[PUT https://gate.e-comprocessing.net/vl/t ransaction/expiryidate/:transactioniuniqueiidj

For the test system use the following URLs:

[PUT https://staging,gate.e-comprocessing4net/vl/transaction/expiryidate/:transactioniuniqueiid]

Smart Routing API

For the test system use the following URLs:

[POST https://staging.api.e-comprocessing.net/t ransactions]

With authentication params in the URL:

[POST https://username:3b7d0df3c935afddf04dbf1a87256e934f4a567c@staging.api.e-comprocessing.net/t ransactions]

Single transaction reconciliations can be done via the URL:

[POST https://staging,api.e-comprocessinq.net/reconcile]

For the production system use the following URLs:

. [POST https://prod.api.e-comprocessing.net/transactinns]
e [POST https://prod.api.e-comprocessing.net/reconcile]

With authentication params in the URL:

. fPOST https://username:3b7dﬂdf3c935afddflMdbf1a872566934f4a567c@pr0d.api.e-comprucessing.net/transactluns]
. LPOST https://username:3b7d0df3c935afddf04dbf1a872566934f4a567c@pr0d.api.e-comprucessing.net/reconclleJ

Billing Transactions API

Testing environment



(PoST https://staging.api.e-comprocessing.net/billing transactions/vl/graphql)

Production environment

[POST https://prod.api.e-comprocessing.net/billing_transactions/v1/graphql|

Payee API

Testing environment

Create Payee:

[POST https://staging.api.e-comprocessing. net/payee\}

Retrieve Payee:

\’GET https://staging.api.e-comprocessing.net/payee/: payeeiuniqueiid\

Create Payee Account:

[POST https://staging.api.e-comprocessing. net/payee/:payeeiuniqueild/account]

Retrieve Payee Account:

\/GET https://staging.api.e-comprocessing.net/payee/:payee_unique_id/account/:account_unique 1d;

List Payee Accounts:

(GET https://staging.api.e-comprocessing.net/payee/ :payee_unique id/account)
Production environment

Create Payee:

[POST https://prod.api.e-comprocessing.net/payee|

Retrieve Payee:

\/GET https://prod.api.e-comprocessing.net/payee/:payee unique id\\

Create Payee Account:

[PoST https://prod.api.e-comprocessing.net/payee/ : payee_unique_id/account|

Retrieve Payee Account:

[GET https://prod.ap1.e-cumprocessing.net/payee/:payeeiunlqueiid/account/:acccuntiuniqueiid:\

List Payee Accounts:

[GET https://prod4ap1.e-comprocessing.net/payee/:payeeiunlqueiid/accountw

Transactions

Invoking a Transaction

A transaction is invoked via HTTPS POST, parameters are passed as XML with UTF-8 encoding.

Card

RECURRING V2

A recurring transaction describes a payment where the cardholder’s account is periodically charged for a repeated delivery and use of a product or service (subscription, membership fee, etc.) over time. A recurring payment
consists of an initial transaction and one or several repeated subsequent transactions. The "initial” transaction contains all relevant card and cardholder data, while the subsequent repeated transaction references an identifier
which is returned with the response to the initial request.

INITIAL RECURRING
Sale(3D) or Authorize(3D) with recurring_type initial marks an initialization of recurring series. Subsequent recurring transactions use initial Sale(3D) or Authorize(3D) as a reference for the recurring series.

Note that if an initial recurring is fully refunded or referenced by a fraud transaction(ChargebackTransaction / ChargebackReversalTransaction / RepresentmentTransaction / SecondChargebackTransaction), the recurring series
is stopped and no more Subsequent recurring transactions can be performed for that recurring series.

If an initial recurring is partially refunded, the recurring series can continue with more Subsequent recurring transactions.

@ This transaction type supports Tokenization.

€@ This transaction type supports Level 3 travel data.

@ This transaction type could require business attributes.
€@ This transaction type supports Managed Recurring.

@ This transaction type supports Account Name Inquiry attributes.

Request

curl https://username:3b7d0df3c935afddfoddbf1a87256e934f4a567c@staging. gate. . e-comprocessing.net/process/TERMINAL-TOKEN \
-X POST \

H "Content-Type: text/xml
-d
<?xml version="1.0" encoding="UTF-8"7>

1t_transaction>

ransaction_type

<recurring_type

nitial</recurring_type:
8295</transaction_id>

ge

<remote_ip

ount>100</amount>

<currency currency>

<card_holder>Travis Pastrana</card_holder>

9000

<card_number>42 000</card_number>
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<expiration_month>12</expiration month>
<expiration year>2026</expiration year>
<cvv>83d</cvv>
<customer_email>travis@example. com</customer_email>
<customer phone>+1987987987987</customer phone>
<business attributes>
<event_start_date>02-08-2025</event_start_date>
<event_end_date>11-08-2025</event_end date>
<event_organizer id>20192375</event organizer id>
<event_id>1912</event id>
</business_attributes>
<billing address>
<first name>Travis</first name>
<last_name>Pastrana</last_name>
<addressl>Muster Str. 12</addressl>
<zip code>10178</zip code>
<city>Los Angeles</city>
<neighborhood>Hol lywood</neighborhood>
<state>CA</state>
<country>US</country>
</billing_address>
<recurring category>subscription</recurring category>
<account_owner>
<first_name>Travis</first_name>
<middle name>Joe</middle name>
<last_name>Pastrana</last_name>
</account_owner>

</payment_transaction>"'

Request

X POST \
-H "Content-Type: text/xnl" \
a4
<?xml version="1.0" encoding="UTF-8"7>
<payment_transaction>
<transaction_type>authorize</transaction_type>
<recurring_typesinitial</recurring_type>
<transaction id>119643250547501c79d8295</transaction id>
<usage>40208 concert tickets</usage
<remote_ip>245.253.2.12</remote_ip>
<amount>100</amount>
<currency>UsD</currency>
<card_holder>Travis Pastrana</card_holder>
<card_number>4200000000000000</card_number>
<expiration month>12</expiration month>
<expiration_year>2026</expiration_year>
<cvv>834</cvv>
<customer_email>travis@example.com</custoner email>
<customer_phone>+1987987987987</customer_phone>
<business_attributes>
<event start date-02-08-2025</event start date>
<event_end date>11-08-2025</event_end_date>
<event_organizer_id=20192375</event_organizer_id>
<event id>1912</event id>
</business attributes>
<billing address>
<first name>Travis</first name>
<last_name-Pastrana</last name>
<addressl>Muster Str. 12</addressl>
<zip_code>10178</zip_code>
<city>Los Angeles</city>
<neighborhood>Hol lywood</neighborhood>
<state>CA</state>
<country>US</country>
</billing address>
<recurring_category>subscriptions/recurring_category>

</payment_transaction>"

curl https://username:3b7dodf3c935afddfeddbflaB7256e934f4a567castaging . gate. e-comprocessing. net/process/TERMINAL-TOKEN \

Request Parameters

Parameter Required Format Description
transaction_type required string(255) The transaction type: sale, sale3d, authorize or authorize3d
recurring_type required string(255) Specifies recurring type of the transaction, ‘initial'
transaction_id required string(255) Unique transaction id defined by merchant
usage optional string(255) Description of the transaction for later use.
moto optional "true" Signifies whether a MOTO (mail order telephone order) transaction is performed. Contact tech-support@e-comprocessing.com for more details
remote_ip required* IaPz;I:rgg;va IPv4 or IPv6 address of customer

Transaction amount in minor currency unit, see Currency and Amount Handling for details. In certain cases, it is possible to submit a transaction with a

amount required integer >= 0  zero-value amount in order not to charge the consumer with the initial recurring, but with the followed RecurringSale transactions only. For more

information regarding the use cases and scenario, Contact tech-support@e-comprocessing.com for more details.

required string(3)

Currency code in 1SO 4217

currency
card_holder required string(255) Full name of customer as printed on credit card (first name and last name at least)
card_number required ézlt:; 16 Complete cc number of customer

cvv required* 3 to 4 digits cvv of cc, requirement is based on terminal configuration

expiration_month required MM Expiration month as printed on credit card

expiration_year required YYYy Expiration year as printed on credit card

token optional string(36) See Tokenization for more details. If present, the cardholder parameters can be omitted. Cannot be set together with

remember_card optional "true" See Tokenize. Tokenizes cardholder parameters. Cannot be set together with

consumer_id optional string(10) See Consumers and Tokenization. Combine with to tokenize or with to use token

scheme_tokenized required*  "true" Required when the is DPAN instead of Funding Primary Account Number, see Tokenized e-commerce for details

. N N Specifies whether the recurring transaction is a subscription(fixed amount, fixed intervals)or if it is a standing order(varying amount, fixed intervals).
recurring_category optional string S R .
The allowed values are(subscription) and (standing_order). The default value is
) ) N .

credential_on file required string Possible values are: [initial,customer,initiated), [merchant,unscheduled], [subsequenticustomerﬁinitiated]. See Credential On File (COF) for more details
credential_on_file_transaction_identifier optional string(15..32)  See Credential On File (COF) for more details

credential_on_file_settlement_date optional string(4) See Credential On File (COF) for more details

e-mail
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customer_email required*  address Must contain valid e-mail of customer
customer_phone required*  string(32) Must contain valid phone number of customer
birth date required*  dd-mm-yyyy I;(equireq when MC_C is a Financial Services one (e.g. MCC 6012) and either card brand is Visa or Mastercard/Maestro with UK-based merchant, UK-
= ased bin (domestic), and DEBIT card type
document_id required*  string(255) Document ID value.
fx rate id optional integer See Get rates for FX Service. Offers the option to use a specific FX rate to convert the tr?nsaction processing qmount. Used FX rate should have the
- same source currency as the processing currency. Contact tech-support@e-comprocessing.com for more details
business_attributes required* Check business attributes section.
event_start_date required* dd-mm-yyyy  The date when event starts in format dd-mm-yyyy
event_end_date required*  dd-mm-yyyy  The date when event ends in format dd-mm-yyyy
event_organizer_id required*  string
event_id required*  string
date_of order required*  dd-mm-yyyy  The date when order was placed in format dd-mm-yyyy
delivery_date required*  dd-mm-yyyy Date of the expected delivery in format dd-mm-yyyy
name_of_the_supplier required*  string
billing_address required See Required vs Optional APl params for details
first_name required* string(255) Customer first name
last_name required* string(255) Customer last name
address1 required*  string(255) Primary address
address2 required*  string(255) Secondary address
zip_code required*  string ZIP code
city required*  string(255) City
neighborhood required*  string(255) Neighborhood
state required* string(2) State code in ISO 3166-2, required for USA and Canada
country required*  string(2) Country code in ISO 3166
shipping_address optional
first_name optional string(255) Customer first name
last_name optional string(255) Customer last name
address1 optional string(255) Primary address
address2 optional string(255) Secondary address
zip_code optional string ZIP code
city optional string(255) City
neighborhood optional string(255) Neighborhood
state optional string(2) State code in ISO 3166-2, required for USA and Canada
country optional string(2) Country code in ISO 3166
account_owner optional Account owner parameters related to account owner inquiry requests
first_name optional string(35) Account owner first name
middle_name optional string(35) Account owner middle name
last_name optional string(35) Account owner last name
dynamic_descriptor_params optional
merchant_name optional string(25) Allows to dynamically override the charge descriptor
merchant_city optional string(13) Allows to dynamically override the merchant phone number
sub_merchant_id optional string(15) Allows to dynamically override the sub-merchant ID.
merchant_country optional string(3) Allows to dynamically override the merchant country.
merchant_state optional string(3) Allows to dynamically override the merchant subdivision code.
merchant_zip_code optional string(10) Allows to dynamically override the merchant zip/postal code. Required for VISA OCT transactions with Australian and Canadian card bins.
merchant_address optional string(48) Allows to dynamically override the merchant address.
merchant_url optional string(60) Allows to dynamically override the merchant URL
merchant_phone optional string(16) Allows to dynamically override the merchant phone number.
merchant_service_city optional string(13) Allows to dynamically override the merchant service city.
merchant_service_country optional string(3) Allows to dynamically override the merchant service country.
merchant_service_state optional string(3) Allows to dynamically override the merchant service subdivision code.
merchant_service_zip_code optional string(10) Allows to dynamically override the merchant service zip/postal code.
merchant_service_phone optional string(16) Allows to dynamically override the merchant service phone number.
merchant_geo_coordinates optional string(20) Allows to dynamically override the merchant geographic coordinates.
merchant_service_geo_coordinates optional string(20) Allows to dynamically override the merchant service geographic coordinates.

[required* = conditionally required]

Successful Response

Response

<?xnl version="1.0" encoding="UTF-8"?>

<payment_response>
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<transaction_type>sale</transaction_type>
<recurring_type>initial</recurring_type>

<status>approved</status>
<mode>live</mode>

<transaction id>119643250547501c79d8295</transaction id>
<unique_id=44177a21403427eb96664a6d7e5d5d48</unique_id>

<consumer_id>123456</consumer_id>

<token>ee946dbg-d7db-4bb7-b608-b65b153e127d</ token>

<avs_response code>5I</avs response code>

<avs_response_text=Response provided by issuer processor; Address information not verified</avs response texts

<cvv_result_code>M</cvv_result_code>

<authorization code>345678</authorization code>

<retrieval reference number>016813015184</retrieval reference number>

<response_code>00</response_code>

<technical _message>Transaction successfull</technical message>

<message>Transaction successfull

lessage>

<timestamp>2025-07-01T15:26:43Z</tinestamp>

<descriptor>Descriptor one</descriptor>
<amount>100</amount>

<currency>UsD</currency>

<sent_to_acquirer>true</sent_to_acquirer>

<scheme_transaction identifier>019891214161031</scheme transaction identifier>

<scheme_settlement date>0782</scheme settlement date>

<scheme_response_code>00</schene_response_code>

<reason_for_not_honoring_exemption>8A01</reason_for_not_honoring_exemption>

<sca_exemption result>13</sca_exemption result>

<account_owner>
<first_name>Travis</first_name>
<niddle name>Joe</middle _name>
<last_name>Pastrana</last_name>

</account_owner>

</payment_response>

ful Resp Par: S
Parameter Type Description

transaction_type string(255)  The transaction type

recurring_type string(255)  The recurring type(initial, subsequent or managed)

status string(255)  Status of the transaction, see states

transaction_id string(255)  Unique transaction id defined by merchant

unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)

consumer_id string(10) Consumer unique reference. See Consumers

token string(36) Plain-text token value. See Tokenization

moto 'true’ Signifies whether a MOTO (mail order telephone order) transaction is performed. Contact tech support for more details.

avs_response_code string(255) Generatefi by the card network on trying to match the billing address when performing the address verification. Optional, returned if config is enabled and acquirer

- - supports it. Check AVS Status Codes for details.

avs_response_text string(255)  Gives the human response text for the AVS response code above. Optional, returned if config is enabled and acquirer supports it. Check AVS Status Codes for details.
cvv_result_code string(1) Card Verification Value response code. Optional, returned only if acquirer supports it

authorization_code string(6) Generated by the card network when an authorisation has occurred, used to identify that auth. Consists of 6 alphanumeric chars

retrieval_reference_number string(255) A reference number used for tracking all messages related to a given cardholder transaction returned by some acquirers.

response_code string(2) 3::;?;5 the result of a transaction with the acquirer, the status of a message or some action taken or required. Contact tech-support@emerchantpay.com for more
recurring_advice_code string(2) Optional, if received in the response from the issuer

recurring_advice_text string Optional, describes the specific recurring advice code

technical_message string(255)  Technical error message (for internal use only, not to be displayed to users).

message string(255) Human readable error message which can be displayed to users.

mode string(4) Mode of the transaction’s terminal, can be test or live

redirect_url url URL where user has to be redirected to complete payment process. It is available for asynchronous mode

timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z

descriptor string(255)  Static descriptor MID info as configured on the gateway

amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details

currency string(255)  Currency code in ISO 4217

partial_approval string(4) Optional, set to 'true’ if partial approval happened. Partially approved amount is then in the amount field. Check Partial Approvals for details

sent_to_acquirer string(255)  "true" or "false"

dynamic_descriptor_params section Optional, returned only if dynamic desc params are submitted on the API. Note here that the formatted dyn desc params are returned - as they would be submitted to the

- = schemes for settlement.

scheme_transaction_identifier string(32) Id defined by card schemes. Corresponds to NETWORK DATA (field 63) for MasterCard or TRANS ID (field 62.2/125) for VISA.

scheme_settlement_date string(4) MasterCard settlement date in MMDD format (e.g. 0702). Corresponds to NETWORK DATA (field 15).

scheme_response_code string(2) The response code returned from the schemes. See Scheme response codes for details.

recurring_advice_code string(2) Optional, if received in the response from the issuer

recurring_advice_text string Optional, describes the specific recurring advice code

reason_for_not_honoring_exemption  string Reason for not honoring exemption. Check SCA Reason For Not Honoring Exemption Values.
sca_exemption_result string SCA exemption result. Check SCA Exemption Result Values.

Error Response

Response

<7xml version="1.0" encoding="UTF-8"?>

<payment_response>
<transaction_type>sale</transaction_type>
<recurring_type>initial</recurring_type>
<status>error</status>

<mode>live</mode>

<transaction_id>119643250547501c79d8295</transaction_id>
<unique id>44177a21403427eb96664a6d7e5d5d48</unique_id>

<response_code=57</response_code>
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<code>340</code>
<messagebilling address[zip code] is invalid!</message>
<timestamp>2025-07-01T15:26:432</timestanp>
<descriptor=Descriptor one</descriptor>
<amount>100</amount>

<currency>UsD</currency>
<sent_to_acquirer>false</sent_to_acquirer>

</payment_response>

Error Response Parameters

Parameter Type Description

transaction_type string(255)  The transaction type

recurring_type string(255) The recurring type(initial, subsequent or managed)

status string(255)  Status of the transaction, see states

transaction_id string(255)  Unique transaction id defined by merchant

unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
code integer Error code according to Error code table

technical_message string(255)  Technical error message (for internal use only, not to be displayed to users).

message string(255) Human readable error message which can be displayed to users.

mode string(4) Mode of the transaction’s terminal, can be test or live

timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
descriptor string(255)  Static descriptor MID info as configured on the gateway

amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details
currency string(255)  Currency code in I1SO 4217

sent_to_acquirer string(255)  "true" or "false"

dynamic descriptor params  section Optional, returned only if dynamic desc params are submitted on the API. Note here that the formatted dyn desc params are returned - as they would be submitted to the
Y i Iptor_p ! schemes for settlement.

SUBSEQUENT RECURRING

A Subsequent recurring transaction is a "repeated” transaction that follows and references an Initial recurring transaction.

The card and cardholder data is omitted. Note that Subsequent recurring can be partially or fully refunded if the configuration allows it, and this will not stop the recurring series.

@ This transaction type supports Level 3 travel data.

tial sale / sale3d / authorize / authorize3d transaction.

€@ Business attributes are optional, but if submitted they will override the already supplied attributes i

Request

curl https://username:3b7dedf3c935afddfoddbflag7256e934f4a567c@staging . gate. e-comprocessing. net/process/TERMINAL-TOKEN \
X POST \
-H "Content-Type: text/xml" \
d

<?xml version="1.0" encoding="UTF-8"7>

<payment_transaction>
<transaction_type>sale</transaction_type>
<recurring_typessubsequent</recurring_type>
<transaction id>119643250547501c79d8295</transaction id>
<usage>40208 concert tickets</usage>
<remote_ip>245.253.2.12</remote_ip>
<reference id>43672</reference id>
<amount>100</amount>
<business_attributes>
<event start date>02-08-2025</event start date>
<event_end date>11-08-2025</event_end_date>
<event organizer_id>20192375</event organizer id>
<event_id>1912</event id>
</business attributes>

</payment_transaction>'

Request

curl https://username:3b7d0df3c935afddf04dbf1a87256e934F4a567c@staging. gate . e-comprocessing. net/process/TERMINAL-TOKEN \
X POST \
H "Content-Type: text/xml" \
d
<?xml version="1.0" encoding="UTF-8"?>
<payment_transaction>
<transaction_type>authorize</transaction type>
<recurring_type>subsequent</recurring_type>
<transaction_id>119643250547501c79d8295</transaction_id>
<usage>46208 concert tickets</usage>
<remote_ip>245.253.2.12</remote_ip>
<reference_id>43672</reference_id>
<amount>100</amount>
<business_attributes>
<event_start_date>02-08-2025</event_start_date>
<event_end_date>11-08-2025</event_end_date>
<event organizer id>20192375</event organizer id>
<event_id>1912</event_id>
</business_attributes>

</payment_transaction>'

Request Parameters

Parameter Required Format Description
transaction_type required string(255) The transaction type: sale or authorize
recurring_type required string(255) Specifies recurring type of the transaction, 'subsequent'
transaction_id required string(255) Unique transaction id defined by merchant

usage optional string(255) Description of the transaction for later use.

gaming optional "true" Signifies whether a gaming transaction is performed. Gaming transactions usually use MCC 7995. Contact tech-support@e-comprocessing.com for more details

moto optional "true” Signifies whether a MOTO (mail order telephone order) transaction is performed. Contact tech-support@e-comprocessing.com for more details
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remote_ip required*  IPv4 or IPv6 address IPv4 or IPv6 address of customer
reference_id required string(32) Unique id returned by corresponding transaction
amount required integer > 0 Amount of transaction in minor currency unit, see Currency and Amount Handling for details
business_attributes required* Check business attributes section.
event_start_date required*  dd-mm-yyyy The date when event starts in format dd-mm-yyyy
event_end_date required*  dd-mm-yyyy The date when event ends in format dd-mm-yyyy
event_organizer_id required*  string
event_id required*  string
date_of order required*  dd-mm-yyyy The date when order was placed in format dd-mm-yyyy
delivery_date required*  dd-mm-yyyy Date of the expected delivery in format dd-mm-yyyy
name_of_the_supplier required*  string

[required* = conditionally required]

Successful Response

Response

<?xml version="1.0" encoding="UTF-8"?>
<payment_response>
<transaction_type>sale</transaction type>
<recurring_type>subsequent</recurring_type>
<status>approved</status>
<mode>live</mode>
<transaction_id>119643250547501c79d8295</transaction id>
<unique_id>44177a21403427eb96664a6d7e5d5d48</unique_id>
<authorization code>345678</authorization code>
<retrieval reference number>016813015184</retrieval reference number>
<response_code>00</ response_code>
<technical_message>Transaction successfull</technical message>
<message-Transaction successful!</message>
<timestamp>2025-07-01T15:26:43Z</tinestanp>
<descriptor>Descriptor one</descriptor>
<amount>100</amount>
<sent_to_acquirer>true</sent to acquirer>
<scheme_response_code>00</schene_response_code>
<reason_for not_honoring exemption>8A01</reason for not honoring exemption>
<sca_exemption_result>13</sca_exemption result>

</payment_response>

S ful Resp Par: ers
Parameter Type Description
transaction_type string(255) The transaction type
recurring_type string(255)  The recurring type(initial, subsequent or managed)
status string(255)  Status of the transaction, see states
transaction_id string(255)  Unique transaction id defined by merchant
unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
authorization_code string(6) Generated by the card network when an authorisation has occurred, used to identify that auth. Consists of 6 alphanumeric chars

retrieval_reference_number string(255) A reference number used for tracking all messages related to a given cardholder transaction returned by some acquirers.

response_code string(2) Defines the result of a transaction with the acquirer, the status of a message or some action taken or required. Contact tech-support@emerchantpay.com for more details.
recurring_advice_code string(2) Optional, if received in the response from the issuer

recurring_advice_text string Optional, describes the specific recurring advice code

technical_message string(255)  Technical error message (for internal use only, not to be displayed to users).

message string(255) Human readable error message which can be displayed to users.

mode string(4) Mode of the transaction’s terminal, can be test or live

timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
descriptor string(255)  Static descriptor MID info as configured on the gateway

amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details
sent_to_acquirer string(255)  “true" or "false"

scheme_response_code string(2) The response code returned from the schemes. See Scheme response codes for details.
recurring_advice_code string(2) Optional, if received in the response from the issuer

recurring_advice_text string Optional, describes the specific recurring advice code

Error Response

Response

<7xml version="1.0" encoding="UTF-8"7>
<payment_response>
<transaction_type>sale</transaction_type>
<recurring_typessubsequent</recurring_type>
<status>error</status>
<mode>Tive</mode>
<transaction id>119643250547501c79d8295</transaction id>
<unique id>44177a21403427eb96664a6d7e5d5d48</unique id>
<response_code>57</response_code>
<code>340</code>
<message>billing address[zip code] is invalid!</message>
<timestamp>2025-07-01T15:26:432</timestanp>
<descriptor=Descriptor one</descriptor>
<amount>100</amount>
<sent_to_acquirer>false</sent to_acquirer>

</payment_response>

Error Response Parameters

Parameter Type Description
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transaction_type string(255) The transaction type

recurring_type string(255)  The recurring type(initial, subsequent or managed)

status string(255)  Status of the transaction, see states
transaction_id string(255)  Unique transaction id defined by merchant

unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)

gaming ‘true’ Signifies whether a gaming transaction is performed. Gaming transactions usually use MCC 7995, contact tech support for more details.

moto 'true’ Signifies whether a MOTO (mail order telephone order) transaction is performed. Contact tech support for more details.

response_code string(2) Defines the result of a transaction with the acquirer, the status of a message or some action taken or required. Contact tech-support@emerchantpay.com for more details.
code integer Error code according to Error code table

technical_message string(255)  Technical error message (for internal use only, not to be displayed to users).

message string(255) Human readable error message which can be displayed to users.

mode string(4) Mode of the transaction’s terminal, can be test or live

timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
descriptor string(255)  Static descriptor MID info as configured on the gateway

amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details
sent_to_acquirer string(255)  "true" or "false"

dynamic descriptor params  section Optional, returned only if dynamic desc params are submitted on the API. Note here that the formatted dyn desc params are returned - as they would be submitted to the
Y - ptor_p: schemes for settlement.

NON-REFERENCED SUBSEQUENT RECURRING
To allow for frictionless migration of merchant recurring traffic from other gateways without requiring an initial recurring transaction yet again Sale or Authorize with recurring_type subsequent does not need to use initial Sale
or Authorize as a reference for the recurring series in the cases when the [credentialioniflleit ransactioniidentifier] and [credentlalionifileisettlementidate] parameters are provided in the transaction request for specific

acquirers, please contact Tech Support for more details.

@ This transaction type supports Tokenization.

@ This transaction type supports Level 3 travel data.

@ This transaction type could require business attributes.

€@ This transaction type supports Account Name Inquiry attributes.

Request

curl https://username:3b7dodf3c935afddfeddbfla87256e934f4a567c@staging . gate. e-comprocessing. net/process/TERMINAL -TOKEN
X POST \
-H "Content-Type: text/xml" \
g
<?xml version="1.0" encoding="UTF-8"?>
<payment_transaction>
<transaction_type>sale</transaction_type>
<recurring_type>subsequent</recurring_type>
<transaction_id>119643250547501c79d8295</t ransaction_id>
<usage=40208 concert tickets</usage>
<remote_ip>245.253.2.12</remote_ip>
<amount>100</amount>
<currency>USD</currency>
<card_holder>Travis Pastrana</card_holder>
<card_number>4200000000000000</card_number>
<expiration_month>12</expiration month>
<expiration_year>2026</expiration_year>
<cvv>834</cvv>
<credential on_file transaction identifier>MCSQF8SOC</credential on file transaction identifiers
<credential_on_file settlement date=0107</credential on_file settlement date>
<customer_email>travis@example. com</customer_email>
<customer_phone>+1987987987987</customer_phone>
<business_attributes>
<event_start_date-02-08-2025</event_start_date>
<event_end_date>11-08-2025</event_end_date>
<event_organizer id>20192375</event organizer id>
<event_id>1912</event_id>
</business_attributes>
<billing address>
<first_name>Travis</first_name>
<last_name>Pastrana</last_name>
<addressl>Muster Str. 12</addressl>
<zip_code>10178</zip_code>
<city>Los Angeles</city>
<neighborhood>Hollywood</neighborhood>
<state>CA</state>
<country>US</country>
</billing address>
<recurring_category>subscription</recurring_category>
<account_owner>
<first_name>Travis</first_name>
<middle_name>Joe</middle_name>
<last_name>Pastrana</last_name>
</account_owners

</payment_transaction>"'

Request Parameters

Parameter Required Format Description

transaction_type required string(255) The transaction type: authorize or sale

recurring_type required string(255) Specifies recurring type of the transaction, 'subsequent’

transaction_id required string(255) Unique transaction id defined by merchant

usage optional string(255) Description of the transaction for later use.
moto optional "true" Signifies whether a MOTO (mail order telephone order) transaction is performed. Contact tech-support@e-comprocessing.com for more details
IPv4 or IPv6

remote_ip required*  address IPv4 or IPv6 address of customer
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Transaction amount in minor currency unit, see Currency and Amount Handling for details. In certain cases, it is possible to submit a transaction with a

amount required ionteger >= zero-value amount in order not to charge the consumer with the initial recurring, but with the followed RecurringSale transactions only. For more
information regarding the use cases and scenario, Contact tech-support@e-comprocessing.com for more details.
currency required string(3) Currency code in ISO 4217
card_holder required string(255) Full name of customer as printed on credit card (first name and last name at least)
card_number required é%lttc; 16 Complete cc number of customer
cvv required* 3 to 4 digits cvv of cc, requirement is based on terminal configuration
expiration_month required MM Expiration month as printed on credit card
expiration_year required YYYY Expiration year as printed on credit card
token optional string(36) See Tokenization for more details. If present, the cardholder parameters can be omitted. Cannot be set together with
remember_card optional "true" See Tokenize. Tokenizes cardholder parameters. Cannot be set together with
consumer _id optional string(10) See Consumers and Tokenization. Combine with to tokenize or with to use token
scheme_tokenized required*  “true" Required when the is DPAN instead of Funding Primary Account Number, see Tokenized e-commerce for details
recurring_category optional string Specifies whether the recurrin.g transaction is a? subscription(fixed amount, fixed inte.rve?ls)or if it is a standing order(varying amount, fixed intervals).
The allowed values are(subscription| and (standing_order . The default value is
credential_on_file required*  string Possible values are: [initialicustomerﬁinitiated], [merchantiunscheduled], [subsequenticustumeriinitiated]. See Credential On File (COF) for more details
credential_on_file_transaction_identifier required string(9..15) See Credential On File (COF) for more details. Required for Non-referenced Recurring transactions. The length of the value should be 15 for Visa cards,
- - and 9..12 for Mastercard/Maestro cards
credential_on_file_settlement_date required* See Credential On File (COF) for more details. Required for Mastercard/Maestro cards
customer_email required* e-mail Must contain valid e-mail of customer
- address
customer_phone required*  string(32) Must contain valid phone number of customer
birth date required* dd-mm- quuired when MCC is a Financial Services one (e.g. MCC 6012) and either card brand is Visa or Mastercard/Maestro with UK-based merchant, UK-based
- yyyy bin (domestic), and DEBIT card type
document_id required* string(255) Document ID value.
fx rate id optional integer See Get rates for FX Service. Offers the option to use a specific FX rate to convert the tr_ansaction processing a_mount. Used FX rate should have the
- same source currency as the processing currency. Contact tech-support@e-comprocessing.com for more details
business_attributes required* Check business attributes section.
event_start_date required* SS;?m_ The date when event starts in format dd-mm-yyyy
event_end_date required* Sg;r;\m- The date when event ends in format dd-mm-yyyy
event_organizer_id required*  string
event_id required*  string
date_of_order required* SS;;m_ The date when order was placed in format dd-mm-yyyy
delivery_date required* Ssyr;‘m Date of the expected delivery in format dd-mm-yyyy
name_of_the_supplier required*  string
billing_address required See Required vs Optional APl params for details
first_name required*  string(255) Customer first name
last_name required* string(255) Customer last name
addressl required*  string(255) Primary address
address2 required*  string(255) Secondary address
zip_code required*  string ZIP code
city required*  string(255) City
neighborhood required*  string(255) Neighborhood
state required*  string(2) State code in I1SO 3166-2, required for USA and Canada
country required*  string(2) Country code in ISO 3166
shipping_address optional
first_name optional string(255) Customer first name
last_name optional string(255) Customer last name
address1 optional string(255) Primary address
address2 optional string(255) Secondary address
zip_code optional string ZIP code
city optional string(255) City
neighborhood optional string(255) Neighborhood
state optional string(2) State code in ISO 3166-2, required for USA and Canada
country optional string(2) Country code in ISO 3166
account_owner optional Account owner parameters related to account owner inquiry requests
first_name optional string(35) Account owner first name
middle_name optional string(35) Account owner middle name
last_name optional string(35) Account owner last name
dynamic_descriptor_params optional
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merchant_name optional string(25) Allows to dynamically override the charge descriptor

merchant_city optional string(13) Allows to dynamically override the merchant phone number
sub_merchant_id optional string(15) Allows to dynamically override the sub-merchant ID.

merchant_country optional string(3) Allows to dynamically override the merchant country.

merchant_state optional string(3) Allows to dynamically override the merchant subdivision code.
merchant_zip_code optional string(10) Allows to dynamically override the merchant zip/postal code. Required for VISA OCT transactions with Australian and Canadian card bins.
merchant_address optional string(48) Allows to dynamically override the merchant address.

merchant_url optional string(60) Allows to dynamically override the merchant URL

merchant_phone optional string(16) Allows to dynamically override the merchant phone number.
merchant_service_city optional string(13) Allows to dynamically override the merchant service city.
merchant_service_country optional string(3) Allows to dynamically override the merchant service country.
merchant_service_state optional string(3) Allows to dynamically override the merchant service subdivision code.
merchant_service_zip_code optional string(10) Allows to dynamically override the merchant service zip/postal code.
merchant_service_phone optional string(16) Allows to dynamically override the merchant service phone number.
merchant_geo_coordinates optional string(20) Allows to dynamically override the merchant geographic coordinates.
merchant_service_geo_coordinates optional string(20) Allows to dynamically override the merchant service geographic coordinates.

[required* = conditionally required]

Successful Response

Response

<?xml version="1.0" encoding="UTF-8"?>

<payment_response>
<transaction type>sale</transaction type>
<recurring_type>subsequent</recurring_type>
<status>approved</status>
<mode>live</mode>
<transaction_id>119643250547501c79d8295</t ransaction_id>
<unique_id>44177a21403427eb96664a6d7e5d5048</unique_id>
<consumer_ id>123456</consuner_id>
<token>ee946db8-d7db-4bb7-b608-b65b153e127d</ token>

<avs_response_code>5I</avs_response_code>

<cwv_result_codesM</cvv result code>

<authorization_code>345678</authorization _code>

<response_code>00</response_code>

ransaction successfull g
<timestamp>2625-07-01T15:26:432</timestamp>
<descriptor>Descriptor one</descriptor>
<amount>100</amount>
<currency>USD</currency>

<sent_to_acquirer>true</sent to_acquirer>

<scheme_settlement_date>0702</scheme_settlement date>

<scheme_response_code>00</schene_response_code>

<sca_exemption result>13</sca_exemption result>
<account_owner>
<first_name>Travis</first_name>
<middle_name>Joe</middle name>
<last_name>Pastrana</last_name>
</account_owner>

</payment_response>

<avs_response_text>Response provided by issuer processor; Address information not verified</avs response text>

<retrieval reference number>016813015184</retrieval _reference number>

<technical_message>Transaction successfull</technical message>

<scheme_transaction identifier>019891214161031</scheme transaction identifier>

<reason_for_not_honoring_exemption>8A01</reason_for_not_honoring_exemption>

Successful Response Parameters

Parameter Type Description
transaction_type string(255)  The transaction type
recurring_type string(255)  The recurring type(initial, subsequent or managed)
status string(255)  Status of the transaction, see states
transaction_id string(255)  Unique transaction id defined by merchant
unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
consumer_id string(10) Consumer unique reference. See Consumers
token string(36) Plain-text token value. See Tokenization
moto 'true’ Signifies whether a MOTO (mail order telephone order) transaction is performed. Contact tech support for more details.
avs_response_code string(255) Generateq by the card network on trying to match the billing address when performing the address verification. Optional, returned if config is enabled and acquirer
supports it. Check AVS Status Codes for details.
avs_response_text string(255)  Gives the human response text for the AVS response code above. Optional, returned if config is enabled and acquirer supports it. Check AVS Status Codes for details.
cvv_result_code string(1) Card Verification Value response code. Optional, returned only if acquirer supports it
authorization_code string(6) Generated by the card network when an authorisation has occurred, used to identify that auth. Consists of 6 alphanumeric chars
retrieval_reference_number string(255) A reference number used for tracking all messages related to a given cardholder transaction returned by some acquirers.
response_code string(2) dD:tflar:Izs the result of a transaction with the acquirer, the status of a message or some action taken or required. Contact tech-support@emerchantpay.com for more
recurring_advice_code string(2) Optional, if received in the response from the issuer
recurring_advice_text string Optional, describes the specific recurring advice code
technical_message string(255) Technical error message (for internal use only, not to be displayed to users).
message string(255) Human readable error message which can be displayed to users.
mode string(4) Mode of the transaction’s terminal, can be test or live
redirect_url url URL where user has to be redirected to complete payment process. It is available for asynchronous mode
timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
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descriptor string(255)  Static descriptor MID info as configured on the gateway

amount integer

Amount of transaction in minor currency unit, see Currency and Amount Handling for details

currency string(255)  Currency code in I1SO 4217

partial_approval string(4)

Optional, set to 'true’ if partial approval happened. Partially approved amount is then in the amount field. Check Partial Approvals for details

sent_to_acquirer string(255)  "true" or "false"

Optional, returned only if dynamic desc params are submitted on the API. Note here that the formatted dyn desc params are returned - as they would be submitted to the

dynamic_descriptor_params section schemes for settlement.

scheme_transaction_identifier string(32) Id defined by card schemes. Corresponds to NETWORK DATA (field 63) for MasterCard or TRANS ID (field 62.2/125) for VISA.
scheme_settlement_date string(4) MasterCard settlement date in MMDD format (e.g. 0702). Corresponds to NETWORK DATA (field 15).
scheme_response_code string(2) The response code returned from the schemes. See Scheme response codes for details.

recurring_advice_code string(2) Optional, if received in the response from the issuer

recurring_advice_text string Optional, describes the specific recurring advice code

reason_for_not_honoring_exemption  string

Reason for not honoring exemption. Check SCA Reason For Not Honoring Exemption Values.

sca_exemption_result string SCA exemption result. Check SCA Exemption Result Values.

Error Response

Response

<?xml version="1.0" encoding="UTF-8"?>

<payment_response>
<transaction_type>sale</transaction_type>
<recurring_type>subsequent</recurring_type>
<status>declined</status>
<mode>live</mode>
<transaction id>119643250547501c79d8295</transaction id>
<unique_id>44177a21403427eb96664a6d7e5d5d48</unique_id>
<code>510</code>
<technical_message>Invalid Issuer</technical message>
<message-Transaction failed, please contact support!</message>
<timestamp>2025-07-01T15:26:432</timestamp>
<descriptor=Descriptor one</descriptor>
<amount>100</amount>
<currency>USD</currency>
<sent_to_acquirer>true</sent to acquirer>

</payment_response>

Error Response Parameters

Parameter Type

Description

transaction_type string(255)  The transaction type

recurring_type string(255)  The recurring type(initial, subsequent or managed)

status string(255)  Status of the transaction, see states

transaction_id string(255)  Unique transaction id defined by merchant

unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
mode string(4) Mode of the transaction’s terminal, can be test or live
code integer Error code according to Error code table

technical_message string(255)  Technical error message (for internal use only, not to be displayed to users).

message string(255) Human readable error message which can be displayed to users.

timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
descriptor string(255)  Static descriptor MID info as configured on the gateway

amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details

currency string(255) Currency code in ISO 4217

dynamic_descriptor_params  section schemes for settlement.

Optional, returned only if dynamic desc params are submitted on the API. Note here that the formatted dyn desc params are returned - as they would be submitted to the

Error Response

Response

<7xml version="1.0" encoding="UTF-8"?>

<payment_response>
<transaction_type>sale</transaction_types
<recurring typessubsequent</recurring type>
<status>error</status>
<mode>Tive</mode>
<transaction id>119643250547501c79d8295</transaction id>
<unique id>44177a21403427eb96664a6d7e5d5d48</unique id>
<response_code>57</response_code>
<code>510</code>
<message-Transaction failed, please contact support!</message>
<timestamp>2025-07-01T15:26:44Z</ timestamp>
<descriptor=Descriptor one</descriptor>
<amount>100</amount>
<currency>USD</currency>
<sent_to_acquirer>false</sent_to_acquirer>

</payment_response>

Error Response Parameters

Parameter Type

Description

transaction_type string(255) The transaction type

recurring_type string(255)  The recurring type(initial, subsequent or managed)

status string(255)  Status of the transaction, see states

transaction_id string(255)  Unique transaction id defined by merchant

unique_id string(32)

Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
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code integer Error code according to Error code table

technical_message string(255)  Technical error message (for internal use only, not to be displayed to users).

message string(255) Human readable error message which can be displayed to users.

mode string(4) Mode of the transaction’s terminal, can be test or live

timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z

descriptor string(255)  Static descriptor MID info as configured on the gateway

amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details

currency string(255)  Currency code in ISO 4217

sent_to_acquirer string(255)  "true" or "false"

dynamic_descriptor_params  section Optional, returned only if dynamic desc params are submitted on the API. Note here that the formatted dyn desc params are returned - as they would be submitted to the
- - schemes for settlement.

RECURRING FOR INDIAN CARDS

Recurring transactions with cards issued in India are subject to special rules. Prior to requesting a recurring series, the merchant should register the recurring agreement as per the Reserve Bank of India (RBI) regulations. After
that, use the params section in order to provide the params from the agreement. Should be sent in both Initial and Subsequent recurring transactions.

@ Currently availabe for Visa only. Master and Intl Maestro will be added in the future.

HOW TO USE MANAGED RECURRING FOR INDIAN CARDS IN PROCESSING API
REQUESTS
Managed Recurring

Request

curl https://username:3b7dodf3c935afddfoddbflaB7256e934f4a567c@staging . gate. e-comprocessing. net/process/TERMINAL-TOKEN \
X POST \
H "Content-Type: text/xml" \
d
<?xml version="1.0" encoding="UTF-8"?>
<payment_transaction>
<transaction_type>sale</transaction type>
<recurring_type>manageds</recurring_type>
<transaction_id>119643250547501c79d8295</transaction_id>
<usage>46208 concert tickets</usage>
<remote_ip>245.253.2.12</remote_ip>
<amount>100</amount>
<currency>USD</currency>
<token>ee946dbs-d7db-4bb7-b608-b65b153e127d</ token>
<card_holder>Travis Pastrana</card_holder>
<cvv>834</cvv>
<expiration_month>12</expiration_month>
<expiration_year>2026</expiration_year>
<customer_email>travis@example.com</customer email>
<customer_phone>+1987987987987</customer_phone>
<managed_recurring>
<mode>manual</mode>
<payment_type>subsequent</payment_type>
<amount_type>fixed</amount_type>
<frequency>weekly</frequency>
<registration_reference number>123434</registration_reference_number>
<max_amount>200</max_amount>
<max_count>99</max_count>
<validated>true</validated>
</managed_recurring>

</payment_transaction'

Request Parameters

Parameter Required Format Description
recurring_type required string(255)  Specifies recurring type of the transaction, 'managed’
managed_recurring required
mode required String Fill in with 'manual'. This indicates that the merchant will manually manage the subsequent recurring transactions.
payment_type required String Type of the current recurring transaction. Values: initial, subsequent, modification, cancellation
amount_type required String Type of the amount. Values: fixed, max
frequency required String E‘:’e}g:_eyr;cayﬂ?: tahniz\;ﬁ;?ﬂﬁzsﬁ:La:jrllzzctions. Values: daily, twice_weekly, weekly, ten_days, fortnightly, monthly, every_two_months, trimester, quarterly,

registration_reference_number required String(35) Reference number as per the agreement.

max_amount required Integer Maximum amount as per the agreement.

max_count required Integer Maximum transactions count as per the agreement. 99 - indicates infinite subsequent payments.

validated required String Indicates if the current transaction is valid as per the registered agreement. Values: true, false

(required* = conditionally required]

HOW TO USE MANAGED RECURRING FOR INDIAN CARDS IN WPF API

REQUESTS

Merchants can send managed recurring params in the request when creating Initial recurring transactions via our WPF API.

Request

curl https://staging.wpf.e-comprocessing.net/wpf \
X POST \
H "Content-Type: text/xml" \
q
<?xml version="1.0" encoding="UTF-8"?>
<wpf_payment>
<transaction_typeswpf create</transaction type>
<recurring_type>initial</recurring_type>
<transaction_id>119643250547501c79d8295</transaction id>
<usage>40208 concert tickets</usage>
<description>You are about to buy 3 shoes at www.shoes.com!</description>
<notification url>https://wiw.example.con/notification</notification url>
<return_success_url>http://ww.example.com/success</return_success url>
<return_failure url>http://wiw.example.com/failure</return_failure url>
<return_cancel_url=http://www.example.com/cancel . html</return_cancel url>
<amount>100</amount>
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<currency>UsD</currency>

<customer_email>travis@example.com</customer email>
<customer_phone>+1987987987987</customer_phone>
<lifetime>60</lifetine>
<billing address>
<first nameTravis</first name>
<last_namePastrana</last_name>
<addressl>Muster Str. 12</addressl>
<zip_code>10178</zip_code>
<city>Los Angeles</city>
<neighborhood>Hollywood</neighborhood>
<state>CA</state>
<country>US</country>
</billing_address>
<risk_params>
<user_id>123456</user_id>
</risk_params>
<transaction_types>
<transaction_type>
<name>sale</name>
<recurring_typesmanaged</recurring_type>
<managed_recurring>
<mode>manual</mode>
<payment_type>subsequent</payment_type>
<amount_type>fixed</amount_type>
<frequency>weekly</frequency>
<registration_reference number>123434</registration_reference_number>
<max_amount>200</max_amount>
<max_count>99</max_count>
<validated>true</validated>
</managed_recurring>
</transaction_type>
</transaction_types>
<remember_card>true</remenber_card>
<wpf_payment>managed_recurring</wpf_payment>
</wpf_payment>'

Request Parameters

Parameter Required Format

Description
recurring_type required string(255)

Specifies recurring type of the transaction, 'managed’

managed_recurring required

mode required String

Fill in with 'manual’. This indicates that the merchant will manually manage the subsequent recurring transactions.
payment_type

required String

Type of the current recurring transaction. Values: initial, subsequent, modification, cancellation
amount_type required String Type of the amount. Values: fixed, max

frequency required String

Frequency of the subsequent transactions. Values: daily, twice_weekly, weekly, ten_days, fortnightly, monthly, every_two_months, trimester, quarterly,
twice_yearly, annually, unscheduled

registration_reference_number required String(35)

Reference number as per the agreement.
max_amount required Integer Maximum amount as per the agreement.
max_count required Integer Maximum transactions count as per the agreement. 99 - indicates infinite subsequent payments.
validated required String Indicates if the current transaction is valid as per the registered agreement. Values: true, false
[required* = conditionally required]
RECURRING TRANSACTIONS

returned with the response to the initial request.

A recurring transaction describes a payment where the cardholder’s account is periodically charged for a repeated delivery and use of a product or service (subscription, membership fee, etc.) over time. A recurring payment
consists of an initial transaction and one or several repeated transactions. The "initial” transaction contains all relevant card and cardholder data, while the subsequent repeated transaction references an identifier which is

INIT RECURRING SALE

(i]

Init Recurring Sale transanction will be soon deprecated. Please start using Sale or Authorize transaction with initial recurring type instead.

An InitRecurringSale transaction initializes a recurring payment and is equal to a normal SaleTransaction except that it can be referenced as "initial” transaction in a RecurringSale transaction.

Note that if an InitRecurringSale is fully refunded, the recurring series is stopped and no more RecurringSales can be performed for that recurring series.

If an InitRecurringSale is partially refunded, the recurring series can continue with more RecurringSales

€@ This transaction type supports Tokenization.

@ This transaction type supports Level 3 travel data.
@ This transaction type could require business attributes.
€@ This transaction type supports Managed Recurring.

@ This transaction type supports Account Name Inquiry attributes.

Request

curl https://username:3b7d0df3c935afddfo4dbF1a87256e934F4a567c@staging. gate . e-comprocessing. net/process/TERMINAL-TOKEN \
X POST \

-H "Content-Type: text/xml" \
-d
<?xml version="1.0" encoding="UTF-8"?>
<payment_transaction>
<transaction type>init_recurring sale</transaction_type>
<transaction_id>119643250547501c79d8295</transaction_id>
<usage>40208 concert tickets</usage>
<remote_ip>245.253.2.12</remote_ip>
<amount>100</amount>
<currency>USD</currency>
<card_holder>Travis Pastrana</card_holder>
<card_number>4200000000000000</card_numbers>
<expiration_month>12</expiration month>
<expiration year>2026</expiration year>

<cvv>834</cvv>

<customer_email>travis@example. com</customer_emai
<customer_phone>+1987987987987</customer_phone>
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<business_attributes>
<event start date>02-08-2025</event start date>
<event_end date>11-08-2025</event end date>

<event_organizer_id>20192375</event_organizer_id>

<event_id>1912</event_id>
</business_attributes>
<billing_address>
<first_name>Travis</first_name>
<last_name>Pastrana</last name>
12</address1>
<zip_code>10178</zip_code>

<addressl>Muster Str

<city>Los Angeles</city>
<neighborhood>Hol lywood</neighborhood>
<statesCA</state>
<country>US</country>

</billing address>

<account_owner>
<first_name>Travis</first name>
<middle_name>Joe</middle _name>
<last_name>Pastrana</last_name>

</account_owner>

</payment_transactions'

<recurring_category>subscriptions/recurring_category>

Request Parameters

Parameter Required Format Description
transaction_type required string(255) The transaction type: init_recurring_sale
transaction_id required string(255) Unique transaction id defined by merchant
usage optional string(255) Description of the transaction for later use.
moto optional "true" Signifies whether a MOTO (mail order telephone order) transaction is performed. Contact tech-support@e-comprocessing.com for more details
remote_ip required* IaP‘;/:r:;'SIPVB IPv4 or IPv6 address of customer
Transaction amount in minor currency unit, see Currency and Amount Handling for details. In certain cases, it is possible to submit a transaction with a
amount required integer >= 0  zero-value amount in order not to charge the consumer with the initial recurring, but with the followed RecurringSale transactions only. For more
information regarding the use cases and scenario, Contact tech-support@e-comprocessing.com for more details.
currency required string(3) Currency code in ISO 4217
card_holder required string(255) Full name of customer as printed on credit card (first name and last name at least)
card_number required éiyttos 16 Complete cc number of customer
cvv required* 3 to 4 digits cvv of cc, requirement is based on terminal configuration
expiration_month required MM Expiration month as printed on credit card
expiration_year required YYYy Expiration year as printed on credit card
token optional string(36) See Tokenization for more details. If present, the cardholder parameters can be omitted. Cannot be set together with
remember_card optional "true" See Tokenize. Tokenizes cardholder parameters. Cannot be set together with |t
consumer_id optional  string(10) See Consumers and Tokenization. Combine with to tokenize or with
scheme_tokenized required*  "true" Required when the is DPAN instead of Funding Primary Account Number, see Tokenized e-commerce for details
tokenization_params required* See Tokenized e-commerce for details
eci required*  string(255) See Electronic Commerce Indicator as returned from the MPI for details
tavv required*  string(255) See Token Authentication Verification Value as returned from the Tokenization provider for details
recurring_category optional string _?_Eecifies whether the recurrin.g t.ransaction is a. subscription(fixed amount, fixed inte.rvails)or if it is a standing order(varying amount, fixed intervals).
e allowed values are(subscription) and (standing_order). The default value is
credential_on_file required* Possible values are: [inltial,customer,initiated], [merchant,unscheduled}, [subsequenticustomer,initlated]. See Credential On File (COF) for more details
initial_customer_initiated required*  string(18) Initial transaction initiated by customer. Required for external tokenization, and optional for gateway-based tokenization
subsequent_customer_initiated required*  string(18) Subsequent transaction initiated by customer. Required for external tokenization, and optional for gateway-based tokenization
merchant_unscheduled optional string(20) Transaction is initiated by the merchant
credential_on_file_transaction_identifier ~optional string(15..32)  See Credential On File (COF) for more details
credential_on_file_settlement_date optional string(4) See Credential On File (COF) for more details
customer_email required* e-mail Must contain valid e-mail of customer
address
customer_phone required*  string(32) Must contain valid phone number of customer
birth date required*  dd-mm-yyyy Eequire(_i when MC_C is a Financial Services one (e.g. MCC 6012) and either card brand is Visa or Mastercard/Maestro with UK-based merchant, UK-
- ased bin (domestic), and DEBIT card type
document_id required*  string(255) Document ID value.
fx rate id optional integer See Get rates for FX Service. Offers the option to use a specific FX rate to convert the trgnsaction processing qmount. Used FX rate should have the
- same source currency as the processing currency. Contact tech-support@e-comprocessing.com for more details
business_attributes required* Check business attributes section.
event_start_date required*  dd-mm-yyyy  The date when event starts in format dd-mm-yyyy
event_end_date required*  dd-mm-yyyy  The date when event ends in format dd-mm-yyyy
event_organizer_id required*  string
event_id required*  string
date_of order required*  dd-mm-yyyy  The date when order was placed in format dd-mm-yyyy
delivery_date required*  dd-mm-yyyy Date of the expected delivery in format dd-mm-yyyy
name_of_the_supplier required*  string
billing_address required See Required vs Optional APl params for details
first_name required*  string(255) Customer first name
last_name required*  string(255) Customer last name
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addressl required*  string(255) Primary address
address2 required*  string(255) Secondary address
zip_code required*  string ZIP code
city required*  string(255) City
neighborhood required*  string(255) Neighborhood
state required*  string(2) State code in ISO 3166-2, required for USA and Canada
country required*  string(2) Country code in ISO 3166
shipping_address optional
first_name optional string(255) Customer first name
last_name optional string(255) Customer last name
address1 optional string(255) Primary address
address2 optional string(255) Secondary address
zip_code optional string ZIP code
city optional string(255) City
neighborhood optional string(255) Neighborhood
state optional string(2) State code in ISO 3166-2, required for USA and Canada
country optional string(2) Country code in ISO 3166
funding optional Funding Transaction Params
identifier_type required*  string This is only required in case of Mastercard. Type of Funding Transaction. Please check Identifier Types
business_application_identifier required*  string This is only required in case of VISA. Type of VISA Funding Transaction. Please check BAI
receiver optional Funding Transaction Receiver details
first_name required*  string First name of the receiver
last_name required*  string Last name of the receiver
country required*  string(2) Country code in ISO 3166
account_number required*  string Receiver account number. Mandatory for Mastercard. If Sender Reference Number is provided then it becomes optional for VISA
account_number_type required*  string This is only required in case of Mastercard. Receiver account number type. Please check Receiver Account Types
address required*  string Receiver address. Only required in case of VISA and Canadian cards
state required*  string Receiver state. Only required in case of VISA and Canadian cards
city required*  string Receiver city. Only required in case of VISA and Canadian cards
sender optional Funding Transaction Sender details
name required*  string Sender name. Only required in case of VISA
reference_number required*  string Sender Reference Number. Only required in case of VISA. This is option if Receiver Account Number is provided
country required*  string Sender country. Only required in case of VISA. If not provided billing address is used
address required*  string Sender address. Only required in case of VISA. If not provided billing address is used
state required*  string Sender state. Only required in case of VISA and Canadian card. If not provided billing address is used
city required*  string Sender city. Only required in case of VISA. If not provided billing address is used
account_owner optional Account owner parameters related to account owner inquiry requests
first_name optional string(35) Account owner first name
middle_name optional string(35) Account owner middle name
last_name optional string(35) Account owner last name
dynamic_descriptor_params optional
merchant_name optional string(25) Allows to dynamically override the charge descriptor
merchant_city optional string(13) Allows to dynamically override the merchant phone number
sub_merchant_id optional string(15) Allows to dynamically override the sub-merchant ID.
merchant_country optional string(3) Allows to dynamically override the merchant country.
merchant_state optional string(3) Allows to dynamically override the merchant subdivision code.
merchant_zip_code optional string(10) Allows to dynamically override the merchant zip/postal code. Required for VISA OCT transactions with Australian and Canadian card bins.
merchant_address optional string(48) Allows to dynamically override the merchant address.
merchant_url optional string(60) Allows to dynamically override the merchant URL
merchant_phone optional string(16) Allows to dynamically override the merchant phone number.
merchant_service_city optional string(13) Allows to dynamically override the merchant service city.
merchant_service_country optional string(3) Allows to dynamically override the merchant service country.
merchant_service_state optional string(3) Allows to dynamically override the merchant service subdivision code.
merchant_service_zip_code optional string(10) Allows to dynamically override the merchant service zip/postal code.
merchant_service_phone optional string(16) Allows to dynamically override the merchant service phone number.
merchant_geo_coordinates optional string(20) Allows to dynamically override the merchant geographic coordinates.
merchant_service_geo_coordinates optional string(20) Allows to dynamically override the merchant service geographic coordinates.

[required* = conditionally required]

Successful Response

Response
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<?xml version="1.0" encoding="UTF-8"?>

<payment_response>
<transaction_type>init_recurring_sale</transaction type>
<status>approved</status>
<mode>live</mode>
<transaction id>119643250547501c79d8295</transaction id>
<unique_id>44177a21403427eb96664a6d7e5d5d48</unique_id>
<consumer_id>123456</consumer_id>
<token>ee946db8-d7db-4bb7-b608-b65b153127d</ token>

<avs_response_code>5I</avs_response_code>

<avs_response_text=Response provided by issuer processor; Address information not verified</avs response texts

<cwv_result_codesM</cvv_result code>

<authorization code>345678</authorization code>

<retrieval reference number>016813015184</retrieval _reference number>

<response_code>00</response_code>

<technical_message>Transaction successfull</technical message>

<message>Transaction successfull</message>
<timestamp>2025-07-01T15:26:442</timestanp>
<descriptor=Descriptor one</descriptor>
<amount>100</amount>
<currency>UsD</currency>

<sent_to_acquirer>true</sent_to_acquirer>

<scheme_transaction identifier>019891214161031</scheme_transaction identifier>

<scheme_settlement_date>0762</scheme_settlement date>

<scheme_response_code>00</scheme_response_code>

<reason_for_not_honoring_exemption>8A01</reason_for_not_honoring_exemption>

<sca_exemption result>13</sca_exemption result>
<account_owners
<first_name>Travis</first_name>
<middle_name>Joe</middle_name>
<last_name>Pastrana</last_name>
</account_owner>

</payment_response>

ful K Par: S
Parameter Type Description
transaction_type string(255) The transaction type
status string(255)  Status of the transaction, see states
transaction_id string(255)  Unique transaction id defined by merchant
unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
consumer_id string(10) Consumer unique reference. See Consumers
token string(36) Plain-text token value. See Tokenization
moto 'true’ Signifies whether a MOTO (mail order telephone order) transaction is performed. Contact tech support for more details.
avs_response_code string(255) Generatefj by the card network on trying to n:\atch the billing address when performing the address verification. Optional, returned if config is enabled and acquirer
supports it. Check AVS Status Codes for details.
avs_response_text string(255)  Gives the human response text for the AVS response code above. Optional, returned if config is enabled and acquirer supports it. Check AVS Status Codes for details.
cvv_result_code string(1) Card Verification Value response code. Optional, returned only if acquirer supports it
authorization_code string(6) Generated by the card network when an authorisation has occurred, used to identify that auth. Consists of 6 alphanumeric chars
retrieval_reference_number string(255) A reference number used for tracking all messages related to a given cardholder transaction returned by some acquirers.
response_code string(2) 5::;’:;5 the result of a transaction with the acquirer, the status of a message or some action taken or required. Contact tech-support@emerchantpay.com for more
recurring_advice_code string(2) Optional, if received in the response from the issuer
recurring_advice_text string Optional, describes the specific recurring advice code
technical_message string(255) Technical error message (for internal use only, not to be displayed to users).
message string(255) Human readable error message which can be displayed to users.
mode string(4) Mode of the transaction’s terminal, can be test or live
redirect_url url URL where user has to be redirected to complete payment process. It is available for asynchronous mode
timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
descriptor string(255)  Static descriptor MID info as configured on the gateway
amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details
currency string(255)  Currency code in ISO 4217
partial_approval string(4) Optional, set to ‘true’ if partial approval happened. Partially approved amount is then in the amount field. Check Partial Approvals for details
sent_to_acquirer string(255)  "true" or "false"
dynamic_descriptor_params section Optional, returned only if dynamic desc params are submitted on the API. Note here that the formatted dyn desc params are returned - as they would be submitted to the
- - schemes for settlement.
scheme_transaction_identifier string(32) Id defined by card schemes. Corresponds to NETWORK DATA (field 63) for MasterCard or TRANS ID (field 62.2/125) for VISA.
scheme_settlement_date string(4) MasterCard settlement date in MMDD format (e.g. 0702). Corresponds to NETWORK DATA (field 15).
scheme_response_code string(2) The response code returned from the schemes. See Scheme response codes for details.
recurring_advice_code string(2) Optional, if received in the response from the issuer
recurring_advice_text string Optional, describes the specific recurring advice code

reason_for_not_honoring_exemption  string

Reason for not honoring exemption. Check SCA Reason For Not Honoring Exemption Values.

sca_exemption_result string

SCA exemption result. Check SCA Exemption Result Values.

Error Response

Response

<7xnl version="1.0" encoding="UTF-8"?>

<payment_response>
<transaction type>init_recurring_sale</transaction type>
<status>error</status>
<node>Live</mode>
<transaction id>119643250547501c79d8295</transaction id>
<unique_id>44177a21463427eb96664a6d7e5d5d48</unique_id>
<response_code>57</response_code>

<code>340</code>
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<message>billing address[zip_code] is invalid!</message>
<timestamp>2025-07-01T15:26:44Z</timestamp>
<descriptor=Descriptor one</descriptor>
<amount>100</amount>
<currency>USD</currency>
<sent_to_acquirer>false</sent_to_acquirer>
</payment_response>
Error Response Parameters
Parameter Type Description
transaction_type string(255) The transaction type
status string(255)  Status of the transaction, see states
transaction_id string(255)  Unique transaction id defined by merchant
unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
code integer Error code according to Error code table
technical_message string(255)  Technical error message (for internal use only, not to be displayed to users).
message string(255) Human readable error message which can be displayed to users.
mode string(4) Mode of the transaction’s terminal, can be test or live
timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
descriptor string(255)  Static descriptor MID info as configured on the gateway
amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details
currency string(255)  Currency code in I1SO 4217
sent_to_acquirer string(255)  “true" or "false"
dynamic descriptor params  section Optional, returned only if dynamic desc params are submitted on the API. Note here that the formatted dyn desc params are returned - as they would be submitted to the
Y - por_p schemes for settlement.

RECURRING SALE

@ Recurring Sale transanction will be soon deprecated. Please start using Sale transaction with subsequent recurring type instead.

A RecurringSale transaction is a "repeated” transaction which follows and references a Init Recurring Sale transaction.

The card and cardholder data is omitted. Note that RecurringSales can be partially or fully refunded if configuration allows it, and this will not stop the recurring series.

€@ This transaction type supports Level 3 travel data.

@ Business attributes are optional, but if submitted they will override the already supplied attributes in the initial init_recurring_sale / init_recurring_sale3d transaction.

Request

curl https://username:3b7dedf3c935afddfoddbflag7256e934f4a567c@staging . gate. e-comprocessing. net/process/TERMINAL-TOKEN \
X POST \
H "Content-Type: text/xml" \
d
<?xml version="1.0" encoding="UTF-8"?>
<payment_transaction>
<transaction_type>recurring_sale</transaction type>
<transaction_id>119643250547501c79d8295</transaction_id>
<usage>46208 concert tickets</usage>
<remote_ip>245.253.2.12</remote_ip>
<reference_id>43672</reference_id>
<amount>100</amount>
<business_attributes>
<event_start date>02-08-2025</event_start date>
<event_end_date>11-08-2025</event_end_date>
<event_organizer_id>20192375</event organizer id>
<event_id>1912</event_id>
</business_attributes>

</payment_transaction>'

Request Parameters

Parameter Required Format Description
transaction_type required string(255) The transaction type: recurring_sale
transaction_id required string(255) Unique transaction id defined by merchant
usage optional string(255) Description of the transaction for later use.
moto optional "true" Signifies whether a MOTO (mail order telephone order) transaction is performed. Contact tech-support@e-comprocessing.com for more details
remote_ip required*  IPv4 or IPv6 address  IPv4 or IPv6 address of customer
reference_id required string(32) Unique id returned by corresponding transaction
amount required integer > 0 Amount of transaction in minor currency unit, see Currency and Amount Handling for details
business_attributes required* Check business attributes section.
event_start_date required*  dd-mm-yyyy The date when event starts in format dd-mm-yyyy
event_end_date required*  dd-mm-yyyy The date when event ends in format dd-mm-yyyy
event_organizer_id required*  string
event_id required*  string
date_of order required*  dd-mm-yyyy The date when order was placed in format dd-mm-yyyy
delivery_date required*  dd-mm-yyyy Date of the expected delivery in format dd-mm-yyyy
name_of_the_supplier required*  string
funding optional Funding Transaction Params
identifier_type required*  string This is only required in case of Mastercard. Type of Funding Transaction. Please check Identifier Types
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business_application_identifier required*  string This is only required in case of VISA. Type of VISA Funding Transaction. Please check BAI
receiver optional Funding Transaction Receiver details
first_name required*  string First name of the receiver
last_name required*  string Last name of the receiver
country required*  string(2) Country code in ISO 3166
account_number required*  string Receiver account number. Mandatory for Mastercard. If Sender Reference Number is provided then it becomes optional for VISA
account_number_type required*  string This is only required in case of Mastercard. Receiver account number type. Please check Receiver Account Types
address required*  string Receiver address. Only required in case of VISA and Canadian cards
state required*  string Receiver state. Only required in case of VISA and Canadian cards
city required*  string Receiver city. Only required in case of VISA and Canadian cards
sender optional Funding Transaction Sender details
name required*  string Sender name. Only required in case of VISA
reference_number required*  string Sender Reference Number. Only required in case of VISA. This is option if Receiver Account Number is provided
country required*  string Sender country. Only required in case of VISA. If not provided billing address is used
address required*  string Sender address. Only required in case of VISA. If not provided billing address is used
state required*  string Sender state. Only required in case of VISA and Canadian card. If not provided billing address is used
city required*  string Sender city. Only required in case of VISA. If not provided billing address is used

[required* = conditionally required]

Successful Response

Response

<?xml version="1.0" encoding="UTF-8"?>

<payment_response>
<transaction_type>recurring_sale</transaction type>
<status>approved</status>
<node>Live</mode>
<transaction_id>119643250547501c79d8295</transaction id>
<unique_id>44177a21403427eb96664a6d7e5d5d48</unique id>
<authorization code=345678</authorization code>
<retrieval_reference_number>016813015184</retrieval_reference_number>
<response_code>00</response_code>
<technical_message>Transaction successfull</technical message>
<message>Transaction successful!</message>
<timestamp>2025-07-01T15:26:44Z</timestanp>
<descriptor>Descriptor one</descriptor>
<amount>100</amount>
<sent_to acquirer>true</sent to acquirer>
<scheme_response_code>00</schene_response_code>
<reason_for_not_honoring_exemption>8A01</reason_for_not_honoring_exemption>
<sca_exemption_result>13</sca_exemption result>

</payment_response>

Successful Response Parameters

Parameter Type Description
transaction_type string(255)  The transaction type
status string(255)  Status of the transaction, see states
transaction_id string(255)  Unique transaction id defined by merchant
unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
authorization_code string(6) Generated by the card network when an authorisation has occurred, used to identify that auth. Consists of 6 alphanumeric chars

retrieval_reference_number string(255) A reference number used for tracking all messages related to a given cardholder transaction returned by some acquirers.

response_code string(2) Defines the result of a transaction with the acquirer, the status of a message or some action taken or required. Contact tech-support@emerchantpay.com for more details.
recurring_advice_code string(2) Optional, if received in the response from the issuer

recurring_advice_text string Optional, describes the specific recurring advice code

technical_message string(255) Technical error message (for internal use only, not to be displayed to users).

message string(255) Human readable error message which can be displayed to users.

mode string(4) Mode of the transaction’s terminal, can be test or live

timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
descriptor string(255)  Static descriptor MID info as configured on the gateway

amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details
sent_to_acquirer string(255)  “true" or "false"

scheme_response_code string(2) The response code returned from the schemes. See Scheme response codes for details.
recurring_advice_code string(2) Optional, if received in the response from the issuer

recurring_advice_text string Optional, describes the specific recurring advice code

Error Response

Response

<7xnl version="1.0" encoding="UTF-8"7>
<payment_response>
<transaction_type>recurring_sale</transaction type>
<status>error</status>
<mode>live</mode>
<transaction_id>119643250547501c79d8295</transaction_id>
<unique id>44177a21403427eb96664a6d7e5d5d48</unique id>
<response_code>57</response _code>
<code>340</code>
<message>billing_address[zip_code] is invalid!</message>
<timestamp>2025-07-01T15:26:44Z</timestamp>
<descriptor>Descriptor one</descriptor>
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<amount>100</amount>
<sent_to acquirer>false</sent to acquirer>
</payment_response>
Error Response Parameters
Parameter Type Description

transaction_type string(255)  The transaction type

status string(255)  Status of the transaction, see states

transaction_id string(255)  Unique transaction id defined by merchant

unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)

gaming 'true’ Signifies whether a gaming transaction is performed. Gaming transactions usually use MCC 7995, contact tech support for more details.
moto ‘true’ Signifies whether a MOTO (mail order telephone order) transaction is performed. Contact tech support for more details.

response_code string(2) Defines the result of a transaction with the acquirer, the status of a message or some action taken or required. Contact tech-support@emerchantpay.com for more details.
code integer Error code according to Error code table

technical_message string(255) Technical error message (for internal use only, not to be displayed to users).

message string(255) Human readable error message which can be displayed to users.

mode string(4) Mode of the transaction’s terminal, can be test or live

timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z

descriptor string(255)  Static descriptor MID info as configured on the gateway

amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details

sent_to_acquirer string(255)  “"true" or "false"

dynamic_descriptor params  section Optional, returned only if dynamic desc params are submitted on the API. Note here that the formatted dyn desc params are returned - as they would be submitted to the

- - schemes for settlement.

RECURRING FOR INDIAN CARDS

Recurring transactions with cards issued in India are subject to special rules. Prior to requesting the recurring transaction, the merchant should register the recurring agreement as per the Reserve bank of India (RBI)
regulations. After that, use the params section in order to provide the params from the agreement. Should be sent in both initial and subsequent recurring transactions.

@ Currently availabe for Visa only. Master and Intl Maestro will be added in the future.

HOW TO USE MANAGED RECURRING FOR INDIAN CARDS IN PROCESSING API
REQUESTS
Managed Recurring

Request

curl https://username:3b7dodf3c935afddfeddbflaB7256e934f4a567c@staging . gate. e-comprocessing. net/process/TERMINAL-TOKEN \
X POST \
H "Content-Type: text/xml" \
d
<?xml version="1.0" encoding="UTF-8"?>
<payment_transaction>
<transaction_id>119643250547501c79d8295</transaction id>
<usage=40208 concert tickets</usage>
<remote_ip>245.253.2.12</remote_ip>
<amount>100</amount>
<currency>USD</currency>
<token>ee946db8-d7db-4bb7-b608-b65b153e127d</ token>
<card_holder>Travis Pastrana</card_holder>
<cvv>834</cuv>
<expiration_month>12</expiration_month>
<expiration_year>2026</expiration_year>
<customer email>travis@example.com</customer email>
<customer_phone>+1987987987987</customer_phone>
<managed_recurring>
<mode>manual</mode>
<payment_type>subsequent</payment_type>
<amount_type>fixed</amount_type>
<frequency>weekly</frequency>
<registration reference number>123434</registration reference numbers>
<max_amount>200</max_amount>
<max_count>99</max_count>
<validated>true</validated>
</managed_recurring>

</payment_transaction>"'

Request Parameters

Parameter Required Format Description
managed_recurring required
mode required String Fill in with 'manual'. This indicates that the merchant will manually manage the subsequent recurring transactions.
payment_type required String Type of the current recurring transaction. Values: initial, subsequent, modification, cancellation
amount_type required String Type of the amount. Values: fixed, max
frequency required String :Jveigeu_eyr;ca{lif tahnenagﬁ}s,’eﬂl:];:g;;rjaur;:gctions. Values: daily, twice_weekly, weekly, ten_days, fortnightly, monthly, every_two_months, trimester, quarterly,

registration_reference_number required String(35) Reference number as per the agreement.

max_amount required Integer Maximum amount as per the agreement.

max_count required Integer Maximum transactions count as per the agreement. 99 - indicates infinite subsequent payments.

validated required String Indicates if the current transaction is valid as per the registered agreement. Values: true, false

[required* = conditionally required]

HOW TO USE MANAGED RECURRING FOR INDIAN CARDS IN WPF API

REQUESTS

Merchants can send managed recurring params in the request when creating initial recurring transactions via our WPF API.

Request
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curl https://staging.wpf.e-comprocessing.net/wpf \
X POST \
-H "Content-Type: text/xml" \
-d
<?xml version="1.0" encoding="UTF-8"?>
<wpf_payment>
<transaction_id>119643250547501c79d8295</t ransaction_id>
<usage>40208 concert tickets</usage>

<description>You are about to buy 3 shoes at w

shoes.com!</description>
<notification_url>https://ww.example.con/notification</notification url>
<return_success_url>http://w

example. con/success</return_success url>
<return_failure url>http://waw.example.con/failure</return_failure url>
<return_cancel_url>http://ww.example.con/cancel.html</return_cancel url>
<amount>100</amount>

<currency>USD</currency>

<customer_email>travi:

@example. con</customer_email>
<customer_phone>+1987987987987</customer_phone>

<lifetime>60</lifetime>

<billing_address>
<first_name>Travis</first_name>
<last_name-Pastrana</last_name>
<addressl>Muster Str. 12</addressl>
<zip_code>10178</zip_code>
<city>Los Angeles</city>
<neighborhood>Hollywood</neighborhood>
<state>CA</state>
<country>US</country>

</billing address>

<risk_params>
<user_id>123456</user_id>

</risk_params>

<transaction_types>
<transaction_type>

<name>

nit_recurring_sale</name>
<managed_recurring>
<mode>manual</mode>
<payment_type>subsequent</payment_type>
<amount_type>Fixed</amount_type>
<frequency>weekly</frequency>
<registration_reference number>123434</registration_reference_number>
<max_amount>200</max_amount>
<max_count>99</max_count>
<validated>true</validated>
</managed_recurring>
</transaction_type>
</transaction_types>
<remember_card>true</remember card>
<wpf_payment>managed_recurring</wpf_payment>
</upf_payment>"'

Request Parameters

Parameter Required Format Description
managed_recurring required
mode required String Fill in with 'manual’. This indicates that the merchant will manually manage the subsequent recurring transactions.
payment_type required String Type of the current recurring transaction. Values: initial, subsequent, modification, cancellation
amount_type required String Type of the amount. Values: fixed, max
frequency required String

Frequency of the subsequent transactions. Values: daily, twice_weekly, weekly, ten_days, fortnightly, monthly, every_two_months, trimester, quarterly,
twice_yearly, annually, unscheduled

registration_reference_number required String(35)  Reference number as per the agreement.

max_amount required Integer Maximum amount as per the agreement.
max_count required Integer Maximum transactions count as per the agreement. 99 - indicates infinite subsequent payments.
validated required String

Indicates if the current transaction is valid as per the registered agreement. Values: true, false

[required* = conditionally required]

AUTHORIZE
With authorize transactions, you can confirm that a credit card is valid and reserve the desired amount on the card.

After settling the transaction (e.g. shipping the goods), you can then capture the amount. The customer will not be billed until the capture has taken place, but the amount is reserved and the customer’s credit card limit is
reduced. Authorizes will automatically be cancelled after a certain timeframe, most likely one week.

For a typical e-commerce application it is recommended to authorize the amount on incoming orders and capture it when shipping the goods. If you are selling services or non-tangible goods, you can use the sale transaction,
which combines authorize and capture.

If you choose not to serve the customer, consider to void the authorize to unfreeze the amount on the client’s credit card.

€@ Authorize transactions are also available as 3dsecure transactions

€@ Transactions of this type support auth_network_outage exemption.

It informs the issuer that Strong Customer Authentication (SCA) was not possible because of a major outage of the authentication network and infrastructure

@ This transaction type supports Tokenization.

€@ This transaction type supports Level 3 travel data.

@ This transaction type supports Preauthorizations.

@ This transaction type could require business attributes.
@ This transaction type supports Account Name Inquiry attributes.

@ This transaction type supports Installments.

Request



file:///home/jenkins/workspace/Genesis/Deploy/API_Docs/PROD/ecp/build/ecp/index.html#tokenization
file:///home/jenkins/workspace/Genesis/Deploy/API_Docs/PROD/ecp/build/ecp/index.html#level-3-travel-data
file:///home/jenkins/workspace/Genesis/Deploy/API_Docs/PROD/ecp/build/ecp/index.html#preauthorizations
file:///home/jenkins/workspace/Genesis/Deploy/API_Docs/PROD/ecp/build/ecp/index.html#business-attributes
file:///home/jenkins/workspace/Genesis/Deploy/API_Docs/PROD/ecp/build/ecp/index.html#account-name-inquiry
file:///home/jenkins/workspace/Genesis/Deploy/API_Docs/PROD/ecp/build/ecp/index.html#installments

curl https://username:3b7d0df3c935afddfo4dbF1a87256e934F4a567cestaging. gate . e-comprocessing. net/process/TERMINAL-TOKEN \

X POST \
-H "Content-Type: text/xml" \
d

<?xml versio
<payment_transaction>
<transaction_typesauthorize</transaction_type>
<transaction_id>119643250547501c79d8295</transaction_id>

1.0" encoding="UTF-8"?>

<usage>40208 concert tickets</usage>
<remote_ip>245.253.2.12</remote_ip>
<amount>100</amount>
<currency>USD</currency>
<card_holder>Travis Pastrana</card_holder>
<card_number>4200000000000000</card_number>
<expiration month>12</expiration month>
<expiration year>2026</expiration years>
<cv>83d</cvv>
<customer_email>travis@example. com</customer_email>
<customer_phone>+1987987987987</customer_phone>
<business attributes>
<event start date-02-08-2025</event start date>
<event_end date>11-08-2025</event_end_date>
<event organizer_id>20192375</event organizer id>
<event_id>1912</event_id>
</business attributes>
<billing address>
<first_name>Travis</first_name>
<last_name>Pastrana</last_name>
<addressl>Muster Str. 12</addressl>
<zip_code>10178</zip_code>
<city>Los Angeles</city>
<neighborhood>Hol lywood</neighborhood>
<state>CA</state>
<country>US</country>
</billing address>
<account_owner>
<first_name>Travis</first name>
<middle_name>Joe</middle_name>
<last_name>Pastrana</last_name>
</account_ouner>
</payment_transaction>'

Funding Transaction Example

Request

curl https://username:3b7d0df3c935afddf04dbf1a87256e934f4a567c@staging. gate..e-comprocessing.net/process/TERMINAL-TOKEN \

-X POST \
-H "Content-Type: text/xml" \
d
<?xml version="1.0" encoding="UTF-8"7>
<payment_transaction>
<payment_transaction>transaction type</payment transaction>
<transaction_id>119643250547501c79d8295</transaction_id>
<usage>40208 concert tickets</usage>
<remote_ip>245.253.2.12</remote_ip>
<amount>100</amount>
<currency>USD</currency>
<card_holder>Travis Pastrana</card_holder>
<card_number>4200000000000000</card_number>
<expiration month>12</expiration month>
<expiration year>2026</expiration year>
<cvv>834</cvv>
<customer_email>travis@exanple.com</custoner_email>
<customer phone>+1987987987987</customer phone>
<business_attributes>
<event start_date-02-08-2025</event start date>
<event _end date>11-88-2025</event end date>
<event organizer_id>20192375</event organizer id>
<event_id>1912</event_id>
</business_attributes>
<billing address>
<first_name>Travis</first name>
<last_name>Pastrana</last_name>
<addressl>Muster Str. 12</addressl>
<zip_code>10178</zip_code>
<city>Los Angeles</city>
<neighborhood>Hol lywood</neighborhood>
<state>CA</state>
<country>US</country>
</billing address>
<account_owner>
<first name>Travis</first name>
<middle_name>Joe</middle_name>
<last_name>Pastrana</last_name>
</account_owner>
<funding>
<identifier typesbusiness disbursement</identifier type>
<receiver>
<first_name>Hamza</first_name>
<last_name>Arshad</last_name>
<country>AF</country>
<account_number>090078601</account_number>
<account_number_type>iban</account_number type>
<address>Gulberg 21 street</address>
<state>CN</state>
<city>Lahore</city>
</receiver>
</funding>

</payment_transactions'

Request Parameters

Description

Parameter Required Format

transaction_type required string(255)

The transaction type: authorize

transaction_id required string(255)

Unique transaction id defined by merchant

optional string(255)

Description of the transaction for later use.

Signifies whether a gaming transaction is performed. Gaming transactions usually use MCC 7995. Contact tech-support@e-comprocessing.com for

usage
gaming optional "true" more details
moto optional "true" Signifies whether a MOTO (mail order telephone order) transaction is performed. Contact tech-support@e-comprocessing.com for more details
NOTE: field is DEPRECATED. Signifies whether a purchase of crypto-currency transaction is performed. Must be populated when purchasing crypto-
crypto optional "true" currency with a VISA card. Must be populated when purchasing crypto-currency with a MASTER or INTL MAESTRO card and MCC is one of 6051, 6211.
Contact tech-support@e-comprocessing.com for more details
the digital asset type for detailed identification of the

Central Bank Digital Currency or tokenized deposits), G

digital_asset_type optional "string(255)"

current crypto currency transaction.

When performing crypto currency transaction with a VISA card there is an option to speci

The allowed values are: (Default crypto flag),

tablecoin| (Stablecoin (Fiat-backed)) , (Blockchain native token/coin) o (Non-fungible token). If the digital asset type is
provided in the request, there is no need to send the crypto-currency flag as well. Contact tech-support@e-comprocessing.com for more details
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preauthorization optional "true" Signifies whether a preauthorization transaction is performed. Check the Preauthorizations section or contact tech support for more details.
remote_ip required* LP;:'_:;;PVG IPv4 or IPv6 address of customer
. . Transaction amount in minor currency unit, see Currency and Amount Handling for details. In certain cases, it is possible to submit a transaction with a
amount required integer >=0 zero-value amount to act as an account verification transaction - Contact tech-support@e-comprocessing.com for more details regarding this scenario.
currency required string(3) Currency code in I1SO 4217
card_holder required string(255) Full name of customer as printed on credit card (first name and last name at least)
card_number required ;E}glt-tc; 16 Complete cc number of customer
cwv required* 3 to 4 digits cvv of cc, requirement is based on terminal configuration
expiration_month required MM Expiration month as printed on credit card
expiration_year required YYYY Expiration year as printed on credit card
token optional string(36) See Tokenization for more details. If present, the cardholder parameters can be omitted. Cannot be set together with
remember_card optional "true" See Tokenize. Tokenizes cardholder parameters. Cannot be set together with
consumer_id optional string(10) See Consumers and Tokenization. Combine with to tokenize or with to use token
scheme_tokenized required*  "true" Required when the is DPAN instead of Funding Primary Account Number, see Tokenized e-commerce for details
tokenization_params required* See Tokenized e-commerce for details
eci required* string(255) See Electronic Commerce Indicator as returned from the MPI for details
tavv required*  string(255) See Token Authentication Verification Value as returned from the Tokenization provider for details
recurring_type optional string(255) Specifies recurring type of the transaction, can be ‘initial', 'managed' or 'subsequent'.
installment_plan_id optional string The ID of the chosen installment plan. Check Installments for more details.
installment_plan_reference optional string The installment plan reference identifier returned by the schemes.
credential_on_file required* Possible values are: (initial_customer_initiated), (merchant_unscheduled), (subsequent customer initiated). See Credential On File (COF) for more details
initial_customer_initiated required*  string(18) Initial transaction initiated by customer. Required for external tokenization, and optional for gateway-based tokenization
subsequent_customer_initiated required*  string(18) Subsequent transaction initiated by customer. Required for external tokenization, and optional for gateway-based tokenization
merchant_unscheduled optional string(20) Transaction is initiated by the merchant
credential_on_file_transaction_identifier ~optional string(15..32)  See Credential On File (COF) for more details
credential_on_file_settlement_date optional string(4) See Credential On File (COF) for more details
customer_email required* e-mail Must contain valid e-mail of customer
- address
customer_phone required*  string(32) Must contain valid phone number of customer
birth date required*  dd-mm-yyyy Eequirec_i when MC_C is a Financial Services one (e.g. MCC 6012) and either card brand is Visa or Mastercard/Maestro with UK-based merchant, UK-
- ased bin (domestic), and DEBIT card type
document_id required* string(255) Document ID value.
fx rate id optional integer See Get rates for FX Service. Offers the option to use a specific FX rate to convert the tr_ansaction processing a_mount. Used FX rate should have the
- same source currency as the processing currency. Contact tech-support@e-comprocessing.com for more details
business_attributes required* Check business attributes section.
event_start_date required*  dd-mm-yyyy  The date when event starts in format dd-mm-yyyy
event_end_date required*  dd-mm-yyyy  The date when event ends in format dd-mm-yyyy
event_organizer_id required*  string
event_id required*  string
date_of_order required*  dd-mm-yyyy  The date when order was placed in format dd-mm-yyyy
delivery_date required*  dd-mm-yyyy Date of the expected delivery in format dd-mm-yyyy
name_of_the_supplier required*  string
billing_address required See Required vs Optional APl params for details
first_name required* string(255) Customer first name
last_name required*  string(255) Customer last name
addressl required*  string(255) Primary address
address2 required*  string(255) Secondary address
zip_code required*  string ZIP code
city required*  string(255) City
neighborhood required*  string(255) Neighborhood
state required*  string(2) State code in ISO 3166-2, required for USA and Canada
country required*  string(2) Country code in ISO 3166
shipping_address optional
first_name optional string(255) Customer first name
last_name optional string(255) Customer last name
addressl optional string(255) Primary address
address2 optional string(255) Secondary address
zip_code optional string ZIP code
city optional string(255) City
neighborhood optional string(255) Neighborhood
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state optional string(2) State code in ISO 3166-2, required for USA and Canada
country optional string(2) Country code in ISO 3166
sca_params optional SCA params
exemption optional string Ele exemption thaF the transaction should take advantage of. Note that the requested exemption may not be accepted due to internal risk validations.
eck SCA exemption values.
visa_merchant_id required®>  string(8) VMID assigned by Visa if participating in Trusted merchant program.
funding optional Funding Transaction Params
identifier_type required*  string This is only required in case of Mastercard. Type of Funding Transaction. Please check Identifier Types
business_application_identifier required*  string This is only required in case of VISA. Type of VISA Funding Transaction. Please check BAI
receiver optional Funding Transaction Receiver details
first_name required*  string First name of the receiver
last_name required*  string Last name of the receiver
country required*  string(2) Country code in ISO 3166
account_number required*  string Receiver account number. Mandatory for Mastercard. If Sender Reference Number is provided then it becomes optional for VISA
account_number_type required*  string This is only required in case of Mastercard. Receiver account number type. Please check Receiver Account Types
address required*  string Receiver address. Only required in case of VISA and Canadian cards
state required*  string Receiver state. Only required in case of VISA and Canadian cards
city required*  string Receiver city. Only required in case of VISA and Canadian cards
sender optional Funding Transaction Sender details
name required*  string Sender name. Only required in case of VISA
reference_number required*  string Sender Reference Number. Only required in case of VISA. This is option if Receiver Account Number is provided
country required*  string Sender country. Only required in case of VISA. If not provided billing address is used
address required*  string Sender address. Only required in case of VISA. If not provided billing address is used
state required*  string Sender state. Only required in case of VISA and Canadian card. If not provided billing address is used
city required*  string Sender city. Only required in case of VISA. If not provided billing address is used
account_owner optional Account owner parameters related to account owner inquiry requests
first_name optional string(35) Account owner first name
middle_name optional string(35) Account owner middle name
last_name optional string(35) Account owner last name
dynamic_descriptor_params optional
merchant_name optional string(25) Allows to dynamically override the charge descriptor
merchant_city optional string(13) Allows to dynamically override the merchant phone number
sub_merchant_id optional string(15) Allows to dynamically override the sub-merchant ID.
merchant_country optional string(3) Allows to dynamically override the merchant country.
merchant_state optional string(3) Allows to dynamically override the merchant subdivision code.
merchant_zip_code optional string(10) Allows to dynamically override the merchant zip/postal code. Required for VISA OCT transactions with Australian and Canadian card bins.
merchant_address optional string(48) Allows to dynamically override the merchant address.
merchant_url optional string(60) Allows to dynamically override the merchant URL
merchant_phone optional string(16) Allows to dynamically override the merchant phone number.
merchant_service_city optional string(13) Allows to dynamically override the merchant service city.
merchant_service_country optional string(3) Allows to dynamically override the merchant service country.
merchant_service_state optional string(3) Allows to dynamically override the merchant service subdivision code.
merchant_service_zip_code optional string(10) Allows to dynamically override the merchant service zip/postal code.
merchant_service_phone optional string(16) Allows to dynamically override the merchant service phone number.
merchant_geo_coordinates optional string(20) Allows to dynamically override the merchant geographic coordinates.
merchant_service_geo_coordinates optional string(20) Allows to dynamically override the merchant service geographic coordinates.

[required* = conditionally required]

Successful Response

Response

<?xml version="1.0" encoding="UTF-8"?>

<payment_response>
<transaction type>authorize</transaction type>
<status>approved</status>
<mode>1ive</mode>
<transaction id>119643250547501c79d8295</transaction id>
<unique_id>44177a21403427eb96664a6d7e5d5d48</unique_id>
<consumer_i>123456</consuner_id>
<token>ee946db8-d7db-4bb7-b608-b6Sh153e127d</ token>
<avs_response_code>5I</avs_response_code>
<avs_response_text>Response provided by issuer processor; Address information not verified</avs response text>
<cwv_result_code>M</cvv_result_code>
<authorization code>345678</authorization code>
<retrieval reference number>016813015184</retrieval reference number>
<payment_account_reference>50019PILBXOLHNOGTQUSYNS20YSY</payment_account_reference>
<response_code>00</response_code>
<timestamp>2025-07-01T15:26:44Z</tinestamp>
<descriptor=Descriptor one</descriptor>
<amount>100</amount>
<currency>USD</currency>
<sent_to acquirer>true</sent_to acquirer>
<scheme_transaction_identifier>019091214161031</schene_transaction_identifiers
<scheme_transaction link id>TLINKIDENTIFIER4521412</scheme transaction link id>
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<scheme_pan_indicator>V</scheme pan_indicator>
<payment_response>scheme_pan_tail</payment_response>
<scheme_max_settlement date>2024-07-31</scheme max_settlement date>
<scheme_authentication data quality>true</scheme authentication data quality>
<scheme_settlement date-8702</scheme settlement date>
<scheme_response_code>80</scheme_response_code>
<reason_for_not_honoring_exemption>8A01</reason_for_not_honoring_exemption>
<sca_exemption_result>13</sca_exemption result>
<account_owner>

<first_name>Travis</first_name>

<middle_name>Joe</middle_name>

<last_name>Pastrana</last name>

</account

</payment_response>

ful Res Par: S
Parameter Type Description
transaction_type string(255)  The transaction type
status string(255)  Status of the transaction, see states
transaction_id string(255)  Unique transaction id defined by merchant
unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
consumer_id string(10) Consumer unique reference. See Consumers
token string(36) Plain-text token value. See Tokenization
gaming 'true' Signifies whether a gaming transaction is performed. Gaming transactions usually use MCC 7995, contact tech support for more details.
moto ‘true' Signifies whether a MOTO (mail order telephone order) transaction is performed. Contact tech support for more details.
crypto 'true’ Signifies whether a crypto-currency transaction is performed. Contact tech support for more details.
digital_asset_type string(255) The crypto-currency digital asset type used to process a transaction. Contact tech support for more details.
. Generated by the card network on trying to match the billing address when performing the address verification. Optional, returned if config is enabled and acquirer
avs_response_code string(255) supports it. Check AVS Status Codes for details.
avs_response_text string(255)  Gives the human response text for the AVS response code above. Optional, returned if config is enabled and acquirer supports it. Check AVS Status Codes for details.
cvv_result_code string(1) Card Verification Value response code. Optional, returned only if acquirer supports it
authorization_code string(6) Generated by the card network when an authorisation has occurred, used to identify that auth. Consists of 6 alphanumeric chars
retrieval_reference_number string(255) A reference number used for tracking all messages related to a given cardholder transaction returned by some acquirers.
payment_account_reference string(255) Payment Account Reference value returned from the schemes. Links tokenized and PAN-based transactions.
response_code string(2) (?Stfia?li.s the result of a transaction with the acquirer, the status of a message or some action taken or required. Contact tech-support@emerchantpay.com for more
technical_message string(255)  Technical error message (for internal use only, not to be displayed to users).
message string(255) Human readable error message which can be displayed to users.
mode string(4) Mode of the transaction’s terminal, can be test or live
redirect_url url URL where user has to be redirected to complete payment process. It is available for asynchronous mode
timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
descriptor string(255)  Static descriptor MID info as configured on the gateway
amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details
currency string(255) Currency code in ISO 4217
partial_approval string(4) Optional, set to ‘true’ if partial approval happened. Partially approved amount is then in the amount field. Check Partial Approvals for details
sent_to_acquirer string(255) "true" or "false"
dynamic_descriptor_params section Optional, returned only if dynamic desc params are submitted on the API. Note here that the formatted dyn desc params are returned - as they would be submitted to the
schemes for settlement.
scheme_transaction_identifier string(32) Id defined by card schemes. Corresponds to NETWORK DATA (field 63) for MasterCard or TRANS ID (field 62.2/125) for VISA.
scheme_transaction_link_id string(22) The transaction unique identifier returned from the schemes. Corresponds to ADDITIONAL SERVICE DATA (field 65, MasterCard Transaction Link Id [TLID]).
scheme_pan_indicator string(1) The account number indicator in scheme-tokenized transactions. See Account number indicator codes for details.
scheme_pan_tail string(4) The tail of the PAN number tail associated with the token in scheme-tokenized transactions. Returned in conjunction with .
scheme_max_settlement_date string(10) The final date an authorization could be captured which is returned from the card scheme. See Scheme Maximum Settlement Date for more details.

- . The Authentication Data Quality Indicator returned by the card scheme is used to indicate whether a transaction meets the authentication data quality requirements. The
scheme_authentication_data_quality =~ boolean

value can be either

scheme_settlement_date string(4) MasterCard settlement date in MMDD format (e.g. 0702). Corresponds to NETWORK DATA (field 15).
scheme_response_code string(2) The response code returned from the schemes. See Scheme response codes for details.
recurring_advice_code string(2) Additional response code returned from the schemes. See Recurring advice details
recurring_advice_text string(255)  The text representation of the recurring advice code.

reason_for_not_honoring_exemption  string Reason for not honoring exemption. Check SCA Reason For Not Honoring Exemption Values.
sca_exemption_result string SCA exemption result. Check SCA Exemption Result Values.

Error Response

Response

<7xml version="1.0" encoding="UTF-8"?>
<payment_response>
<transaction_type>authorize</transaction_type>
<status>error</status>
<mode>live</mode>
<transz
<unique_id>44177a21403427eb96664a6d7e5d5d48</unique_id>
<code>340</code>

N 1d>119643250547501c79d8295</transaction id>

<technical message-expiration year is invalid</technical message>
<message=expiration_year is invalid</message>
<timestamp>2625-07-01T15:26:44Z</timestamp>
<descriptor>Descriptor one</descriptor>

<amount>100</amount>
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<currency>USD</currency>
<sent_to_acquirer>false</sent to acquirer>
</payment_response>
Error Response Parameters
Parameter Type Description
transaction_type string(255)  The transaction type
status string(255)  Status of the transaction, see states
transaction_id string(255)  Unique transaction id defined by merchant
unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
gaming 'true’ Signifies whether a gaming transaction is performed. Gaming transactions usually use MCC 7995, contact tech support for more details.
moto ‘true’ Signifies whether a MOTO (mail order telephone order) transaction is performed. Contact tech support for more details.
code integer Error code according to Error code table
technical_message string(255)  Technical error message (for internal use only, not to be displayed to users).
message string(255) Human readable error message which can be displayed to users.
mode string(4) Mode of the transaction’s terminal, can be test or live
timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
descriptor string(255)  Static descriptor MID info as configured on the gateway
amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details
currency string(255)  Currency code in ISO 4217
dynamic_descriptor_params  section Optional, returned only if dynamic desc params are submitted on the API. Note here that the formatted dyn desc params are returned - as they would be submitted to the
schemes for settlement.

CAPTURE
Capture settles a transaction which has been authorized before.

Do this when you are shipping goods, for example. A capture can only be used after an authorize on the same transaction and on the same terminal.

Therefore, the reference id of the authorized transaction is mandatory.

@ You can also capture a partial amount of the initially authorized amount, e.g. if you want to give customers a discount. However, you cannot capture a higher amount than initially authorized.

€@ This transaction type supports Level 3 travel data.
@ This transaction can be used to capture a Preauthorization.

€@ This transaction type supports Installments.

€@ Business attributes are optional, but if submitted they will override the already supplied attributes in the initial authorize / authorize3d transaction.

Transaction workflow:
1. The merchant sends authorize transaction to the gateway.
2. The gateway replies to it. One of returned values is the unique id of the transaction.
3. The merchant sends capture transaction. Its reference id is unique id of authorize response.

Request

curl https://username:3b7d0df3c935afddf04dbf1a87256e934F4a567c@staging. gate . e-comprocessing. net/process/TERMINAL-TOKEN \
X POST \
-H "Content-Type: text/xml" \
-d
<?xml version="1.0" encoding="UTF-8"?>
<payment_transaction>
<transaction_type>capture</transaction_type>
<transaction_id>119643250547501c79d8295</t ransaction_id>
<usage>46208 concert tickets</usage>
<remote_ip>245.253.2.12</remote_ip>
<reference_id>43672</reference_id>
<amount>100</amount>
<currency>USD</currency>
<business_attributes>
<event start date-02-08-2025</event start date>
<event_end_date>11-08-2025</event_end_date>
<event_organizer_id»20192375</event_organizer_id>
<event_id>1912</event_id>
</business_attributes>

</payment_transaction>"'

Request Parameters

Parameter Required Format Description
transaction_type required string(255) The transaction type: capture
transaction_id required string(255) Unique transaction id defined by merchant
usage optional string(255) Description of the transaction for later use.
remote_ip required*  IPv4 or IPv6 address IPv4 or IPv6 address of customer
reference_id required string(32) Unique id returned by corresponding transaction
amount required integer > 0 Amount of transaction in minor currency unit, see Currency and Amount Handling for details
currency required string(3) Currency code in ISO 4217
business_attributes required* Check business attributes section.
event_start_date required*  dd-mm-yyyy The date when event starts in format dd-mm-yyyy
event_end_date required*  dd-mm-yyyy The date when event ends in format dd-mm-yyyy
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event_organizer_id required*  string

event_id required*  string
date_of order required*  dd-mm-yyyy The date when order was placed in format dd-mm-yyyy
delivery_date required*  dd-mm-yyyy Date of the expected delivery in format dd-mm-yyyy

name_of_the_supplier required*  string

[required* = conditionally required]

Successful Response

Response

<?xml version="1.0" encoding="UTF-8"?>

<payment_response>
<transaction_type>capture</transaction type>
<status>approved</status>
<node>Live</mode>
<transaction_id>119643250547501c79d8295</t ransaction_id>
<unique_id>44177a21403427eb96664a6d7e5d5d48</unique_id>
<authorization_code>345678</authorization code>
<response_code>00</response_code>
<technical_message>Transaction successfull</technical message>
<message>Transaction successful!</message>
<timestamp>2025-07-01T15:26:44Z</timestanp>
<descriptor>Descriptor one</descriptor>
<amount>100</amount>
<currency>USD</currency>
<sent_to_acquirer>true</sent to_acquirer>

</payment_response>

Successful Response Parameters

Parameter Type Description

transaction_type string(255)  The transaction type

status string(255)  Status of the transaction, see states

transaction_id string(255)  Unique transaction id defined by merchant

unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)

authorization_code  string(6) Generated by the card network when an authorisation has occurred, used to identify that auth. Consists of 6 alphanumeric chars

response_code string(2) Defines the result of a transaction with the acquirer, the status of a message or some action taken or required. Contact tech-support@emerchantpay.com for more details.

technical_message string(255) Technical error message (for internal use only, not to be displayed to users).

message string(255) Human readable error message which can be displayed to users.

mode string(4) Mode of the transaction’s terminal, can be test or live

timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
descriptor string(255)  Static descriptor MID info as configured on the gateway

amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details

currency string(255)  Currency code in ISO 4217

sent_to_acquirer string(255)  "true" or "false"

Error Response

Response

<?xml version="1.0" encoding="UTF-8"?>
<payment_response>
<transaction_type>capture</transaction type>
<status>error</status>
<node>Live</mode>
<transaction id>119643250547501c79d8295</transaction id>
<unique_id>44177a21403427eb96664a6d7e5d5d48</unique_id>
<code>430</code>
<technical message>Reference transaction has already been captured, and acquirer does not support partial/multiple capture</technical message>
<messagesTransaction declined.</message>
<timestamp>2025-07-01T15:26:44Z</timestamp>
<descriptor>Descriptor one</descriptor>
<amount>100</amount>
<currency>USD</currency>
<sent_to_acquirer>false</sent to_acquirer>
</payment_response>

Error Response Parameters

Parameter Type Description

transaction_type string(255)  The transaction type

status string(255)  Status of the transaction, see states

transaction_id string(255)  Unique transaction id defined by merchant

unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
code integer Error code according to Error code table

technical_message string(255) Technical error message (for internal use only, not to be displayed to users).

message string(255) Human readable error message which can be displayed to users.

mode string(4) Mode of the transaction’s terminal, can be test or live

timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
descriptor string(255)  Static descriptor MID info as configured on the gateway

amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details

currency string(255) Currency code in ISO 4217

sent_to_acquirer string(255)  "true" or "false"

SALE
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Sale transactions combine authorize and capture into one step.
Using a sale transaction, the amount is immediately billed to the customer’s credit card. It can be reversed via a void transaction on the same day of the transaction. Use sale transactions, if you are e.g. selling non-tangible

goods or services.

€@ Sale transactions are also available as 3dsecure transactions

€@ Transactions of this type support auth_network_outage exemption.

It informs the issuer that Strong Customer Authentication (SCA) was not possible because of a major outage of the authentication network and infrastructure

€@ This transaction type supports Tokenization.

@ This transaction type supports Level 3 travel data.

€@ This transaction type could require business attributes.

@ This transaction type supports Account Name Inquiry attributes.

€@ This transaction type supports Installments.

Request

curl https://username:3b7d0df3c935afddfo4dbT1a87256e934f4a567c@staging. gate . e-comprocessing.net/process/TERMINAL-TOKEN \

X POST \
-H "Content-Type: text/xml" \
d

<?xml version="1.0" encoding="UTF-8"?>

<payment_transaction>
<transaction_type>sale</transaction type>
<transaction id>119643250547501c79d8295</transaction id>
<usage>40208 concert tickets</usage>
<remote_ip>245.253.2.12</remote_ip>
<amount>100</amount>
<currency>USD</currency>
<card_holder>Travis Pastrana</card_holder>
<card_number>4200000000000000</card_number>
<expiration month>12</expiration month>
<expiration year>2026</expiration year>
<cvv>834</cvv>
<customer_email>travis@example.com</custoner email>
<customer_phone>+1987987987987</customer_phone>
<business_attributes>
<event start date>02-08-2025</event start date>
<event_end date>11-08-2025</event_end date>
<event organizer_id>20192375</event organizer id>
<event_id>1912</event id>
</business_attributes>
<billing address>
<first_name>Travis</first name>
<last_name>Pastrana</last_name>
<addressl>Muster Str. 12</addressl>
<zip code>10178</zip code>
<city>Los Angeles</city>
<neighborhood>Hol lywood</neighborhood>
<state>CA</state>
<country>US</country>
</billing_address>
<account_owner>
<first name>Travis</first name>
<middle_name>Joe</middle_name>
<last_name>Pastrana</last_name>
</account_owner>

</payment_transaction>"'

Funding Transaction Example

Request

curl https://username:3b7d0df3c935afddfoddbf1a87256e934f4a567c@staging. gate . e-comprocessing.net/process/TERMINAL-TOKEN \

X POST \
-H "Content-Type: text/xml" \
d
<?xml version="1.0" encoding="UTF-8"?>
<payment_transaction>
<payment_transaction>transaction type</payment_transaction>
<transaction id>119643250547501c79d8295</transaction id>
<usage>40208 concert tickets</usage>
<remote_ip>245.253.2.12</remote_ip>
<amount>100</amount>
<currency>UsD</currency>
<card_holder>Travis Pastrana</card_holder>
<card_number>4200000000000000</card_number>
<expiration_month>12</expiration month>
<expiration year>2026</expiration year>
<cvv>834</cvv>
<customer_email>travis@example.com</customer email>
<customer_phone>+1987987987987</customer_phone>
<business_attributes>
<event start date>02-08-2025</event start date>
<event_end date>11-68-2025</event_end_date>
<event_organizer_id>20192375</event_organizer_id>
<event_id>1912</event_id>
</business attributes>
<billing address>
<first name>Travis</first name>
<last_name-Pastrana</last name>
<addressl>Muster Str. 12</addressl>
<zip_code>10178</zip_code>
<city>Los Angeles</city>
<neighborhood>Hol lywood</neighborhood>
<state=CA</state>
<country>US</country>
</billing address>
<account_owner>
<first_name>Travis</first_name>
<middle name>Joe</middle name>
<last_name>Pastrana</last_name>
</account_ouner>

<funding>
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<identifier_type>business_disbursement</identifier type>

<receiver>

<first_namesHamza</first_name>

<last_name>Arshad</last_name>

<country>AF</country>

<account_number>098078601</account_number>

<account_number_type>iban</account_number_type>

<address>Gulberg 21 street</address>

<state>CN</state>
<city>Lahore</city>
</receiver>
</funding>

</payment_transaction>"'

Request Parameters

Parameter Required Format Description
transaction_type required string(255) The transaction type: sale
transaction_id required string(255) Unique transaction id defined by merchant
usage optional string(255) Description of the transaction for later use.
gaming optional “true” ?Tig:\;ﬁ::t\;vi?sether a gaming transaction is performed. Gaming transactions usually use MCC 7995. Contact tech-support@e-comprocessing.com for
moto optional "true" Signifies whether a MOTO (mail order telephone order) transaction is performed. Contact tech-support@e-comprocessing.com for more details
NOTE: field is DEPRECATED. Signifies whether a purchase of crypto-currency transaction is performed. Must be populated when purchasing crypto-
crypto optional "true" currency with a VISA card. Must be populated when purchasing crypto-currency with a MASTER or INTL MAESTRO card and MCC is one of 6051, 6211.
Contact tech-support@e-comprocessing.com for more details
When performing crypto currency transaction with a VISA card there is an option to specify the digital asset type for detailed identification of the
digital_asset_type optional "string(255)" current'crypto currgncy_transaction. The aIIowgd valges are: (De_fault c.rypto flag), (Central Bank I?igital Currency or Fo.kenized deposi_ts), E
- — @ (Stablecoin (Fiat-backed)) , (Blockchain native token/coin) or Non-fungible token). If the digital asset type is
provided in the request, there is no need to send the crypto-currency flag as well. Contact tech-support@e-comprocessing.com for more details
remote_ip required* LP‘;/:',:;SIPVG IPv4 or IPv6 address of customer
amount required integer >= 0 Transaction amount in minor currency unit, see ;urrency anfj Amount Handling for details. In certain cases, it is possible to ;ubmit a transagtion witl] a
zero-value amount to act as an account verification transaction - Contact tech-support@e-comprocessing.com for more details regarding this scenario.
currency required string(3) Currency code in I1SO 4217
card_holder required string(255) Full name of customer as printed on credit card (first name and last name at least)
card_number required é?gft(; 16 Complete cc number of customer
cvv required* 3 to 4 digits cvv of cc, requirement is based on terminal configuration
expiration_month required MM Expiration month as printed on credit card
expiration_year required YYYY Expiration year as printed on credit card
token optional string(36) See Tokenization for more details. If present, the cardholder parameters can be omitted. Cannot be set together with
remember_card optional "true" See Tokenize. Tokenizes cardholder parameters. Cannot be set together with
consumer_id optional string(10) See Consumers and Tokenization. Combine with to tokenize or wit 0 use token
scheme_tokenized required*  "true" Required when the is DPAN instead of Funding Primary Account Number, see Tokenized e-commerce for details
tokenization_params required* See Tokenized e-commerce for details
eci required*  string(255) See Electronic Commerce Indicator as returned from the MPI for details
tavv required*  string(255) See Token Authentication Verification Value as returned from the Tokenization provider for details
recurring_type optional string(255) Specifies recurring type of the transaction, can be ‘'initial', 'managed' or 'subsequent'.
reference_id optional string(32) Unique id returned by corresponding transaction
installment_plan_id optional string The ID of the chosen installment plan. Check Installments for more details.
installment_plan_reference optional string The installment plan reference identifier returned by the schemes.
credential_on_file required* Possible values are: (initial_custoner_initiated), (merchant_unscheduled), (subsequent_customer_initiated). See Credential On File (COF) for more details
initial_customer_initiated required*  string(18) Initial transaction initiated by customer. Required for external tokenization, and optional for gateway-based tokenization
subsequent_customer_initiated required*  string(18) Subsequent transaction initiated by customer. Required for external tokenization, and optional for gateway-based tokenization
merchant_unscheduled optional string(20) Transaction is initiated by the merchant
credential_on_file_transaction_identifier ~optional string(15..32) See Credential On File (COF) for more details
credential_on_file_settlement_date optional string(4) See Credential On File (COF) for more details
customer_email required* e-mail Must contain valid e-mail of customer
- address
customer_phone required*  string(32) Must contain valid phone number of customer
birth date required*  dd-mm-yyyy Eequireq when MCF: is a Financial Services one (e.g. MCC 6012) and either card brand is Visa or Mastercard/Maestro with UK-based merchant, UK-
= ased bin (domestic), and DEBIT card type
document_id required* string(255) Document ID value.
fx rate id optional integer See Get rates for FX Service. Offers the option to use a specific FX rate to convert the t{ansaction processing a.mount Used FX rate should have the
- same source currency as the processing currency. Contact tech-support@e-comprocessing.com for more details
business_attributes required* Check business attributes section.
event_start_date required*  dd-mm-yyyy The date when event starts in format dd-mm-yyyy
event_end_date required*  dd-mm-yyyy  The date when event ends in format dd-mm-yyyy
event_organizer_id required*  string
event_id required*  string
date_of_order required*  dd-mm-yyyy  The date when order was placed in format dd-mm-yyyy
delivery_date required*  dd-mm-yyyy  Date of the expected delivery in format dd-mm-yyyy
name_of_the_supplier required*  string
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billing_address required See Required vs Optional APl params for details
first_name required*  string(255) Customer first name
last_name required*  string(255) Customer last name
addressl required*  string(255) Primary address
address2 required*  string(255) Secondary address
zip_code required*  string ZIP code
city required*  string(255) City
neighborhood required*  string(255) Neighborhood
state required*  string(2) State code in ISO 3166-2, required for USA and Canada
country required*  string(2) Country code in ISO 3166
shipping_address optional
first_name optional string(255) Customer first name
last_name optional string(255) Customer last name
address1 optional string(255) Primary address
address2 optional string(255) Secondary address
zip_code optional string ZIP code
city optional string(255) City
neighborhood optional string(255) Neighborhood
state optional string(2) State code in ISO 3166-2, required for USA and Canada
country optional string(2) Country code in ISO 3166
sca_params optional SCA params
exemption optional string Z?,e exemption thaF the transaction should take advantage of. Note that the requested exemption may not be accepted due to internal risk validations.
eck SCA exemption values.
visa_merchant_id required®  string(8) VMID assigned by Visa if participating in Trusted merchant program.
funding optional Funding Transaction Params
identifier_type required*  string This is only required in case of Mastercard. Type of Funding Transaction. Please check Identifier Types
business_application_identifier required*  string This is only required in case of VISA. Type of VISA Funding Transaction. Please check BAI
receiver optional Funding Transaction Receiver details
first_name required*  string First name of the receiver
last_name required*  string Last name of the receiver
country required*  string(2) Country code in ISO 3166
account_number required*  string Receiver account number. Mandatory for Mastercard. If Sender Reference Number is provided then it becomes optional for VISA
account_number_type required*  string This is only required in case of Mastercard. Receiver account number type. Please check Receiver Account Types
address required*  string Receiver address. Only required in case of VISA and Canadian cards
state required*  string Receiver state. Only required in case of VISA and Canadian cards
city required*  string Receiver city. Only required in case of VISA and Canadian cards
sender optional Funding Transaction Sender details
name required*  string Sender name. Only required in case of VISA
reference_number required*  string Sender Reference Number. Only required in case of VISA. This is option if Receiver Account Number is provided
country required*  string Sender country. Only required in case of VISA. If not provided billing address is used
address required*  string Sender address. Only required in case of VISA. If not provided billing address is used
state required*  string Sender state. Only required in case of VISA and Canadian card. If not provided billing address is used
city required*  string Sender city. Only required in case of VISA. If not provided billing address is used
account_owner optional Account owner parameters related to account owner inquiry requests
first_name optional string(35) Account owner first name
middle_name optional string(35) Account owner middle name
last_name optional string(35) Account owner last name
dynamic_descriptor_params optional
merchant_name optional string(25) Allows to dynamically override the charge descriptor
merchant_city optional string(13) Allows to dynamically override the merchant phone number
sub_merchant_id optional string(15) Allows to dynamically override the sub-merchant ID.
merchant_country optional string(3) Allows to dynamically override the merchant country.
merchant_state optional string(3) Allows to dynamically override the merchant subdivision code.
merchant_zip_code optional string(10) Allows to dynamically override the merchant zip/postal code. Required for VISA OCT transactions with Australian and Canadian card bins.
merchant_address optional string(48) Allows to dynamically override the merchant address.
merchant_url optional string(60) Allows to dynamically override the merchant URL
merchant_phone optional string(16) Allows to dynamically override the merchant phone number.
merchant_service_city optional string(13) Allows to dynamically override the merchant service city.
merchant_service_country optional string(3) Allows to dynamically override the merchant service country.
merchant_service_state optional string(3) Allows to dynamically override the merchant service subdivision code.
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string(10) Allows to dynamically override the merchant service zip/postal code.

merchant_service_zip_code optional

merchant_service_phone optional string(16) Allows to dynamically override the merchant service phone number.
merchant_geo_coordinates optional string(20) Allows to dynamically override the merchant geographic coordinates.
merchant_service_geo_coordinates optional string(20) Allows to dynamically override the merchant service geographic coordinates.

[required* = conditionally required]

Successful Response

Response
<?xml version="1.0" encoding="UTF-8"?>
<paynent_response>
<transaction_typessale</transaction_type>
<status>approved</status>
<mode>live</mode>
<transaction id>119643250547501c79d8295</transaction id>
<unique id>44177a21403427eb96664a6d7e5d5d48</unique id>
<consumer_id>123456</consumer_id>
<token>ee946db8-d7db-4bb7-b608-b65b153e127d</token>
<avs_response code>5I</avs response code>
<avs_response_text>Response provided by issuer processor; Address information not verified</avs response_ text>
<cvv_result code>M</cvv_result code>
<authorization code>345678</authorization code>
<retrieval reference number>016813015184</retrieval reference number>
<payment_account_reference>50019P9LBXOLHNIG7QMUSVN520YSY</payment account reference>
<response_code>80</response_code>
<timestamp>2025-07-01T15:26:44Z</tinestanp>
<descriptor>Descriptor one</descriptors
<amount>100</amount>
<currency>USD</currency>
<sent_to_acquirer>true</sent_to_acquirer>
<scheme_transaction identifier>019091214161031</scheme transaction identifier>
<scheme_transaction link id>TLINKIDENTIFIER4521412</scheme transaction link id>
<scheme_pan_indicator>V</scheme pan_indicator>
<payment_response>scheme_pan_tail</payment_response>
<scheme max_settlement date>2024-07-31</scheme max settlement date>
<scheme_authentication data quality>true</scheme_authentication data quality>
<scheme_settlement_date>0702</scheme_settlement date>
<scheme_response_code>00</scheme_response_code>
<reason_for_not_honoring exemption>8A@l</reason for not honoring exemption>
<sca_exemption_result>13</sca_exemption_result>
<account_owner>
<first _name>Travis</first name>
<middle_name>Joe</middle_name>
<last_name>Pastrana</last_name>
</account_owner>
</payment_response>
Successful Response Parameters
Parameter Type Description
transaction_type string(255)  The transaction type
status string(255)  Status of the transaction, see states
transaction_id string(255)  Unique transaction id defined by merchant
unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
consumer_id string(10) Consumer unique reference. See Consumers
token string(36) Plain-text token value. See Tokenization
gaming 'true’ Signifies whether a gaming transaction is performed. Gaming transactions usually use MCC 7995, contact tech support for more details.
moto 'true’ Signifies whether a MOTO (mail order telephone order) transaction is performed. Contact tech support for more details.
crypto 'true’ Signifies whether a crypto-currency transaction is performed. Contact tech support for more details.
digital_asset_type string(255) The crypto-currency digital asset type used to process a transaction. Contact tech support for more details.
avs response code string(255) Generated by the card network on trying to match the billing address when performing the address verification. Optional, returned if config is enabled and acquirer
_resp - 9 supports it. Check AVS Status Codes for details.
avs_response_text string(255)  Gives the human response text for the AVS response code above. Optional, returned if config is enabled and acquirer supports it. Check AVS Status Codes for details.
cvv_result_code string(1) Card Verification Value response code. Optional, returned only if acquirer supports it
authorization_code string(6) Generated by the card network when an authorisation has occurred, used to identify that auth. Consists of 6 alphanumeric chars
retrieval_reference_number string(255) A reference number used for tracking all messages related to a given cardholder transaction returned by some acquirers.
payment_account_reference string(255) Payment Account Reference value returned from the schemes. Links tokenized and PAN-based transactions.
. Defines the result of a transaction with the acquirer, the status of a message or some action taken or required. Contact tech-support@emerchantpay.com for more
response_code string(2) details
technical_message string(255) Technical error message (for internal use only, not to be displayed to users).
message string(255) Human readable error message which can be displayed to users.
mode string(4) Mode of the transaction’s terminal, can be test or live
timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
descriptor string(255)  Static descriptor MID info as configured on the gateway
amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details
currency string(255)  Currency code in I1SO 4217
partial_approval string(4) Optional, set to 'true’ if partial approval happened. Partially approved amount is then in the amount field. Check Partial Approvals for details
sent_to_acquirer string(255) “true" or "false"
dynamic descriptor params section Optional, returned only if dynamic desc params are submitted on the API. Note here that the formatted dyn desc params are returned - as they would be submitted to the
Y - ptor_p schemes for settlement.
scheme_transaction_identifier string(32) Id defined by card schemes. Corresponds to NETWORK DATA (field 63) for MasterCard or TRANS ID (field 62.2/125) for VISA.
scheme_transaction_link_id string(22) The transaction unique identifier returned from the schemes. Corresponds to ADDITIONAL SERVICE DATA (field 65, MasterCard Transaction Link Id [TLID]).
scheme_pan_indicator string(1) The account number indicator in scheme-tokenized transactions. See Account number indicator codes for details.
scheme_pan_tail string(4) The tail of the PAN number tail associated with the token in scheme-tokenized transactions. Returned in conjunction with [scheme_pan_indicator|.
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scheme_max_settlement_date string(10)  The final date an authorization could be captured which is returned from the card scheme. See Scheme Maximum Settlement Date for more details.

- . The Authentication Data Quality Indicator returned by the card scheme is used to indicate whether a transaction meets the authentication data quality requirements. The
scheme_authentication_data_quality boolean y
- cata_ value can be eithel or (falsel.
scheme_settlement_date string(4) MasterCard settlement date in MMDD format (e.g. 0702). Corresponds to NETWORK DATA (field 15).
scheme_response_code string(2) The response code returned from the schemes. See Scheme response codes for details.
recurring_advice_code string(2) Additional response code returned from the schemes. See Recurring advice details
recurring_advice_text string(255)  The text representation of the recurring advice code.

reason_for_not_honoring_exemption  string Reason for not honoring exemption. Check SCA Reason For Not Honoring Exemption Values.

sca_exemption_result string SCA exemption result. Check SCA Exemption Result Values.

Error Response

Response

<7xml version="1.0" encoding="UTF-8"?>
<payment_response>
<transaction_type>sale</transaction_type>
<status>error</status>
<mode>live</mode>
<transaction id>119643250547501c79d8295</transaction id>
<unique_id>44177a21403427eb96664a6d7e5d5048</unique_id>
<response_code>57</response_code>
<code>340</code>
<technical_message>billing_address[zip_code] is invalid!</technical_message>
<messagebilling address[zip_code] is invalid!</message>
<timestamp>2025-07-01T15:26:44Z</timestamp>
<descriptor>Descriptor one</descriptor>
<amount>100</amount>
<currency>USD</currency>
<sent_to_acquirer>false</sent to acquirer>

</payment_response>

Error Response Parameters

Parameter Type Description

transaction_type string(255)  The transaction type

status string(255)  Status of the transaction, see states

transaction_id string(255)  Unique transaction id defined by merchant

unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)

gaming ‘true’ Signifies whether a gaming transaction is performed. Gaming transactions usually use MCC 7995, contact tech support for more details.

moto 'true’ Signifies whether a MOTO (mail order telephone order) transaction is performed. Contact tech support for more details.

response_code string(2) Defines the result of a transaction with the acquirer, the status of a message or some action taken or required. Contact tech-support@emerchantpay.com for more details.
code integer Error code according to Error code table

technical_message string(255)  Technical error message (for internal use only, not to be displayed to users).

message string(255) Human readable error message which can be displayed to users.

mode string(4) Mode of the transaction’s terminal, can be test or live

timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z

descriptor string(255)  Static descriptor MID info as configured on the gateway

amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details
currency string(255) Currency code in ISO 4217
sent_to_acquirer string(255)  “"true" or "false"
dynamic_descriptor params  section Optional, returned only if dynamic desc params are submitted on the API. Note here that the formatted dyn desc params are returned - as they would be submitted to the

- - schemes for settlement.
ARGENCARD

@ Argencard is a debit or credit card used in Argentina. It allows online shoppers to pay offline for their online purchases at over 150,000 physical outlets.

€@ Warning: We do not recommend using IFrames. This causes the scheme’s pages not to render correctly and not complete the payment.

Request

curl https://username:3b7d0df3c935afddfo4dbf1a87256e934f4a567c@staging. gate. e- comprocessing.net/process/TERMINAL-TOKEN \
X POST \

-H "Content-Type: text/xml" \
g
<?xml version="1.8" encoding="UTF-8"7>
<payment_transaction>
<transaction_type>argencards/transaction type>
<transaction id>119643250547501c79d8295</transaction id>
<usage>40208 concert tickets</usage>
<remote_ip>245.253.2.12</remote_ip>
<return success url>http://www.exanple.con/success</return success url>
<return failure url>http://ww.exanple.con/failure</return failure url>
<amount>100</amount>
<currency>USD</currency>
<consumer_reference=barney_rumble</consuner_reference>
<national id>8812128812</national id>
<birth date>30-12-1992</birth date>
<customer_email>barney@example.com</customer email>
<billing address>
<first_name>Barney</first_name>
<last_name>Rubble</last name>
<address1>14, Nerazdelni str</addressl>
<zip_code>1407</zip_code>
<city>Buenos Aires</city>
<neighborhood>Recoletas</neighborhood>
<country>AR</country>
</billing address>
<risk_params>
<user_id>123456</user_id>
</risk_params>

</payment_transaction>"'
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L

Request Parameters

Country

AR

Supported countries:

Successful Response

Response

Parameter Required Format Description
transaction_type required string(255) The transaction type: argencard
transaction_id required string(255) Unique transaction id defined by merchant
usage optional string(255) Description of the transaction for later use.
remote_ip required*  IPv4 or IPv6 address IPv4 or IPv6 address of customer
return_success_url required url URL where customer is sent to after successful payment
return_failure_url required url URL where customer is sent to after unsuccessful payment
amount required integer > 0 Amount of transaction in minor currency unit, see Currency and Amount Handling for details
currency required string(3) Currency code in ISO 4217
consumer_reference required string(20) Consumer reference is a unique consumer identifier
national_id required string(20) National Identifier number of the customer
birth_date optional dd-mm-yyyy Required for Visa only when MCC is a Financial Services one (e.g. MCC 6012)
customer_email required e-mail address Must contain valid e-mail of customer
billing_address required See Required vs Optional APl params for details
first_name required*  string(255) Customer first name
last_name required*  string(255) Customer last name
addressl required*  string(255) Primary address
address2 required*  string(255) Secondary address
zip_code required*  string ZIP code
city required*  string(255) City
neighborhood required*  string(255) Neighborhood
state required*  string(2) State code in ISO 3166-2, required for USA and Canada
country required string(2) Country code in ISO 3166
shipping_address  optional
first_name optional string(255) Customer first name
last_name optional string(255) Customer last name
address1 optional string(255) Primary address
address2 optional string(255) Secondary address
zip_code optional string ZIP code
city optional string(255) City
neighborhood optional string(255) Neighborhood
state optional string(2) State code in ISO 3166-2, required for USA and Canada
country optional string(2) Country code in I1SO 3166
[required* = conditionally required]

<payment_response>

<amount>100</amount>

</payment_response>

<?xml version="1.0" encoding="UTF-8"7>

<status>pending_async</status>
<transaction_id>119643250547501c79d8295</transaction_id>
<unique_id>44177a21403427eb96664a6d7e5d5d48</unique_id>
<redirect url>https://staging.gate.e-comprocessing.net/redirect/to_acquirer/649e1ff35c61</redirect url>

<descriptor>Descriptor one</descriptor>

<currency>UsD</currency>

<transaction type>argencard</transaction type>

<technical_message>Transaction successfull</technical message>
<message>Transaction successful!</message>
<timestamp>2025-07-01T15:26:44Z</timestanp>

<sent_to_acquirer>true</sent to acquirer>

Successful Response Parameters

Parameter Type Description
transaction_type string(255)  The transaction type
status string(255)  Status of the transaction, see states
transaction_id string(255)  Unique transaction id defined by merchant
unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
redirect_url url URL where user has to be redirected to complete payment process. It is available for asynchronous mode
technical_message string(255) Technical error message (for internal use only, not to be displayed to users).
message string(255) Human readable error message which can be displayed to users.
mode string(4) Mode of the transaction’s terminal, can be test or live
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timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
descriptor string(255)  Static descriptor MID info as configured on the gateway

amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details

currency string(255) Currency code in I1SO 4217

sent_to_acquirer string(255)  "true" or "false"

Error Response

Response

<7xml version="1.0" encoding="UTF-8"7>

<payment_response>

<status>error</status>

<code>110</code>

<message-Something went wrong, please

<amount>100</amount>

<currency>USD</currency>

</payment_response>

<transaction_type>argencard</transaction type>

<transaction_id>119643250547501c79d8295</transaction_id>
<unique_id>44177a21403427eb96664a6d7e5d5d48</unique_id>

contact support!</message>

<timestamp>2625-67-01T15:26:44Z</timestamp>
<descriptor>Descriptor one</descriptor>

<sent_to_acquirer>true</sent_to_acquirer>

Error Response Parameters

Parameter Type

transaction_type string(255)  The transaction type

status string(255)  Status of the transaction, see states

transaction_id string(255)  Unique transaction id defined by merchant

unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
code integer Error code according to Error code table

technical_message string(255) Technical error message (for internal use only, not to be displayed to users).

message string(255) Human readable error message which can be displayed to users.

mode string(4) Mode of the transaction’s terminal, can be test or live

timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
descriptor string(255)  Static descriptor MID info as configured on the gateway

amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details
currency string(255)  Currency code in ISO 4217
sent_to_acquirer string(255)  "true" or "false"

AURA

€@ Aurais a local Brazilian credit card.

@ Warning: We do not recommend using IFrames. This causes the scheme’s pages not to render correctly and not complete the payment.

Request

X POST \
-H "Content-Type
-d

text/xml" \

<?xml version="1.0" encoding="UTF-8"?>
<payment_transaction>

<usage>40208 concert tickets</usage>
<remote_ip>245.253.2.12</remote_ip>

<amount>100</amount>

<currency>USD</currency>

<national id>8812128812</national id>
<birth date>39-12-1992</birth date>

<billing address>
<first name>Barney</first name>
<last_name>Rubble</last name>
<address1>14, Nerazdelni str</addressl>
<zip_code>1407</zip_code>

<city>Salvador</city>

<country>BR</country>
</billing_address>
<risk_params>
<user_id>123456</user_id>
</risk_params>

</payment_transaction>'

curl https://username:3b7d0df3c935afdd fo4dbf1a87256e934f4a567c@staging. gate . e-comprocessing.net/process/TERMINAL-TOKEN \

<transaction type>aura</transaction types
<transaction_id>119643250547501c79d8295</transaction_id>

<return_success_url>http://wiw.example.com/success</return_success url>

<return_failure url>http://www.example.con/failure</return_failure url>
<consumer_referencebarney_rumble</consumer_reference>

<customer_email>barney@example.con</custoner email>

<neighborhood>Historic Center of Salvador</neighborhood>

Request Parameters

Parameter Required Format Description
transaction_type required string(255) The transaction type: aura
transaction_id required string(255) Unique transaction id defined by merchant
usage optional string(255) Description of the transaction for later use.
remote_ip required*  IPv4 or IPv6 address IPv4 or IPv6 address of customer
return_success_url required url URL where customer is sent to after successful payment
return_failure_url required url

URL where customer is sent to after unsuccessful payment
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amount required integer > 0 Amount of transaction in minor currency unit, see Currency and Amount Handling for details

currency required string(3) Currency code in ISO 4217
consumer_reference required string(20) Consumer reference is a unique consumer identifier
national_id required string(20) National Identifier number of the customer
birth_date optional dd-mm-yyyy Required for Visa only when MCC is a Financial Services one (e.g. MCC 6012)
customer_email required e-mail address Must contain valid e-mail of customer
billing_address required See Required vs Optional APl params for details
first_name required*  string(255) Customer first name
last_name required* string(255) Customer last name
address1 required*  string(255) Primary address
address2 required*  string(255) Secondary address
zip_code required*  string ZIP code
city required*  string(255) City
neighborhood required*  string(255) Neighborhood
state required*  string(2) State code in I1SO 3166-2, required for USA and Canada
country required string(2) Country code in ISO 3166

shipping_address  optional

first_name optional string(255) Customer first name

last_name optional string(255) Customer last name

addressl optional string(255) Primary address

address2 optional string(255) Secondary address

zip_code optional string ZIP code

city optional string(255) City

neighborhood optional string(255) Neighborhood

state optional string(2) State code in ISO 3166-2, required for USA and Canada
country optional string(2) Country code in ISO 3166

[required* = conditionally required]

Supported countries:

Country

BR

Successful Response

Response

<?xml version="1.0" encoding="UTF-8"?>
<payment_response>

<transaction_type>aura</transaction type>

<status>pending async</status>

<transaction id>119643250547501c79d8295</transaction id>

<unique i1d>44177a21403427eb96664a6d7e5d5d48</unique id>

<redirect url>https://staging.gate.e-comprocessing.net/redirect/to acquirer/649elff35c6l</redirect url>

<technical_message>Transaction successful!</technical message>

<message>Transaction successful!</message>

<timestamp>2025-07-01T15:26:44Z</tinestanp>

<descriptor=Descriptor one</descriptor>

<amount>100</amount>

<currency>USD</currency>

<sent_to_acquirer>true</sent_to_acquirers

</payment_response>

ul p Par: ers

Parameter Type Description

transaction_type string(255) The transaction type

status string(255)  Status of the transaction, see states

transaction_id string(255)  Unique transaction id defined by merchant

unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
redirect_url url URL where user has to be redirected to complete payment process. It is available for asynchronous mode

technical_message string(255) Technical error message (for internal use only, not to be displayed to users).

message string(255) Human readable error message which can be displayed to users.

mode string(4) Mode of the transaction’s terminal, can be test or live

timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
descriptor string(255)  Static descriptor MID info as configured on the gateway

amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details

currency string(255) Currency code in I1SO 4217

sent_to_acquirer string(255)  "true" or "false"

Error Response

Response

<7xml version="1.0" encoding="UTF-8"7>
<payment_response>

<transaction_type>aura</transaction_type>
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<status>error</status>
<transaction_id>119643250547501c79d8295</transaction id>
<unique_id>44177a21403427eb96664a6d7e5d5d48</unique_id>
<code>110</code>
<nessage>Something went wrong, please contact support!</message>
<timestamp>2025-07-01T15:26:44Z</timestamp>
<descriptor>Descriptor one</descriptor>
<amount>100</amount>
<currency>USD</currency>
<sent_to_acquirer>true</sent to_acquirers
</payment_response>

Error Response Parameters

Parameter Type Description
transaction_type string(255) The transaction type
status string(255)  Status of the transaction, see states
transaction_id string(255)  Unique transaction id defined by merchant
unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
code integer Error code according to Error code table

technical_message string(255)

Technical error message (for internal use only, not to be displayed to users).

message string(255) Human readable error message which can be displayed to users.

mode string(4) Mode of the transaction’s terminal, can be test or live

timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
descriptor string(255)  Static descriptor MID info as configured on the gateway

amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details

currency string(255) Currency code in I1SO 4217

sent_to_acquirer string(255)  "true" or "false"

BANCONTACT

€@ Bancontact is a local Belgian debit card scheme. All Belgian debit cards are co-branded Bancontact and Maestro.

Transaction flow for a consumer is identical to a Maestro payment.

€@ Warning: We do not recommend using IFrames. This causes the scheme’s pages not to render correctly and not complete the payment.

Request

curl https://username:3b7d0df3c935afddfo4dbf1a87256e934f4a567c@staging. gate..e-comprocessing.net/process/TERMINAL-TOKEN \
-X POST \

-H "Content-Type: text/xnl" \
d

<?xml version="1.0" encoding="UTF-8"?>

<payment_transaction>
<transaction_type>bcmc</transaction_ types
<transaction_id>119643250547501c79d8295</transaction_id>
<usage=40208 concert tickets</usage>
<remote_ip>245.253.2.12</remote_ip>
<return_success_url>http://ww.example.com/success</return_success_url>

<return_failure url>http://waw.example.con/failure</return_failure url>
<amount>106</amount>

<currency>EUR</currency>
<billing address>
<first name>Travis</first name>
<last_name>Pastrana</last_name>
<addressl>Muster Str. 12</addressl>
<zip_code>12114</zip_code>
<city>Brussels</city>
<neighborhood>City Centers/neighborhood>
<country>BE</country>
</billing address>
</payment_transactions'

Request

curl https://username:3b7dedf3c935afddfeddbflag7256e934f4a567c@staging . gate. e-comprocessing. net/process/TERMINAL -TOKEN
X POST \

-H "Content-Type: text/xml" \
a4
<?xml version="1.0" encoding="UTF-8"?>
<payment_transaction>
<transaction_type>ppro</transaction type>
<payment_typesbcmc</payment_type>
<transaction id>119643250547501c79d8295</transaction id>
<usage=40208 concert tickets</usage
<remote_ip>245.253.2.12</remote_ip>
<return_success_url>http://uw.exanple.con/success</return success url>
<return_failure url>http://wwi.exanple.con/failure</return failure url>
<amount>100</amount>
<currency>EUR</currency>
<billing address>
<first_name>Travis</first_name>
<last_name>Pastrana</last_name>
<addressl>Muster Str. 12</addressl>
<zip_code>12114</zip_code>
<city>Brussels</city>
<neighborhood>City Centers/neighborhood>
<country>BE</country>
</billing_address>
</payment_transactions'

Request Parameters

Parameter Required Format
transaction_type required string(255) ppro or bcmc. Contact tech support at tech-support@e-comprocessing.com for more details.
payment_type required*  bcmc Bancontact Mr. Cash. Contact tech support for more details
transaction_id required string(255) Unique transaction id defined by merchant
usage optional string(255)

Description of the transaction for later use.
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remote_ip required

IPv4 or IPv6 address  IPv4 or IPv6 address of customer

return_success_url required url URL where customer is sent to after successful payment
return_failure_url required url URL where customer is sent to after unsuccessful payment
amount required integer > 0 Amount of transaction in minor currency unit, see Currency and Amount Handling for details
currency required string(3) Currency code in I1SO 4217
billing_address required See Required vs Optional APl params for details
first_name required*  string(255) Customer first name
last_name required*  string(255) Customer last name
address1 required*  string(255) Primary address
address2 required*  string(255) Secondary address
zip_code required*  string ZIP code
city required*  string(255) City
neighborhood required*  string(255) Neighborhood
state required*  string(2) State code in ISO 3166-2, required for USA and Canada
country required string(2) Country code in ISO 3166
shipping_address optional
first_name optional string(255) Customer first name
last_name optional string(255) Customer last name
addressl optional string(255) Primary address
address2 optional string(255) Secondary address
zip_code optional string ZIP code
city optional string(255) City
neighborhood optional string(255) Neighborhood
state optional string(2) State code in ISO 3166-2, required for USA and Canada
country optional string(2) Country code in ISO 3166
[required* = conditionally required]
Supported currencies and countries:
Currency code Country code
EUR BE
Successful Response
Response
<?xml version="1.0" encoding="UTF-8"?>
<payment_response>
<transaction_type>bcmc</transaction_type>

<status>pending_async</status>

<mode>1ive</mode>

<amount>100</amount>

<currency>EUR</currency>

</payment_response>

<unique id>44177a21403427eb96664a6d7e5d5d48</unique id>
<transaction_id>119643250547501c79d8295</t ransaction_id>
<technical_message>Transaction successfull</technical _message>
<message>Transaction successful!</message>

<redirect url>https://staging.gate.e-comprocessing.net/redirect/to_acquirer/649e1ff35c61</redirect url>

<timestamp>2025-07-01T15:26:442</timestanp>
<descriptor=Descriptor one</descriptor>

<sent_to_acquirer>true</sent to acquirer>

Successful Response

Response

<payment_response>

<status>pending_async</status>

<mode>live</mode>

<amount>100</amount>

<currency>EUR</currency>

</payment_response>

<?xml version="1.0" encoding="UTF-8"?>

<transaction_type>ppro</transaction_type>

<unique id>44177a21403427eb96664a6d7e5d5d48</unique id>
<transaction id>119643250547501c79d8295</transaction id>
<technical_message>Transaction successful!</technical message>
<message-Transaction successful!</message>

<redirect_url>https://staging.gate.e-comprocessing.net/redirect/to_acquirer/649e1ff35¢61</redirect url>

<timestamp>2025-07-01T15:26:442</timestanp>
<descriptor>Descriptor one</descriptors>

<sent_to acquirer>true</sent to acquirer>

Successful Response Parameters

Parameter Type

Description

transaction_type string(255)

The transaction type

status string(255)

Status of the transaction, see states

unique_id string(32)

Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)

transaction_id string(255)

Unique transaction id defined by merchant

redirect_url url URL where user has to be redirected to complete payment process. It is available for asynchronous mode
mode string(4) Mode of the transaction’s terminal, can be test or live
timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
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descriptor string(255)  Static descriptor MID info as configured on the gateway
amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details
currency string(255)  Currency code in ISO 4217

sent_to_acquirer string(255) "true" or "false"

Error Response

Response

<7xml version="1.0" encoding="UTF-8"?>
<payment_response>
<transaction_type>bcme</transaction_type>
<status>error</status>
<unique id>44177a21403427eb96664a6d7e5d5d48</unique id>
<transaction id>119643250547501c79d8295</transaction id>
<code>110</code>
<message>Something went wrong, please contact support!</message>
<timestamp>2025-07-01T15:26:442</timestanp>
<descriptor=Descriptor one</descriptor>
<amount>100</amount>
<currency>EUR</currency>
<sent_to_acquirer>false</sent_to_acquirer>

</payment_response>

Error Response

Response

<?xml version="1.0" encoding="UTF-8"?>

<payment_response>
<transaction_type>ppro</transaction_type>
<status>error</status>
<unique_id>44177a21403427eb96664a6d7e5d5d48</unique_id>
<transaction_id>119643250547501c79d8295</transaction id>
<code>110</code>
<payment_response>technical_message</payment_response>
<nessage>Something went wrong, please contact support!</message>
<timestamp>2025-07-01T15:26:44Z</timestamp>
<descriptor>Descriptor one</descriptor>
<amount>100</amount>
<currency>EUR</currency>
<sent_to_acquirer>false</sent_to_acquirer>

</payment_response>

Error Response Parameters

Parameter Type Description

transaction_type string(255) The transaction type

status string(255)  Status of the transaction, see states
unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
transaction_id string(255)  Unique transaction id defined by merchant

code integer Error code according to Error code table

technical_message string(255) Technical error message (for internal use only, not to be displayed to users).

string(255) Human readable error message which can be displayed to users.

message
mode string(4) Mode of the transaction’s terminal, can be test or live

timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
descriptor string(255)  Static descriptor MID info as configured on the gateway

amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details

currency string(255)  Currency code in ISO 4217

sent_to_acquirer string(255)  "true" or "false"

CABAL

€@ Cabalis a local debit/credit card brand in Argentina which can be used for online purchases.
€@ Warning: We do not recommend using IFrames. This causes the scheme’s pages not to render correctly and not complete the payment.

Request

curl https://username:3b7d0df3c935afddfo4dbf1a87256e934f4a567c@staging. gate .e-comprocessing.net/process/TERMINAL-TOKEN \

X POST \
-H "Content-Type: text/xml" \
d
<?xml version="1.0" encoding="UTF-8"?>
<payment_transaction>
<transaction_type>cabal</transaction_type>
<transaction_id>119643250547501c79d8295</transaction_id>
<usage>40208 concert tickets</usage>
<remote ip>245.253.2.12</remote _ip>
<return_success_url>http://wiw.example.com/success</return_success_url>
<return_failure url>http://www.exanple.con/failure</return failure url>
<amount>100</amount>
<currency>UsD</currency>
<consumer_reference>braney_rubble</consumer_reference>
<national_id>8812128812</national id>
<customer_email>travis@example. com</customer_email>
<customer_phone>+1987987987987</customer_phone>
<billing_address>
<first_name>Travis</first_name>
<last_name>Pastrana</last_name>
<addressl>Muster Str. 12</addressl>
<zip_code>10178</zip_code>
<city>Los Angeles</city>
<neighborhood>Hol Lywood</neighborhood>
<state>CA</state>
<country>US</country>
</billing address>
</payment_transactions'

Request Parameters
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Parameter Required Format Description

transaction_type required string(255) The transaction type: cabal
transaction_id required string(255) Unique transaction id defined by merchant
usage optional string(255) Description of the transaction for later use.
remote_ip required*  IPv4 or IPv6 address IPv4 or IPv6 address of customer
return_success_url required url URL where customer is sent to after successful payment
return_failure_url required url URL where customer is sent to after unsuccessful payment
amount required integer > 0 Amount of transaction in minor currency unit, see Currency and Amount Handling for details
currency required string(3) Currency code in ISO 4217
consumer_reference required string(20) Consumer reference is a unique consumer identifier
national_id required string(20) National Identifier number of the customer
birth_date optional dd-mm-yyyy Required for Visa only when MCC is a Financial Services one (e.g. MCC 6012)
customer_email required e-mail address Must contain valid e-mail of customer
billing_address required See Required vs Optional APl params for details
first_name required* string(255) Customer first name
last_name required* string(255) Customer last name
addressl required*  string(255) Primary address
address2 required*  string(255) Secondary address
zip_code required*  string ZIP code
city required*  string(255) City
neighborhood required*  string(255) Neighborhood
state required*  string(2) State code in I1SO 3166-2, required for USA and Canada
country required string(2) Country code in ISO 3166

shipping_address  optional

first_name optional string(255) Customer first name

last_name optional string(255) Customer last name

address1 optional string(255) Primary address

address2 optional string(255) Secondary address

zip_code optional string ZIP code

city optional string(255) City

neighborhood optional string(255) Neighborhood

state optional string(2) State code in I1SO 3166-2, required for USA and Canada
country optional string(2) Country code in ISO 3166

[required* = conditionally required]

Supported countries

Country Name Country Code

Argentina AR

Successful Response

Response

<?xml version="1.0" encoding="UTF-8"?>
<payment_response>
<status>pending_async</status>
<unique id>44177a21403427eb96664a6d7e5d5d48</unique id>
<transaction_id>119643250547501c79d8295</transaction_id>
<redirect url>https://staging.gate.e-comprocessing.net/redirect/to_acquirer/649e1ff35c61d0</redirect url>
<mode>Live</mode>
<timestamp>2625-67-01T15:26:452</timestamp>
<descriptor>Descriptor one</descriptor>
<amount>100</amount>
<currency>USD</currency>
<sent_to_acquirer>true</sent_to_acquirer>

</payment_response>

ful Resp Par: S

Parameter Type Description
status string(255)  Status of the transaction, see states
unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
transaction_id string(255)  Unique transaction id defined by merchant
redirect_url url URL where user has to be redirected to complete payment process. It is available for asynchronous mode
mode string(4) Mode of the transaction’s terminal, can be test or live
timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
descriptor string(255)  Static descriptor MID info as configured on the gateway
amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details
currency string(255)  Currency code in I1SO 4217
sent_to_acquirer string(255) “true" or "false"

Error Response
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Response

<?xnl version="1.0" encoding="UTF-8"7>
<payment_response>
<status>error</status>
<unique id>44177a21403427eb96664a6d7e5d5d48</unique_id>
<transaction_id>119643250547501c79d8295</transaction_id>
<code>110</code>
<message>Something went wrong, please contact support!</message>
<node>1ive</mode>
<timestamp>2625-67-01T15:26:452</timestamp>
<descriptor>Descriptor one</descriptor>
<amount>100</amount>
<currency>USD</currency>
<sent_to_acquirer>false</sent_to_acquirer>
</payment_response>

Error Response Parameters

Parameter Type Description
status string(255)  Status of the transaction, see states
unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
transaction_id string(255)  Unique transaction id defined by merchant
code integer Error code according to Error code table

technical_message string(255) Technical error message (for internal use only, not to be displayed to users).

message string(255) Human readable error message which can be displayed to users.
mode string(4) Mode of the transaction’s terminal, can be test or live
timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
descriptor string(255)  Static descriptor MID info as configured on the gateway
amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details
currency string(255)  Currency code in I1SO 4217
sent_to_acquirer string(255)  "true" or "false"
CENCOSUD

@ Cencosud is a local credit card in Argentina

€@ Warning: We do not recommend using IFrames. This causes the scheme’s pages not to render correctly and not complete the payment.

Request

curl https://username:3b7d0df3c935afddf04dbf1a87256e93474a567c@staging. gate . e-comprocessing. net/process/TERMINAL -TOKEN \
X POST \
-H "Content-Type: text/xml" \
d
<?xml version="1.0" encoding="UTF-8"?>
<payment_transaction>
<transaction_type>cencosud</transaction type>
<transaction id>119643250547501c79d8295</transaction_id>
<usage>40208 concert tickets</usage>
<remote_ip>245.253.2.12</remote_ip>
<return_success_url>http://wwi.exanple.con/success</return success url>
<return_failure url>http://www.exanple.con/failure</return failure url>
<amount>100</amount>
<currency>UsD</currency>
<consumer_reference=barney_rumble</consuner_reference>
<national id>8812128812</national id>
<birth date>30-12-1992</birth date>
<customer_email>barney@example. com</custoner_email>
<billing address>
<first name>Barney</first name>
<last_name>Rubble</last_name>
<address1>14, Nerazdelni str</addressl>
<zip_code>1407</zip_code>
<city>Buenos Aires</city>
<neighborhood>Recoletas</neighborhoods>
<country>AR</country>
</billing address>
<risk_params>
<user_id>123456</user_id>
</risk params>

</payment_transaction>"'

Request Parameters

Parameter Required Format Description
transaction_type required string(255) The transaction type: cencosud
transaction_id required string(255) Unique transaction id defined by merchant
usage optional string(255) Description of the transaction for later use.
remote_ip required*  IPv4 or IPv6 address IPv4 or IPv6 address of customer
return_success_url required url URL where customer is sent to after successful payment
return_failure_url required url URL where customer is sent to after unsuccessful payment
amount required integer > 0 Amount of transaction in minor currency unit, see Currency and Amount Handling for details
currency required string(3) Currency code in ISO 4217
consumer_reference required string(20) Consumer reference is a unique consumer identifier
national_id required string(20) National Identifier number of the customer
birth_date optional dd-mm-yyyy Required for Visa only when MCC is a Financial Services one (e.g. MCC 6012)
customer_email required e-mail address Must contain valid e-mail of customer

billing_address required See Required vs Optional APl params for details
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first_name required*  string(255) Customer first name

last_name required*  string(255) Customer last name

addressl required*  string(255) Primary address

address2 required*  string(255) Secondary address

zip_code required*  string ZIP code

city required*  string(255) City

neighborhood required*  string(255) Neighborhood

state required* string(2) State code in I1SO 3166-2, required for USA and Canada
country required string(2) Country code in ISO 3166

shipping_address  optional

first_name optional string(255) Customer first name

last_name optional string(255) Customer last name

addressl optional string(255) Primary address

address2 optional string(255) Secondary address

zip_code optional string ZIP code

city optional string(255) City

neighborhood optional string(255) Neighborhood

state optional string(2) State code in ISO 3166-2, required for USA and Canada
country optional string(2) Country code in ISO 3166

[required* = conditionally required]

Supported countries:

Country

AR

Successful Response

Response

<?xml version="1.0" encoding="UTF-8"7>
<payment_response>
<transaction_type>cencosud</transaction_type>
<status>pending_async</status>
<transaction id>119643250547501c79d8295</transaction id>
<unique_id>44177a21463427eb96664a6d7e5d5d48</unique_id>
<redirect_url>https://staging.gate.e-comprocessing.net/redirect/to_acquirer/649e1ff35c61</redirect url>
<technical_message>Transaction successfull</technical message>
<message>Transaction successful!</message>
<timestamp>2025-07-01T15:26:45Z</timestanp>
<descriptor>Descriptor one</descriptor>
<amount>100</amount>
<currency>USD</currency>
<sent_to_acquirer>true</sent to_acquirer>

</payment_response>

Par: ers

Parameter Type Description

transaction_type string(255) The transaction type

status string(255)  Status of the transaction, see states

transaction_id string(255)  Unique transaction id defined by merchant

unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
redirect_url url URL where user has to be redirected to complete payment process. It is available for asynchronous mode

technical_message string(255) Technical error message (for internal use only, not to be displayed to users).

message string(255) Human readable error message which can be displayed to users.

mode string(4) Mode of the transaction’s terminal, can be test or live

timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
descriptor string(255)  Static descriptor MID info as configured on the gateway

amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details

currency string(255)  Currency code in ISO 4217

sent_to_acquirer string(255)  "true" or "false"

Error Response

Response

<?xml version="1.0" encoding="UTF-8"?>

<payment_response>
<transaction_type>cencosud</transaction_type>
<status>error</status>
<transaction_id>119643250547501c79d8295</transaction id>
<unique id>44177a21403427eb96664a6d7e5d5d48</unique id>
<code>110</code>
<message>Something went wrong, please contact support!</message>
<timestamp>2025-07-01T15:26:45Z</timestamp>
<descriptor>Descriptor one</descriptor>
<amount>100</amount>
<currency>USD</currency>
<sent_to_acquirer>true</sent to_acquirer>

</payment_response>

Error Response Parameters
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Parameter Type Description

transaction_type string(255) The transaction type

status string(255)  Status of the transaction, see states

transaction_id string(255)  Unique transaction id defined by merchant

unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
code integer Error code according to Error code table

technical_message string(255) Technical error message (for internal use only, not to be displayed to users).

message string(255) Human readable error message which can be displayed to users.

mode string(4) Mode of the transaction’s terminal, can be test or live

timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
descriptor string(255)  Static descriptor MID info as configured on the gateway

amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details

currency string(255) Currency code in ISO 4217

sent_to_acquirer string(255)  "true" or "false"

CREDIT (CFT)
Credits (also known as Credit Fund Transfer a.k.a. CFT) can be done with an initial reference transaction.

This transaction type allows you to transfer funds to a previously charged card. The amount can be higher than the charged reference. Credits can only be done on former sale, sale3d, init recurring sale, init recurring sale3d,
recurring sale or capture transaction. Therefore, the reference_id for the corresponding transaction is mandatory.

Both Visa and Mastercard/Maestro credits are authorized real-time.

Note that for exceptional cases with some countries Visa OCTS will not be authorized through the schemes but batched for offline settlement on the same day. This means that the authorization code and issuer response code
will not be available only for them.

Note that VISA OCT transactions with Australian or Canadian card bins will require the merchant zip code to be set, either through the dynamic descriptor parameter or through the merchant configuration.

€@ This transaction type supports Account Name Inquiry attributes.

Request

curl https://username: 3b7d0df3c935afddfoadbf1a87256e93474as567c@staging. gate. e-comprocessing. net/process/ TERMINAL-TOKEN \

X POST \

-H "Content-Type: text/xml" \

-d

<?xml version="1.0" encoding="UTF-8"?>

<payment_transaction>
<transaction_type>credit</transaction_type>
<transaction_id>119643250547501c7908295</transaction_id>
<usage>40208 concert ticket

sage>
<reference_id>43672</reference_id>
<amount>100</amount>
<account_owner>
<first_name>Travis</first_name>
<middle_name>Joe</middle_name>
<last_name>Pastrana</last_name>
</account_owner>

</payment_transactions'

Request Parameters

Parameter Required Format Description
transaction_type required string(255) The transaction type: credit
transaction_id required string(255) Unique transaction id defined by merchant
usage optional string(255) Description of the transaction for later use.

Signifies whether a crypto-currency transaction is performed. Must be populated when indicating crypto for VISA and MCC 6051. This is only applied to VISA OCT

crypto optional "true” transactions. Contact Tech Support for more details.

When performing crypto currency transaction with a VISA card there is an option to specify the digital asset type for detailed identification of the current crypto
digital_asset_type optional "string(255)" currency transaction. The allowed values are (Default crypto flag), (Central Bank Digital Currency or tokenized deposits), (Stablecoin (Fiat-
- - backed)) , (Blockchain ve token/coin) or (Non-fungible token). If the digital asset type is provided in the request, there is no need to
send the crypto-currency flag as well. Contact tech-support@e-comprocessing.com for more details

reference_id required string(32) Unique id returned by corresponding transaction
amount required integer > 0 Amount of transaction in minor currency unit, see Currency and Amount Handling for details
source_of_funds optional string Specify the source of funds with one of [other_debit_account), (other_credit_account).
purpose_of_payment required*  string (12) Purpose of Payment code, required for Visa OCTs with recipients in Argentina, Bangladesh, Egypt, India, Chile and Colombia.
customer_identification required* See Customer Identification Parameters for more details.

owner required*  string(255) The owner of the document ID

type required*  string(255) The type of the document ID

subtype required*  string(255) The subtype of the document ID

document_id required*  string(255) Document ID value.

issuing_country required*  string(2) The issuing country of the document ID
account_owner optional Account owner parameters related to account owner inquiry requests

first_name optional string(35) Account owner first name

middle_name optional string(35) Account owner middle name

last_name optional string(35) Account owner last name

[required* = conditionally required]

Successful Response

Response

<7xml version="1.0" encod
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<payment_response>
<transaction type>credit</transaction type>

<status>approved</status>

<transaction_id>119643250547501c79d8295</transaction id>
<unique_id>44177a21403427eb96664a6d7e5d5d48</unique_id>
<authorization_code>345678</authorization_code>
<retrieval reference number>016813015184</retrieval reference number>
<response_code>00</response_code>
<timestamp>2025-07-01T15:26:452</timestamp>
<descriptor>Descriptor one</descriptor>
<amount>100</amount>
<currency>USD</currency>
<scheme_response_code>00</scheme_response_code>
<account_owner>
<first_name>Travis</first_name>
<niddle_name>Joe</middle_name>
<last_name>Pastrana</last_name>
</account_owner>

</payment_response>

ful Resp Par: ers
Parameter Type Description
transaction_type string(255) The transaction type
status string(255)  Status of the transaction, see states
transaction_id string(255)  Unique transaction id defined by merchant
unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
crypto 'true’ Signifies whether a crypto-currency transaction is performed. Contact tech support for more details.
digital_asset_type string(255) The crypto-currency digital asset type used to process a transaction. Contact tech support for more details.
authorization_code string(6) Generated by the card network when an authorisation has occurred, used to identify that auth. Consists of 6 alphanumeric chars

retrieval_reference_number string(255) A reference number used for tracking all messages related to a given cardholder transaction returned by some acquirers.

response_code string(2) Defines the result of a transaction with the acquirer, the status of a message or some action taken or required. Contact tech-support@emerchantpay.com for more details.
mode string(4) Mode of the transaction’s terminal, can be test or live

timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z

descriptor string(255)  Static descriptor MID info as configured on the gateway

amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details

currency string(255)  Currency code in ISO 4217

scheme_response_code string(2) The response code returned from the schemes. See Scheme response codes for details.

recurring_advice_code string(2) Additional response code returned from the schemes. See Recurring advice details

recurring_advice_text string(255) The text representation of the recurring advice code.

Error Response

Response

<?xml version="1.0" encoding="UTF-8"?>

<payment_response>
<transaction_type>credit</transaction_type>
<status>error</status>
<node>Live</mode>
<transaction id>119643250547501c79d8295</transaction id>
<unique_id>44177a21403427eb96664a6d7e5d5d48</unique_id>
<response_code>57</response_code>
<code>410</code>
<technical message>No approved reference transaction found</technical message>
<message>No approved reference transaction found</message>
<timestamp>2625-67-01T15:26:452</timestamp>
<descriptor>Descriptor one</descriptor>

<amount>10

/amount>
<currency>UsD</currency>

</payment_response>

Error Response Parameters

Parameter Type Description

transaction_type string(255) The transaction type

status string(255)  Status of the transaction, see states

transaction_id string(255)  Unique transaction id defined by merchant

unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
code integer Error code according to Error code table

technical_message string(255) Technical error message (for internal use only, not to be displayed to users).

message string(255) Human readable error message which can be displayed to users.

mode string(4) Mode of the transaction’s terminal, can be test or live

timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
descriptor string(255)  Static descriptor MID info as configured on the gateway

amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details

currency string(255)  Currency code in I1SO 4217

VISA PURPOSE OF PAYMENT CODES.

€@ Warning: If the provided Purpose of Payment code is not the right one, it might lead to declines from Visa in countries such as India, Bangladesh, Argentina, Chile, Colombia or Egypt.

Code Description

ISINTE Interest

ISINTX Income tax
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ISINVS

Investment

ISLBRI Labor insurance

ISLICF License fee

ISLIFI Life insurance

ISLOAN  Loan

ISMDCS  Medical services

ISMP2B  Mobile P2B payment

ISMP2P Mobile P2P payment

ISMTUP  Mobile top up

ISNOWS  Not otherwise specified

ISOTHR  Other

ISOTLC  Transaction is related to a payment of other telecom related bill
ISPAYR Payroll

ISPEFC Contribution to pension fund

ISPENS Pension payment

ISPHON  Payment of telephone bill

ISPPTI Property insurance

ISRELG  Transaction is for general rental/lease
ISRENT  The payment of rent

ISRLWY  Payment for railway transport related business
ISROYA  Royalties

ISSALA Salary payment

ISSAVG ~ Payment to savings/retirement account
ISSECU  Securities

ISSSBE Social security benefit

ISSTDY Study

ISSUBS  Subscription

ISSUPP Supplier payment

ISTAXR  Refund of a tax payment or obligation
ISTAXS ~ Tax payment

ISTBIL Transaction is related to a payment of telecommunications related bill
ISTRAD  Trade services operation

ISTREA  Treasury payment

ISTRPT Payment for travel

ISUBIL Utility bill payment

ISVATX  Value added tax payment

ISWHLD  With holding

ISWTER  Payment of water bill

SUPPORTED MERCHANT CATEGORY CODES (MCC)

€@ The following list applies to credit transactions.

Code Description

4829  Wires, Money Orders

5816 Digital Goods—Games

6012  Financial Institutions

6050 Quasi Cash - Customer Financial Institution

6051 Non-Fl, Money Orders

6211  Security Brokers/Dealers

6532  Payment Transaction - Customer Financial Institution

6533  Payment Transaction - Merchant

7995  Betting/Casino Gambling

8931  Accounting/Bookkeeping Services

9211  Court Costs, Including Alimony and Child Support - Courts of Law

9399 Government Services (Not Elsewhere Classified)

9402  Postal Services - Government Only

9405 U.S. Federal Government Agencies or Departments
ELO

e Elo

is a local Brazilian payment card.




€@ Warning: We do not recommend using IFrames. This causes the scheme’s pages not to render correctly and not complete the payment.

Request

X POST \
-H "Content-Type: text/xml" \
d
<?xml version="1.0" encoding="UTF-8"?>
<payment_transaction>
<transaction_typeselo</transaction_type>
<transaction_id>119643250547501c79d8295</transaction_id>
<usage>40208 concert tickets</usage>
<remote_ip>245.253.2.12</remote_ip>

<amount>100</amount>
<currency>USD</currency>
<consumer_reference>barney_rumble</consumer_reference>
<national id>8812128812</national id>
<birth_date>30-12-1992</birth date>
<customer_email>barney@example. com</customer_email>
<billing_address>
<first_name>Barney</first name>
<last_name>Rubble</last _name>
<address1>14, Nerazdelni str</addressl>
<zip_code>1407</zip_code>
<city>Salvador</city>
<neighborhood>Historic Center of Salvador</neighborhood>
<country>BR</country>
</billing_address>
<risk_params>
<user_id>123456</user_id>
</risk_params>

</payment_transaction>"'

curl https://username:3b7d0df3c935afddfo4dbF1a87256e934F4a567cestaging. gate . e-comprocessing. net/process/TERMINAL-TOKEN \

<return_success_url>http://wiw.example.con/success</return_success_url>

<return_failure url>http://www.example.con/failure</return_failure url>

Request Parameters

Parameter Required Format Description
transaction_type required string(255) The transaction type: elo
transaction_id required string(255) Unique transaction id defined by merchant
usage optional string(255) Description of the transaction for later use.

remote_ip

required*  IPv4 or IPv6 address

IPv4 or IPv6 address of customer

return_success_url required url

URL where customer is sent to after successful payment

return_failure_url required url

URL where customer is sent to after unsuccessful payment

amount required integer > 0 Amount of transaction in minor currency unit, see Currency and Amount Handling for details
currency required string(3) Currency code in ISO 4217

consumer_reference required string(20) Consumer reference is a unique consumer identifier

national_id required string(20) National Identifier number of the customer

birth_date optional dd-mm-yyyy Required for Visa only when MCC is a Financial Services one (e.g. MCC 6012)
customer_email required e-mail address Must contain valid e-mail of customer

billing_address required See Required vs Optional APl params for details

first_name required* string(255) Customer first name
last_name required*  string(255) Customer last name
address1 required*  string(255) Primary address
address2 required*  string(255) Secondary address
zip_code required*  string ZIP code

city required*  string(255) City

neighborhood required*  string(255)

Neighborhood

state required*  string(2)

State code in I1SO 3166-2, required for USA and Canada

country required string(2)

Country code in ISO 3166

shipping_address  optional

first_name optional string(255) Customer first name

last_name optional string(255) Customer last name

addressl optional string(255) Primary address

address2 optional string(255) Secondary address

zip_code optional string ZIP code

city optional string(255) City

neighborhood optional string(255) Neighborhood

state optional string(2) State code in ISO 3166-2, required for USA and Canada
country optional string(2) Country code in ISO 3166

[required* = conditionally required]

Supported countries:

Country

BR

Successful Response

Response

<?xml version="1.0" encoding="UTF-8"7>
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<payment_response>
<transaction_type>elo</transaction type>
<status>pending_async</status>
<transaction_id>119643250547501c79d8295</transaction_id>
<unique id>44177a21403427eb96664a6d7e5d5d48</unique_id>
<redirect_url>https://staging.gate.e-comprocessing.net/redirect/to_acquirer/649e1ff35c61</redirect url>
<technical_message>Transaction successfull</technical message>
<messagesTransaction successful!</message>
<timestamp>2025-07-01T15:26:45Z</timestamp>
<descriptor>Descriptor one</descriptor>
<amount>100</amount>
<currency>USD</currency>
<sent_to_acquirer>true</sent_to_acquirer>

</payment_response>

ul Par S

Parameter Type Description

transaction_type string(255) The transaction type

status string(255)  Status of the transaction, see states

transaction_id string(255)  Unique transaction id defined by merchant

unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
redirect_url url URL where user has to be redirected to complete payment process. It is available for asynchronous mode

technical_message string(255) Technical error message (for internal use only, not to be displayed to users).

message string(255) Human readable error message which can be displayed to users.

mode string(4) Mode of the transaction’s terminal, can be test or live

timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
descriptor string(255)  Static descriptor MID info as configured on the gateway

amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details

currency string(255) Currency code in I1SO 4217

sent_to_acquirer string(255)  “true" or "false"

Error Response

Response

<?xml version="1.0" encoding="UTF-8"7>
<payment_response>
<transaction_type>elo</transaction_type>
<status>error</status>
<transaction id>119643250547501c79d8295</transaction id>
<unique_id>44177a21463427eb96664a6d7e5d5d48</unique_id>
<code>110</code>
<message-Something went wrong, please contact support!</message>
<timestamp>2025-07-01T15:26:452</timestamp>
<descriptor>Descriptor one</descriptor>
<amount>100</amount>
<currency>USD</currency>
<sent_to_acquirer>true</sent to_acquirer>

</payment_response>

Error Response Parameters

Parameter Type Description

transaction_type string(255)  The transaction type

status string(255)  Status of the transaction, see states

transaction_id string(255)  Unique transaction id defined by merchant

unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
code integer Error code according to Error code table

technical_message string(255) Technical error message (for internal use only, not to be displayed to users).

message string(255) Human readable error message which can be displayed to users.
mode string(4) Mode of the transaction’s terminal, can be test or live
timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
descriptor string(255)  Static descriptor MID info as configured on the gateway
amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details
currency string(255)  Currency code in ISO 4217
sent_to_acquirer string(255)  “true" or “false"
NARANJA

€@ Naranja is a local credit card issued in Argentina which can be used for purchases over the internet.

€@ Warning: We do not recommend using IFrames. This causes the scheme’s pages not to render correctly and not complete the payment.

Request

curl https://username:3b7d0df3c935afddf04dbf1a87256e93474a567castaging. gate . e-comprocessing. net/process/TERMINAL -TOKEN \

X POST \

-H "Content-Type: text/xmL" \

d

<?xml version="1.0" encoding="UTF-8"?>

<payment_transaction>
<transaction_type>naranja</transaction type>
<transaction_id>119643250547501c7908295</ transaction_id>
<usage>40208 concert tickets</usage>
<remote ip>245.253.2.12</remote ip>
<return_success_url>http://ww.exanple.con/success</return_success_url>
<return_failure url>http://wwy.example. con/failure</return_failure url>

<amount>100</amount>



file:///home/jenkins/workspace/Genesis/Deploy/API_Docs/PROD/ecp/build/ecp/index.html#transaction-states
https://en.wikipedia.org/wiki/ISO_8601
file:///home/jenkins/workspace/Genesis/Deploy/API_Docs/PROD/ecp/build/ecp/index.html#currency-and-amount-handling
http://www.xe.com/iso4217.php
file:///home/jenkins/workspace/Genesis/Deploy/API_Docs/PROD/ecp/build/ecp/index.html#transaction-states
file:///home/jenkins/workspace/Genesis/Deploy/API_Docs/PROD/ecp/build/ecp/index.html#error-codes-tables
https://en.wikipedia.org/wiki/ISO_8601
file:///home/jenkins/workspace/Genesis/Deploy/API_Docs/PROD/ecp/build/ecp/index.html#currency-and-amount-handling
http://www.xe.com/iso4217.php

<currency>USD</currency>
<consumer_reference>barney_rumble</consuner_reference>
<national_id>8812128812</national id>
<birth date>30-12-1992</birth date>
<customer_email>barney@example.com</custoner _email>
<billing address>
<first_name>Barney</first name>
<last_name>Rubble</last _name>
<address1>14, Nerazdelni str</addressl>
<zip_code>1407</zip_code>
<city>Buenos Aires</city>
<country>AR</country>
</billing address>
<risk_params>
<user_id>123456</user _id>
</risk_params>

</payment_transaction>"'

Request Parameters

Parameter Required Format Description

transaction_type required string(255) The transaction type: naranja
transaction_id required string(255) Unique transaction id defined by merchant
usage optional string(255) Description of the transaction for later use.
remote_ip required*  IPv4 or IPv6 address IPv4 or IPv6 address of customer
return_success_url required url URL where customer is sent to after successful payment
return_failure_url required url URL where customer is sent to after unsuccessful payment
amount required integer > 0 Amount of transaction in minor currency unit, see Currency and Amount Handling for details
currency required string(3) Currency code in ISO 4217
consumer_reference required string(20) Consumer reference is a unique consumer identifier
national_id required string(20) National Identifier number of the customer
birth_date optional dd-mm-yyyy Required for Visa only when MCC is a Financial Services one (e.g. MCC 6012)
customer_email required e-mail address Must contain valid e-mail of customer
billing_address required See Required vs Optional API params for details

first_name required*  string(255) Customer first name

last_name required*  string(255) Customer last name

address1 required*  string(255) Primary address

address2 required*  string(255) Secondary address

zip_code required*  string ZIP code

city required*  string(255) City

neighborhood required*  string(255) Neighborhood

state required*  string(2) State code in I1SO 3166-2, required for USA and Canada

country required string(2) Country code in ISO 3166

shipping_address  optional

first_name optional string(255) Customer first name

last_name optional string(255) Customer last name

address1 optional string(255) Primary address

address2 optional string(255) Secondary address

zip_code optional string ZIP code

city optional string(255) City

state optional string(2) State code in ISO 3166-2, required for USA and Canada
country optional string(2) Country code in ISO 3166

[required* = conditionally required]

Supported countries:

Country

AR

Successful Response

Response

<7xml version="1.0" encoding="UTF-8"?>

<payment_response>
<transaction_type>naranja</transaction_type>
<status>pending_async</status>
<transaction 1d>119643250547501c79d8295</transaction id>
<unique id>44177a21403427eb96664a6d7e5d5d48</unique id>
<redirect url=https://staging.gate.e-comprocessing.net/redirect/to_acquirer/649e1ff35c61</redirect url>
<technical message>Transaction successful!</technical message>
<message-Transaction successful!</message>
<timestamp>2025-07-01T15:26:452</ timestamp>
<descriptor=Descriptor one</descriptor>
<amount>100</amount>
<currency>USD</currency>
<sent_to_acquirer>true</sent to_acquirers

</payment_response>

ul P Par: S

Parameter Type Description

transaction_type string(255) The transaction type
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status string(255)  Status of the transaction, see states

transaction_id string(255)  Unique transaction id defined by merchant
unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
redirect_url url URL where user has to be redirected to complete payment process. It is available for asynchronous mode

technical_message string(255) Technical error message (for internal use only, not to be displayed to users).

message string(255) Human readable error message which can be displayed to users.

mode string(4) Mode of the transaction’s terminal, can be test or live

timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
descriptor string(255)  Static descriptor MID info as configured on the gateway

amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details

currency string(255) Currency code in I1SO 4217

sent_to_acquirer string(255)  "true" or "false"

Error Response

Response

<?xml version="1.0" encoding="UTF-8"7>
<payment_response>
<transaction_type>naranja</transaction_type>
<status>error</status>
<transaction_id>119643250547501c79d8295</transaction_id>
<unique_id>44177a21463427eb96664a6d7e5d5d48</unique_id>
<code>110</code>
<message-Something went wrong, please contact support!</message
<timestamp>2625-07-01T15:26:452</timestamp>
<descriptor>Descriptor one</descriptor>
<amount>100</amount>
<currency>UsD</currency>
<sent_to_acquirer>true</sent_to_acquirer>

</payment_response>

Error Response Parameters

Parameter Type Description

transaction_type string(255)  The transaction type

status string(255)  Status of the transaction, see states

transaction_id string(255)  Unique transaction id defined by merchant

unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
code integer Error code according to Error code table

technical_message string(255) Technical error message (for internal use only, not to be displayed to users).

message string(255) Human readable error message which can be displayed to users.
mode string(4) Mode of the transaction’s terminal, can be test or live
timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
descriptor string(255)  Static descriptor MID info as configured on the gateway
amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details
currency string(255)  Currency code in ISO 4217
sent_to_acquirer string(255)  "true" or "false"
NATIVA

@ Nativa is an Argentinian credit card provided by the National Bank of Argentina.

€@ Warning: We do not recommend using IFrames. This causes the scheme’s pages not to render correctly and not complete the payment.

Request

curl https://username:3b7d0df3c935afddf04dbf1a87256e934F4a567castaging. gate . e-comprocessing. net/process/TERMINAL -TOKEN \
-X POST \
-H "Content-Type: text/xml" \
d
<?xml version="1.0" encoding="UTF-8"?>
<payment_transaction>
<transaction_type>nativa</transaction_type>
<transaction id>119643250547501c79d8295</transaction_id>
<usage>40208 concert tickets</usage>
<remote ip>245.253.2.12</remote ip>
<return_success_url=http://wwy.exanple. con/success</return_success_url>
<return_failure_url>http://wwy.example. con/failure</return_failure url>
<amount>100</amount>
<currency>USD</currency>
<consumer_reference=barney_rumble</consuner_reference>
<national id>8812128812</national id>
<birth date>30-12-1992</birth date>
<customer_enail>barney@exanple. con</custoner_email>
<billing address>
<first name>Barney</first name>
<last_name>Rubble</last_name>
<address1>14, Nerazdelni str</addressl>
<zip_code>1407</zip_code>
<city>Buenos Aires</city>
<country>AR</country>
</billing address>
<risk_params>
<user_id>123456</user_id>
</risk_params>
</payment_transaction>'

Request Parameters

Parameter Required Format Description
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transaction_type required string(255) The transaction type: nativa

transaction_id required string(255) Unique transaction id defined by merchant
usage optional string(255) Description of the transaction for later use.
remote_ip required*  IPv4 or IPv6 address IPv4 or IPv6 address of customer
return_success_url required url URL where customer is sent to after successful payment
return_failure_url required url URL where customer is sent to after unsuccessful payment
amount required integer > 0 Amount of transaction in minor currency unit, see Currency and Amount Handling for details
currency required string(3) Currency code in ISO 4217
consumer_reference  required string(20) Consumer reference is a unique consumer identifier
national_id required string(20) National Identifier number of the customer
birth_date optional dd-mm-yyyy Required for Visa only when MCC is a Financial Services one (e.g. MCC 6012)
customer_email required e-mail address Must contain valid e-mail of customer
billing_address required See Required vs Optional API params for details
first_name required*  string(255) Customer first name
last_name required*  string(255) Customer last name
address1 required*  string(255) Primary address
address2 required*  string(255) Secondary address
zip_code required*  string ZIP code
city required*  string(255) City
neighborhood required*  string(255) Neighborhood
state required*  string(2) State code in ISO 3166-2, required for USA and Canada
country required string(2) Country code in ISO 3166

shipping_address  optional

first_name optional string(255) Customer first name

last_name optional string(255) Customer last name

addressl optional string(255) Primary address

address2 optional string(255) Secondary address

zip_code optional string ZIP code

city optional string(255) City

state optional string(2) State code in ISO 3166-2, required for USA and Canada
country optional string(2) Country code in ISO 3166

[required* = conditionally required]

Supported countries:

Country

AR

Successful Response

Response

<?xml version="1.0" encoding="UTF-8"?>

<payment_response>
<transaction_type>nativa</transaction_type>
<status>pending async</status>
<transaction id>119643250547501c79d8295</transaction id>
<unique_id>44177a21403427eb96664a6d7e5d5d48</unique_id>
<redirect_url>https://staging.gate.e-comprocessing.net/redirect/to_acquirer/649e1ff35c61</redirect url>
<technical_message>Transaction successfull</technical message>
<message>Transaction successfull</message>
<timestamp>2025-07-01T15:26:45Z</timestamp>
<descriptor=Descriptor one</descriptor>
<amount>100</amount>
<currency>USD</currency>
<sent_to_acquirer>true</sent_to_acquirer>

</payment_response>

ul Par S

Parameter Type Description

transaction_type string(255) The transaction type

status string(255)  Status of the transaction, see states

transaction_id string(255)  Unique transaction id defined by merchant

unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
redirect_url url URL where user has to be redirected to complete payment process. It is available for asynchronous mode

technical_message string(255) Technical error message (for internal use only, not to be displayed to users).

message string(255) Human readable error message which can be displayed to users.

mode string(4) Mode of the transaction’s terminal, can be test or live

timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
descriptor string(255)  Static descriptor MID info as configured on the gateway

amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details

currency string(255)  Currency code in ISO 4217
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sent_to_acquirer string(255)  "true" or "false"

Error Response

Response

<?xml version="1.0" encoding="UTF-8"?>

<payment_response>
<transaction_type>nativa</transaction_type>
<status>error</status>
<transaction_id>119643250547501c79d8295</transaction id>
<unique id>44177a21403427eb96664a6d7e5d5d48</unique_id>
<code>110</code>
<message>Something went wrong, please contact support!</message>
<timestamp>2025-07-01T15:26:45Z</timestanp>
<descriptor>Descriptor one</descriptor>
<amount>100</amount>

<currency>USD</currency>
<sent_to_acquirer>true</sent_to_acquirer>

</payment_response>

Error Response Parameters

Parameter Type Description

transaction_type string(255)  The transaction type

status string(255)  Status of the transaction, see states
transaction_id string(255)  Unique transaction id defined by merchant
unique_id string(32)

Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)

code integer Error code according to Error code table

technical_message string(255) Technical error message (for internal use only, not to be displayed to users).

message string(255) Human readable error message which can be displayed to users.

mode string(4) Mode of the transaction’s terminal, can be test or live

timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
descriptor string(255)  Static descriptor MID info as configured on the gateway

amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details

currency string(255)  Currency code in I1SO 4217

sent_to_acquirer string(255)  "true" or "false"

TARJETA SHOPPING

@ Tarjeta Shopping is a cash payment in Argentina.

€@ Warning: We do not recommend using IFrames. This causes the scheme’s pages not to render correctly and not complete the payment.

Request

curl https://username:3b7dedf3c935afddfoddbflaB7256e934f4a567c@staging . gate. e-comprocessing. net/process/TERMINAL-TOKEN \
X POST \

-H "Content-Type: text/xml" \
d
<?xml version="1.0" encoding="UTF-8"?>
<payment_transaction>
<transaction _type>tarjeta shopping</transaction type>
<transaction id>119643250547501c79d8295</transaction id>
<usage>40208 concert tickets</usage>
<remote_ip>245.253.2.12</remote_ip>
<return_success_url>http://www.example.com/success</return_success url>
<return_failure url>http://ww.exanple.con/failure</return failure url>
<amount>100</amount>
<currency>UsD</currency>
<consumer_reference>barney_rubble</consuner_reference>
<national id>8812128812</national id>
<birth date>30-12-1992</birth date>
<customer_email>travis@example.com</customer_email>
<billing address>
<first_name>Barney</first_name>
<last_name>Rubble</last name>
<address1>14, Nerazdelni str</addressl>
<zip code>1407</zip _code>
<city>Rosario</city>
<country>AR</country>
</billing address>
<risk_params>
<user_id>123456</user_id>
</risk_params>

</payment_transaction>"'

Request Parameters

Parameter Required Format Description
transaction_type required string(255) The transaction type: tarjeta_shopping
transaction_id required string(255) Unique transaction id defined by merchant
usage optional string(255) Description of the transaction for later use.
remote_ip required*  IPv4 or IPv6 address IPv4 or IPv6 address of customer
return_success_url required url URL where customer is sent to after successful payment
return_failure_url required url URL where customer is sent to after unsuccessful payment
amount required integer > 0 Amount of transaction in minor currency unit, see Currency and Amount Handling for details
currency required string(3) Currency code in ISO 4217

consumer_reference required string(20) Consumer reference is a unique consumer identifier

national_id required string(20) National Identifier number of the customer

birth_date optional string(20) Birth date of the customer
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customer_email required e-mail address Must contain valid e-mail of customer

billing_address required See Required vs Optional APl params for details
first_name required*  string(255) Customer first name
last_name required*  string(255) Customer last name
address1 required*  string(255) Primary address
address2 required*  string(255) Secondary address
zip_code required*  string ZIP code
city required*  string(255) City
neighborhood required*  string(255) Neighborhood
state required*  string(2) State code in ISO 3166-2, required for USA and Canada
country required string(2) Country code in ISO 3166

shipping_address  optional

first_name optional string(255) Customer first name

last_name optional string(255) Customer last name

address1 optional string(255) Primary address

address2 optional string(255) Secondary address

zip_code optional string ZIP code

city optional string(255) City

state optional string(2) State code in ISO 3166-2, required for USA and Canada
country optional string(2) Country code in I1SO 3166

[required* = conditionally required]

Supported countries:

Country

AR

Successful Response

Response

<7xnl version="1.0" encoding="UTF-8"7>
<payment_response>
<transaction type>tarjeta shopping</transaction type>
<status>pending_async</status>
<mode>live</mode>
<transaction_id>119643250547501c79d8295</transaction_id>
<unique id>44177a21403427eb96664a6d7e5d5d48</unique id>
<technical_message>Transaction successfull</technical message>

ransaction suc ful! £l
<redirect url>https://staging.gate.e-comprocessing.net/redirect/to_acquirer/649e1ff35c61</redirect url>
<timestamp>2025-07-01T15:26:45Z</timestamp>
<descriptor>Descriptor one</descriptor>
<amount>100</amount>
<currency>USD</currency>
<sent_to_acquirer>true</sent_to_acquirer>

</payment_response>

ul Par ers

Parameter Type Description

transaction_type string(255) The transaction type

status string(255)  Status of the transaction, see states
transaction_id string(255)  Unique transaction id defined by merchant
unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)

technical_message string(255) Technical error message (for internal use only, not to be displayed to users).

message string(255) Human readable error message which can be displayed to users.

mode string(4) Mode of the transaction’s terminal, can be test or live

redirect_url url URL where user has to be redirected to complete payment process. It is available for asynchronous mode
timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
descriptor string(255)  Static descriptor MID info as configured on the gateway

amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details

currency string(255)  Currency code in I1SO 4217

sent_to_acquirer string(255)  "true" or "false"

Error Response

Response

<?xnl version="1.0" encoding="UTF-8"?>
<payment_response>
<transaction type>tarjeta_shopping</transaction type>
<status>error</status>
<mode>live</mode>
<transaction_id>119643250547501c79d8295</transaction_id>
<unique_id>44177a21403427eb96664a6d7e5d5d48</unique_id>
<code>110</code>
<message>Something went wrong, please contact support!</message>
<timestamp>2025-07-01T15:26:452</timestamp>
<descriptor>Descriptor one</descriptor>
<amount>100</amount>
<currency>UsD</currency>
<sent_to_acquirer>true</sent_to_acquirer>

</payment_response>
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Error Response Parameters

Parameter Type Description

transaction_type string(255)  The transaction type

status string(255)  Status of the transaction, see states

transaction_id string(255)  Unique transaction id defined by merchant

unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
code integer Error code according to Error code table

technical_message string(255)

Technical error message (for internal use only, not to be displayed to users).

message string(255) Human readable error message which can be displayed to users.

mode string(4) Mode of the transaction’s terminal, can be test or live

timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
descriptor string(255)  Static descriptor MID info as configured on the gateway

amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details

currency string(255)  Currency code in I1SO 4217

sent_to_acquirer string(255)  “true" or "false"

Non-financial Transactions

ACCOUNT VERIFICATION V2

Account Verification transaction can be used to verify the account's existence for a given cardholder without any financial impact. To create an Account Verification transaction, you have to submit a Sale, Sale(3D), Authorize or
Authorize(3d) transaction with zero amount.
@ If the transaction is submitted with amount > 0 it will result in a transaction with financial impact.

€@ Account Verification transaction can also carry on an AVS request thus you can also get the AVS response code and text from the schemes. Refer to the section AVS Status Codes for more information.

Example Of Sale(3d) Transaction As Account Verification

Request

curl https://username:3b7d0df3c935afddfo4dbF1a87256e934f4a567cestaging. gate. e- comprocessing.net/process/TERMINAL-TOKEN \
X POST \

-H "Content-Type: text/xml" \
d
<?xml version="1.0" encoding="UTF-8"?>
<payment_transaction>
<transaction_type>sale3d</transaction_type>
<transaction id>119643250547501c79d8295</transaction id>
<usage>40208 concert tickets</usage>
<remote_ip=245.253.2.12</remote_ip>
<amount>6</amount>
<currency>USD</currency>
<card_holder>Travis Pastrana</card_holder>
<card_number>4200000000000000</card_number>
<expiration month>12</expiration month>
<expiration_year>2026</expiration year>
<cvv>83d</cvv>
<customer_email>travis@example. com</customer_email>
<customer_phone>+1987987987987</customer_phone>
<business_attributes>
<event start date-02-08-2025</event start date>
<event_end_date>11-08-2025</event_end_date>
<event_organizer_id>20192375</event_organizer_id>
<event_id>1912</event_id>
</business_attributes>
<billing address>
<first_name>Travis</first_name>
<last_namesPastrana</last _name>
<addressl>Muster Str. 12</addressl>
<zip_code>10178</zip_code>
<city>Los Angeles</city>
<neighborhood>Hollywood</neighborhood>
<state>CA</state>
<country>US</country>
</billing_address>

</payment_transaction>"'

Example Of Authorize(3d) Transaction As Account Verification

Request

curl https://username: 3b7d0df3c935afddfoadbf1a87256e93474as567c@staging. gate. e-comprocessing. net/process/ TERMINAL-TOKEN \
-X POST \

-H "Content-Type: text/xml" \
-d
<?xml version="1.0" encoding="UTF-8"7>
<payment_transaction>
<transaction_type>authorize3d</transaction_types
<transaction_id>119643250547501c79d8295</transaction id>
<usage>40208 concert tickets</usage>
<remote_ip=245.253.2.12</remote_ip>
<amount>6</amount>
<currency>USD</currency>
<card_holder>Travis Pastrana</card_holder>
<card_number>4208060000000000</card_number>
<expiration_month>12</expiration month>
<expiration year>2026</expiration year>
<cvv=834</cvv>
<customer_email>travis@example. com</customer_email>
<customer_phone>+1987987987987</customer_phone>
<business_attributes>
<event start date-02-08-2025</event start date>
<event_end_date>11-08-2025</event_end_date>
<event_organizer_id>20192375</event_organizer_id>
<event_id>1912</event_id>
</business_attributes>
<billing_address>
<first_name>Travis</first_name>

<last_name>Pastrana</last_name>
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<addressl>Huster Str. 12</addressl>
<zip_code>10178</zip code>
<city>Los Angeles</city>
<neighborhood>Hol lywood</neighborhood>
<state>CA</state>
<country>Us</country>
</billing_address>

</payment_transactions'

Request Parameters

Parameter Required Format Description
transaction_type required string(255) The transaction type: sale, sale(3d), authorize or authorize(3d)
transaction_id required string(255) Unique transaction id defined by merchant
usage optional string(255) Description of the transaction for later use.
gaming optional “true Signifies w_hether a gaming transaction is performed. Gaming transactions usually use MCC 7995. Contact tech-support@e-comprocessing.com for
more details
moto optional "true" Signifies whether a MOTO (mail order telephone order) transaction is performed. Contact tech-support@e-comprocessing.com for more details
NOTE: field is DEPRECATED. Signifies whether a purchase of crypto-currency transaction is performed. Must be populated when purchasing crypto-
crypto optional "true" currency with a VISA card. Must be populated when purchasing crypto-currency with a MASTER or INTL MAESTRO card and MCC is one of 6051, 6211.
Contact tech-support@e-comprocessing.com for more details
remote_ip required* IaPJ:r:;'SIPVG IPv4 or IPv6 address of customer
amount required integer = 0 Transacltion '?\mount in minpr currency unit, see Currency andlAnt\ount Handling for details. By submitting zero value amount you can verify the
account's existence for a given cardholder without any financial impact.
currency required string(3) Currency code in I1SO 4217
card_holder required string(255) Full name of customer as printed on credit card (first name and last name at least)
card_number required é?grt(; 16 Complete cc number of customer
cvv required* 3 to 4 digits cvv of cc, requirement is based on terminal configuration
expiration_month required MM Expiration month as printed on credit card
expiration_year required YYYY Expiration year as printed on credit card
token optional string(36) See Tokenization for more details. If present, the cardholder parameters can be omitted. Cannot be set together with
remember_card optional "true" See Tokenize. Tokenizes cardholder parameters. Cannot be set together witl
consumer_id optional string(10) See Consumers and Tokenization. Combine with to tokenize or with U to use token
scheme_tokenized required*  "true" Required when the is DPAN instead of Funding Primary Account Number, see Tokenized e-commerce for details
recurring_type optional string(255) Specifies recurring type of the transaction, can be ‘initial', 'managed' or 'subsequent'.
reference_id optional string(32) Unique id returned by corresponding transaction
credential_on_file required*  string Possible values are: [initialicustomeriinitiated), [merchantiunscheduled), [subsequenticustomerﬁinitiated]. See Credential On File (COF) for more details
credential_on_file_transaction_identifier ~optional string(15..32) See Credential On File (COF) for more details
credential_on_file_settlement_date optional string(4) See Credential On File (COF) for more details
customer_email required* e-mail Must contain valid e-mail of customer
- address
customer_phone required*  string(32) Must contain valid phone number of customer
birth date required* dd-mm-yyyy Require(.i when MCF is a Financial Services one (e.g. MCC 6012) and either card brand is Visa or Mastercard/Maestro with UK-based merchant, UK-
- based bin (domestic), and DEBIT card type
document_id required* string(255) Document ID value.
fx_rate_id optional integer See Get rates for FX Service. Offers the option to use a specific FX rate to convert the tr§nsaction processing qmount, Used FX rate should have the
same source currency as the processing currency. Contact tech-support@e-comprocessing.com for more details
business_attributes required* Check business attributes section.
event_start_date required*  dd-mm-yyyy  The date when event starts in format dd-mm-yyyy
event_end_date required* dd-mm-yyyy  The date when event ends in format dd-mm-yyyy
event_organizer_id required*  string
event_id required*  string
date_of_order required*  dd-mm-yyyy  The date when order was placed in format dd-mm-yyyy
delivery_date required*  dd-mm-yyyy  Date of the expected delivery in format dd-mm-yyyy
name_of_the_supplier required*  string
billing_address required See Required vs Optional APl params for details
first_name required*  string(255) Customer first name
last_name required*  string(255) Customer last name
address1 required*  string(255) Primary address
address2 required*  string(255) Secondary address
zip_code required*  string ZIP code
city required*  string(255) City
state required*  string(2) State code in ISO 3166-2, required for USA and Canada
country required*  string(2) Country code in ISO 3166
shipping_address optional
first_name optional string(255) Customer first name
last_name optional string(255) Customer last name

addressl optional string(255)

Primary address
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address2 optional string(255) Secondary address
zip_code optional string ZIP code
city optional string(255) City
state optional string(2) State code in ISO 3166-2, required for USA and Canada
country optional string(2) Country code in ISO 3166
sca_params optional SCA params
exemption optional string 'g;‘e exemption thaF the transaction should take advantage of. Note that the requested exemption may not be accepted due to internal risk validations.
eck SCA exemption values.
visa_merchant_id required>  string(8) VMID assigned by Visa if participating in Trusted merchant program.
dynamic_descriptor_params optional
merchant_name optional string(25) Allows to dynamically override the charge descriptor
merchant_city optional string(13) Allows to dynamically override the merchant phone number
sub_merchant_id optional string(15) Allows to dynamically override the sub-merchant ID.
merchant_country optional string(3) Allows to dynamically override the merchant country.
merchant_state optional string(3) Allows to dynamically override the merchant subdivision code.
merchant_zip_code optional string(10) Allows to dynamically override the merchant zip/postal code. Required for VISA OCT transactions with Australian and Canadian card bins.
merchant_address optional string(48) Allows to dynamically override the merchant address.
merchant_url optional string(60) Allows to dynamically override the merchant URL
merchant_phone optional string(16) Allows to dynamically override the merchant phone number.
merchant_service_city optional string(13) Allows to dynamically override the merchant service city.
merchant_service_country optional string(3) Allows to dynamically override the merchant service country.
merchant_service_state optional string(3) Allows to dynamically override the merchant service subdivision code.
merchant_service_zip_code optional string(10) Allows to dynamically override the merchant service zip/postal code.
merchant_service_phone optional string(16) Allows to dynamically override the merchant service phone number.
merchant_geo_coordinates optional string(20) Allows to dynamically override the merchant geographic coordinates.
merchant_service_geo_coordinates optional string(20) Allows to dynamically override the merchant service geographic coordinates.

[required* = conditionally required]

Successful Response

Response

<7xml version="1.0" encoding="UTF-8"7>

<payment_response>

<transaction_type>sale3d</transaction_type>

<status>approved</status>

<mode>1ive</mode>

<transaction_id>119643250547501c79d8295</transaction_id>
<unique id>44177a21403427eb96664a6d7e5d5d48</unique_id>

<cwv_result_code>P</cvv_result_code>

<authorization_code>271621</authorization_code>

<retrieval reference number>311709000149</retrieval reference number>

<response_code>83</response_code>

<timestamp>2025-07-01T15:26:452</timestamp>

<descriptor>Descriptor one</descriptor>
<amount>@</amount>

<currency>USD</currency>

<scheme_transaction_identifier>427105912289261</scheme_transaction_identifier>

<scheme_response_code>00</schene_response_code>

</payment_response>

Successful Response Parameters

Parameter Type Description
transaction_type string(255)  The transaction type
status string(255)  Status of the transaction, see states
transaction_id string(255)  Unique transaction id defined by merchant
unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
consumer_id string(10) Consumer unique reference. See Consumers
token string(36) Plain-text token value. See Tokenization
gaming ‘true' Signifies whether a gaming transaction is performed. Gaming transactions usually use MCC 7995, contact tech support for more details.
moto 'true’ Signifies whether a MOTO (mail order telephone order) transaction is performed. Contact tech support for more details.
avs_response_code string(255) Generateq by the card network on trying to match the billing address when performing the address verification. Optional, returned if config is enabled and acquirer
— - supports it. Check AVS Status Codes for details.
avs_response_text string(255)  Gives the human response text for the AVS response code above. Optional, returned if config is enabled and acquirer supports it. Check AVS Status Codes for details.
cvv_result_code string(1) Card Verification Value response code. Optional, returned only if acquirer supports it
authorization_code string(6) Generated by the card network when an authorisation has occurred, used to identify that auth. Consists of 6 alphanumeric chars
retrieval_reference_number string(255) A reference number used for tracking all messages related to a given cardholder transaction returned by some acquirers.
response,_code string(2) (?Stfia?lz.s the result of a transaction with the acquirer, the status of a message or some action taken or required. Contact tech-support@emerchantpay.com for more
technical_message string(255)  Technical error message (for internal use only, not to be displayed to users).
message string(255) Human readable error message which can be displayed to users.
mode string(4) Mode of the transaction’s terminal, can be test or live
timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
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descriptor string(255)  Static descriptor MID info as configured on the gateway

amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details

currency string(255)  Currency code in I1SO 4217

partial_approval string(4) Optional, set to ‘true’ if partial approval happened. Partially approved amount is then in the amount field. Check Partial Approvals for details

sent_to_acquirer string(255)  "true" or "false"

dynamic_descriptor_params section Optional, returned only if dynamic desc params are submitted on the API. Note here that the formatted dyn desc params are returned - as they would be submitted to the
schemes for settlement.

scheme_transaction_identifier string(32) Id defined by card schemes. Corresponds to NETWORK DATA (field 63) for MasterCard or TRANS ID (field 62.2/125) for VISA.

scheme_settlement_date string(4) MasterCard settlement date in MMDD format (e.g. 0702). Corresponds to NETWORK DATA (field 15).

scheme_response_code string(2) The response code returned from the schemes. See Scheme response codes for details.

recurring_advice_code string(2) Additional response code returned from the schemes. See Recurring advice details

recurring_advice_text string(255) The text representation of the recurring advice code.

reason_for_not_honoring_exemption  string Reason for not honoring exemption. Check SCA Reason For Not Honoring Exemption Values.

sca_exemption_result string SCA exemption result. Check SCA Exemption Result Values.

Error Response

Response

<?7xml version="1.0" encoding="UTF-8"7>
<payment_response>

<transaction_type>sale3d</transaction_type>

<status>error</status>

<mode>1ive</mode>

<transaction id>119643250547501c79d8295</transaction id>

<unique id>44177a21403427eb96664a6d7e5d5d48</unique id>

<code>340</code>

<technical_message>billing_address[zip_code] is invalid!</technical_message>

<messa;

billing address[zip code] is invalid!</message>

<timestamp>2025-07-01T15:26:45Z</tinestanp>
<descriptor>Descriptor one</descriptor>
<amount>0</amount>
<currency>USD</currency>

</payment_response>

Error Response Parameters

Parameter Type Description
transaction_type string(255)  The transaction type
status string(255)  Status of the transaction, see states
transaction_id string(255)  Unique transaction id defined by merchant
unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
gaming 'true’ Signifies whether a gaming transaction is performed. Gaming transactions usually use MCC 7995, contact tech support for more details.
moto 'true’ Signifies whether a MOTO (mail order telephone order) transaction is performed. Contact tech support for more details.
response_code string(2) Defines the result of a transaction with the acquirer, the status of a message or some action taken or required. Contact tech-support@emerchantpay.com for more details.
code integer Error code according to Error code table
technical_message string(255) Technical error message (for internal use only, not to be displayed to users).
message string(255) Human readable error message which can be displayed to users.
mode string(4) Mode of the transaction’s terminal, can be test or live
timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
descriptor string(255)  Static descriptor MID info as configured on the gateway
amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details
currency string(255)  Currency code in ISO 4217
sent_to_acquirer string(255)  "true" or "false"

Optional, returned only if dynamic desc params are submitted on the API. Note here that the formatted dyn desc params are returned - as they would be submitted to the

dynamic_descriptor_params  section schemes for settlement.

ACCOUNT VERIFICATION
Account Verification transactions are implemented using the so-called zero-value auths.
Using an account verification transaction, the account existence for a given cardholder can be verified without any financial impact.

Note the account verification can also carry on an AVS request, thus you can also get the AVS response code and text by the schemes along with it. Refer to section AVS Status Codes for more information.

€@ This transaction type supports Tokenization.

€@ Account verification transaction will be soon deprecated. You can use Authorize, Authorize 3D, Sale or Sale 3D as account verification by processing transaction with zero amount.

Request

curl https://username:3b7d0df3c935afddf04dbf1a87256e934F4a567cestaging. gate. e-comprocessing. net/process/TERMINAL -TOKEN \

-X POST \

-H "Content-Type: text/xml" \

-d

<?xml version="1.0" encoding="UTF-8"?>

<payment_transaction>
<transaction_type>account_verification</transaction_type>
<transaction_id>119643250547501c79d8295</transaction_id>
<usage>40208 concert tickets</usage>
<remote_ip>245.253.2.12</remote_ip>
<card_holder>Travis Pastrana</card_holder>
<card_number>4200000000000000</card _number>
<expiration month>12</expiration month>
<expiration_year>2026</expiration_year>
<cvv>834</cvv>

<customer_email>travis@example.com</customer email>
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<customer._phone>+1987987987987</custoner_phone>
<billing address>
<first_name>Travis</first name>
<last_name>Pastrana</last_name>
<address1>Muster Str. 12</addressl>
<zip_code>10178</zip_code>
<city>Los Angeles</city>
<neighborhood>Hollywood</neighborhood>
<state>CA</state>
<country>US</country>
</billing_address>
</payment_transaction>'

Example When Issuer Supports Oct For This Pan:

Request

curl https://username:3b7d0df3c935afddf04dbf1a87256e934F4a567cestaging. gate. e-comprocessing. net/process/TERMINAL -TOKEN \
X POST \
-H "Content-Type: text/xml" \
d
<?xml version="1.0" encoding="UTF-8"?>
<payment_transaction>
<transaction_typesaccount verification</transaction types
<transaction id>119643250547501c79d8295</transaction id>
<usage>40208 concert tickets</usage>
<issuer_oct_enabled>true</issuer oct enabled>
<remote_ip>245.253.2.12</remote_ip>
<card_holder>Travis Pastrana</card_holder>
<card_number>4200000000000000</card_number>
<expiration month>12</expiration month>
<expiration year>2026</expiration years>
<cvv>83d</cvv>
<customer_email>travis@example.com</customer email>
<customer_phone>+1987987987987</customer_phone>
<billing address>
<first namesTravis</first name>
<last_namesPastrana</last_name>
<address1>Muster Str. 12</addressl>
<zip_code>10178</zip _code>
<city>Los Angeles</city>
<neighborhood>Hollywood</neighborhood>
<state>CA</state>
<country>US</country>
</billing address>
</payment_transactions'

Request Parameters

Parameter Required Format Description
transaction_type required string(255) The transaction type: account_verification
transaction_id required string(255) Unique transaction id defined by merchant
usage optional string(255) Description of the transaction for later use.
moto optional "true" Signifies whether a MOTO (mail order telephone order) transaction is performed. Contact tech-support@e-comprocessing.com for more details
issuer_oct_enabled  optional true Supportgd only by Visa. When submitted, Visa checks if the given PAN supports OCTs at the issuer. When not submitted, it is interpreted as a normal account
- = verification.
remote_ip required* LIZ/:FSSrSIPVS IPv4 or IPv6 address of customer
card_holder required string(255) Full name of customer as printed on credit card (first name and last name at least)
card_number required 13 to 16 digits Complete cc number of customer
cwv required* 3 to 4 digits cvv of cc, requirement is based on terminal configuration
expiration_month required MM Expiration month as printed on credit card
expiration_year required YYYY Expiration year as printed on credit card
token optional string(36) See Tokenization for more details. If present, the cardholder parameters can be omitted. Cannot be set together with
remember_card optional "true" See Tokenize. Tokenizes cardholder parameters. Cannot be set together with
consumer _id optional string(10) See Consumers and Tokenization. Combine with to tokenize or with 0 use token
credential_on_file required*  string Possible values are: [initial customer initiated), (merchant unscheduled), (subsequent customer initiated). See Credential On File (COF) for more details
customer_email required*  e-mail address Must contain valid e-mail of customer
customer_phone required*  string(32) Must contain valid phone number of customer
document_id required*  string(255) Document ID value.
billing_address required See Required vs Optional APl params for details
first_name required*  string(255) Customer first name
last_name required*  string(255) Customer last name
address1 required*  string(255) Primary address
address2 required*  string(255) Secondary address
zip_code required*  string ZIP code
city required*  string(255) City
state required*  string(2) State code in ISO 3166-2, required for USA and Canada
country required*  string(2) Country code in ISO 3166

shipping_address optional

first_name optional string(255) Customer first name
last_name optional string(255) Customer last name
address1 optional string(255) Primary address
address2 optional string(255) Secondary address
zip_code optional string ZIP code

city optional string(255) City
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state optional string(2) State code in ISO 3166-2, required for USA and Canada

country optional string(2) Country code in ISO 3166

[required* = conditionally required)

Successful Response

Response

<?xml version:

1.0" encoding="UTF-8"?>
<payment_response>
<transaction_type>account_verification</transaction_type>
<status>approved</status>
<mode>Live</mode>
<transaction_id>119643250547501c79d8295</transaction id>
<unique id>44177a21403427eb96664a6d7e5d5d48</unique id>
<consumer_id>123456</consumer_id>
<token>ee946dbs-d7db-4bb7-b608-b65b153e127d</ token>
<avs_response_code>5I</avs_response_code>
<avs_response text>Response provided by issuer processor; Address information not verified</avs response text>
<authorization_code>345678</authorization_code>
<response_code>00</response_code>
<technical_message>Transaction successfull</technical message>
<message>Transaction successful!</message>
<timestamp>2025-07-01T15:26:45Z</timestanp>
<descriptor>Descriptor one</descriptor>
<sent_to_acquirer>true</sent_to_acquirer>
<scheme_transaction_identifier>019091214161631</scheme_transaction_identifier>
<scheme_settlement date-8702</scheme settlement date>
<scheme_response_code>00</schene_response_code>

</payment_response>

Example When Issuer Supports Oct For This Pan:
Successful Response

Response

<?xnl version="1.0" encoding="UTF-8"?>

<payment_response>
<transaction_typesaccount_verification</transaction types
<status>approved</status>
<issuer_oct_enabled>true</issuer oct_enabled>
<mode>Tive</mode>
<transaction id>119643250547501c79d8295</transaction id>
<unique id>44177a21403427eb96664a6d7e5d5d48</unique id>
<consumer_id>123456</consuner_id>
<t d7db-4bb7-b668-b65b153e127d</ token>
<avs_response_code>5I</avs_response_code>

<avs_response_text>Response provided by issuer processor; Address information not verified</avs response text>
<authorization code>345678</authorization code>
<response_code>00</response_code>

<technical_message>Transaction successfull</technical message>

ge>Transaction successfull ag
<timestamp>2025-07-01T15:26:452</timestamp>
<descriptor=Descriptor one</descriptor>
<sent_to_acquirer>true</sent to acquirer>
<scheme_transaction identifier>019091214161031</scheme transaction identifiers
<scheme_settlement date>0702</scheme settlement date>
<scheme_response_code>00</scheme_response_code>

</payment_response>

Example When Issuer Does Not Support Oct For This Pan:
Successful Response

Response

<?xml version

1.0" encoding="UTF-8"?>
<payment_response>
<transaction_type>account_verification</transaction_type>
<status>declined</status>
<issuer oct_enabled>false</issuer oct enabled>
<mode>live</mode>
<transaction id>119643250547501c79d8295</transaction id>
<unique id>44177a21403427eb96664a6d7e5d5048</unique id>
<consumer_id>123456</consumer_id>
<t d7db-4bb7-b608-b65b153e127d</ token>
<avs_response_code>5I</avs_response_code>

<avs_response_text>Response provided by issuer processor; Address information not verified</avs response text>
<authorization code>345678</authorization code>
<response_code>00</response_code>
<technical_message>Transaction successfull</technical message
<message>Transaction successfull</message>
<timestamp>2025-07-01T15:26:45Z</timestamp>
<descriptor>Descriptor one</descriptor>
<sent_to_acquirer>true</sent to acquirer>
<scheme_transaction identifier>019091214161031</scheme transaction identifier>
<scheme_settlement_date=0702</scheme_settlement date>
<scheme_response_code>00</schene_response_code>

</payment_response>

Successful Response Parameters

Parameter Type Description

transaction_type string(255) The transaction type

status string(255)  Status of the transaction, see states

mode string(4) Mode of the transaction’s terminal, can be test or live

transaction_id string(255)  Unique transaction id defined by merchant

unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)

consumer_id string(10) Consumer unique reference. See Consumers

token string(36) Plain-text token value. See Tokenization

moto 'true’ Signifies whether a MOTO (mail order telephone order) transaction is performed. Contact tech support for more details.

issuer_oct_enabled string ?resent onIyA if merchant has submitted issuer oct enabled flag in the request to check if issuer supports OCTs for the given PAN. True if the issuer supports OCTs for this PAN,

alse otherwise.
avs_response_code string(255) gsnerated by the card network on trying to match the billing address when performing the address verification. Optional, returned if config is enabled and acquirer supports i
- - eck AVS Status Codes for details.

avs_response_text string(255)

Gives the human response text for the AVS response code above. Optional, returned if config is enabled and acquirer supports it. Check AVS Status Codes for details.
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authorization_code string(6) Generated by the card network when an authorisation has occurred, used to identify that auth. Consists of 6 alphanumeric chars

response_code string(2) Defines the result of a transaction with the acquirer, the status of a message or some action taken or required. Contact tech-support@emerchantpay.com for more details.
code integer Error code according to Error code table

technical_message string(255)  Technical error message (for internal use only, not to be displayed to users).

message string(255) Human readable error message which can be displayed to users.

redirect_url url URL where user has to be redirected to complete payment process. It is available for asynchronous mode

timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z

descriptor string(255)  Static descriptor MID info as configured on the gateway

sent_to_acquirer string(255) “true" or "false"

scheme_transaction_identifier  string(32) Id defined by card schemes. Corresponds to NETWORK DATA (field 63) for MasterCard or TRANS ID (field 62.2/125) for VISA.

scheme_settlement_date string(4) MasterCard settlement date in MMDD format (e.g. 0702). Corresponds to NETWORK DATA (field 15).
scheme_response_code string(2) The response code returned from the schemes. See Scheme response codes for details.
recurring_advice_code string(2) Additional response code returned from the schemes. See Recurring advice details
recurring_advice_text string(255) The text representation of the recurring advice code.

Error Response

Response

<?7xml version="1.0" encoding="UTF-8"?>

<payment

response>

<trans;

ion_typesaccount verification</transaction type>
<status>error</status>

<mode>1ive</mode>

<transaction id>119643250547501c798295</transaction id>

<unique id>44177a21403427eb96664a6d7e5d5d48</unique id>
<code>340</code>

<technical_message>expiration_year is invalid</technical message>

<message-expiration_year is invalid<

<timestamp>2025-07-01T15:26:45Z</tin
<descriptor>Descriptor one</descriptor>
<sent_to_acquirer>false</sent_to_acquirer>

</payment_response>

Error Response Parameters

Parameter Type Description
transaction_type string(255) The transaction type
status string(255)  Status of the transaction, see states
transaction_id string(255)  Unique transaction id defined by merchant
unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
gaming ‘true’ Signifies whether a gaming transaction is performed. Gaming transactions usually use MCC 7995, contact tech support for more details.
moto ‘true’ Signifies whether a MOTO (mail order telephone order) transaction is performed. Contact tech support for more details.
code integer Error code according to Error code table
technical_message string(255)  Technical error message (for internal use only, not to be displayed to users).
message string(255) Human readable error message which can be displayed to users.
mode string(4) Mode of the transaction’s terminal, can be test or live
timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
descriptor string(255)  Static descriptor MID info as configured on the gateway

Optional, returned only if dynamic desc params are submitted on the API. Note here that the formatted dyn desc params are returned - as they would be submitted to the

dynamic_descriptor_params  section schemes for settlement.

3DS Card

To learn more about 3D Secure and supported authentication protocols, please, visit 3D-Secure Section.
AUTHORIZE 3D

Authorize3D transactions basically have the same request as standard authorize transactions.

€@ Authorize3D transactions can be handled synchronous or asynchronous depending on the parameters passed. If mpi params is passed the workflow will be synchronous. If notification url, return success url and return
failure url are passed the workflow will be asynchronous.

@ To settle Authorize3D transactions, normal capture transactions are used. As the 3-D secure process already took place, there is no need to do the verification again when capturing.

€@ This transaction type supports Tokenization.

@ This transaction type supports Level 3 travel data.

@ This transaction type supports Partial Approvals.

€@ This transaction type supports Preauthorizations.

@ This transaction type could require business attributes.
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under SCA params.

€@ An exemption from Strong Customer Authentication (SCA) can be requested by submitting an exemption with

In case the issuer accepts the exemption, a step up in the authentication flow might not be required because the transaction's risk analysis has already been performed by acquirer.

Note, the requested exemption might not be accepted due to internal risk validations.
For example, to be able to utilize the low risk exemption, the BIN country of the card must be part of the European Economic Area (EEA).

Furthermore, the acquirer could accept the merchant low-risk exemption request only if the transaction amount does not exceed the acquirer low-risk exemption threshold.

Finally, the ACS might not acknowledge the merchant/acquirer's exemption request and may still require a step up in the cardholder authentication.

€@ This transaction type supports Installments.

Visa Synchronous 3 D Sv2 Fully Authenticated Request

Request

curl https://username:3b7d0df3c935afddfo4dbf1a87256e934F4a567c@staging. gate . e-comprocessing. net/process/TERMINAL-TOKEN \

X POST \
-H "Content-Type: text/xml" \
d
<?xml version="1.0" encoding="UTF-8"?>
<payment_transaction>
<transaction_type>authorize3d</transaction type>
<transaction id>119643250547501c79d8295</transaction_id>
<usage>40208 concert tickets</usage>
<remote_ip>245.253.2.12</remote_ip>
<amount>100</amount>
<currency>USD</currency>
<card_holder>Travis Pastrana</card_holder>
<card_number>4912000000060085</card_number>
<expiration_month>12</expiration month>
<expiration year>2026</expiration years>
<cvv>83d</cvv>
<customer_email>travis@example.com</custoner_email>
<customer_phone>+1987987987987</customer_phone>
<business attributes>
<event start_date>02-08-2025</event_start date>
<event_end date>11-08-2025</event_end_date>
<event organizer_id>20192375</event organizer id>
<event_id>1912</event_id>
</business attributes>
<billing address>
<first name>Travis</first name>
<last_name>Pastrana</last_name>
<addressl>Muster Str. 12</addressl>
<zip_code>10178</zip _code>
<city>Los Angeles</city>
<neighborhood>Hol lywoods/neighborhood>
<state>CA</state>
<country>US</country>
</billing address>
<mpi_params>
<eci>05</eci>
<cavv>MDAWMDAWMDAWMDAXMTAZN] KSNFg=</cavy>
<protocol_version>2</protocol_version>
<protocol _sub_version>2</protocol sub_version>
<directory server id>e358bc20-3986-013e-de36-0a58a9feaco2</directory server id>
<acs_transaction_id>e358bd40-3986-013e-de36-0a58agfeaco2</acs_transaction_id>
<threeds_challenge_indicator>preference</threeds challenge indicator>
</mpi_params>
<sca_parans>
<exemption>trusted merchant</exemption>
<visa merchant id>00000000</visa merchant id>
</sca_params>

</payment_transaction>"'

Master Synchronous 3 D Sv2 Fully Authenticated Request

Request

curl https://username:3b7d0df3c935afddfo4dbf1a87256e934f4a567c@staging. gate . e-comprocessing.net/process/TERMINAL-TOKEN \

X POST \
-H "Content-Type: text/xnl" \
d
<?xml version="1.8" encoding="UTF-8"?>
<payment_transaction>
<transaction type>authorize3d</transaction type>
<transaction id>119643250547501c79d8295</transaction id>
<usage=40208 concert tickets</usage
<remote ip>245.253.2.12</remote ip>
<amount>100</amount>
<currency>UsD</currency>
<card_holder>Travis Pastrana</card_holder>
<card_number>5555555555559997</card_number>
<expiration month>12</expiration month>
<expiration_year>2026</expiration_year>
<cvv>834</cvv>
<customer_email>travis@example.com</custoner email>
<customer_phone>+1987987987987</customer_phone>
<business attributes>
<event start date-02-08-2025</event start date>
<event_end_date>11-08-2025</event_end_date>
<event_organizer_id=20192375</event_organizer_id>
<event id>1912</event id>
</business_attributes>
<billing_address>
<first name>Travis</first name>
<last_name-Pastrana</last name>
<addressl>Muster Str. 12</addressl>
<zip_code>10178</zip_code>
<city>Los Angeles</city>
<neighborhood>Hol lywood</neighborhood>
<state>CA</state>
<country>US</country>
</billing address>
<mpi_parans>
<eci>02</eci>
<cavv>kQ0Inea0C/2talNZl4Hhws lmongj</cavv>
<protocol_version>2</protocol_version>

<protocol_sub_version>2</protocol_sub_version>
3986-013e-d: 02</directory_server_id>

<directory_server
<acs_transaction_id>e35e38d0-3986-013e-de36-0a58a9feacd2</acs _transaction id>

<threeds_challenge indicator>preference</threeds challenge indicator>
</mpi_params>
</payment_transactions'

Visa Synchronous 3 D Sv2 Attempted Authentication Request

Request
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curl https://username:3b7d0df3c935afddfo4dbT1a87256e934f4a567cestaging. gate. e-comprocessing.net/process/TERMINAL-TOKEN \
=X POST \

-H "Content-Type: text/xml" \
d

<?xml versiof

1.0" encoding="UTF-8"?>

<payment_transaction>
<transaction_type>authorize3d</transaction_type>
<transaction_id>119643250547501c79d8295</transaction_id>
<usage>40208 concert tickets</usage>
<remote_ip>245.253.2.12</remote_ip>
<amount>100</amount>
<currency>UsD</currency>
<card_holder>Travis Pastrana</card_holder>
<card_number>4012000000060085</card_number>
<expiration_month>12</expiration_month>
<expiration year>2026</expiration year>
<cv>83d</cvv>
<customer_email>travis@example.com</customer email>
<customer_phone>+1987987987987</customer_phone>
<business_attributes>
<event_start_date-02-08-2025</event_start_date>
<event_end_date>11-08-2025</event_end_date>
<event_organizer_id>20192375</event_organizer_id>
<event_id>1912</event id>
</business_attributes>
<billing address>
<first_name>Travis</first_name>
<last_name>Pastrana</last_name>
<addressl>Muster Str. 12</addressl>
<zip_code>10178</zip_code>
<city>Los Angeles</city>
<neighborhood>Hollywood</neighborhood>
<state>CA</state>
<country>US</country>
</billing_address>
<npi_params>
<eci>B6</eci>
<cavv>HDAWMDAWMDAWMDAXMTA2N ] KSNFg=</cavv>
<protocol_version>2</protocol_version>
<protocol_sub_version2</protocol_sub_version>
<directory server id>e3623f0-3986-013e-de36-0as8adfeacd2</directory server id>
<acs_transaction_id>e3627460-3986-013e-de36-0a58a9feac02</acs_transaction id>
<threeds_challenge_indicator>preference</threeds_challenge_indicator>
</mpi_params>
<sca_params>
<exemption>trusted_merchant</exenption>
<visa merchant_id>00000000</visa merchant id>
</sca_params>

</payment_transaction>'

Master Synchronous 3 D Sv2 Attempted Authentication Request

Request

curl https://username:3b7d0df3c935afddfo4dbf1a87256e934f4a567c@staging. gate . e-comprocessing.net/process/TERMINAL-TOKEN \
=X POST \

-H "Content-Type: text/xml" \
d

<?xml version="1.0" encoding="UTF-8"?

<payment_transaction>

<transaction_type-authorize3d</transaction_type>
<transaction_id>119643250547501c79d8295</transaction_id>
<usage>40208 concert tickets</usage>
<remote_ip>245.253.2.12</renote_ip>
<amount>100</amount>
<currency>UsD</currency>
<card_holder>Travis Pastrana</card_holder>
<card_number>5555555555559997</card_nunber>
<expiration month>12</expiration month>
<expiration_year>2026</expiration_year>
<cw>834</cvv>
<customer_email>travis@example. com</customer _email>
<customer._phone>+1987987987987</custoner_phone>
<business_attributes>
<event start date>02-08-2025</event_start date>
<event_end_date>11-08-2025</event_end_date>
<event_organizer_id>20192375</event_organizer_id>
<event_id>1912</event id>
</business_attributes>
<billing_address>
<first name>Travis</first name>
<last_name>Pastrana</last_name>
<addressl>Muster Str. 12</addressl>
<zip_code>10178</zip_code>
<city>Los Angeles</city>
<neighborhood>Hollywood</neighborhood>
<statesCA</state>
<country>US</country>
</billing address>
<mpi_params>
<eci>@l</eci>
<cavv>KEOImeadC/2talNZ14Hhws Lmomqj</cavv>
<protocol_version>2</protocol_version>
<protocol_sub_version=2</protocol sub_version>
<directory server id>e367ac70-3986-013e-de36-0a58adfeacd2</directory server id>
<acs_transaction_id>e367ace0-3986-013e-de36-0a58adfeacd2</acs_transaction id>
<threeds_challenge_indicator>preference/threeds_challenge_indicator>
</mpi_params>

</payment_transaction>'

Master Synchronous 3 D Sv2 Acquirer Exemption Accepted (Tra Already Performed) Request
Request

curl https://username:3b7d0df3c935afddfo4dbF1a87256e934f4a567c@staging. gate. e-comprocessing.net/process/TERMINAL-TOKEN \
X POST \

-H "Content-Type: text/xml" \

d
<?xml version="1.0" encoding="UTF-8"?>
<payment_transaction>

<transaction_type>authorize3d</transaction_type>
<transaction id>119643250547501c79d8295</transaction_id>
<usage>40208 concert tickets</usage>
<remote_ip>245.253.2.12</remote_ip>
<amount>100</amount>

<currency>UsD</currency>

<card_holder>Travis Pastrana</card_holder>
<card_number>5169750000001111</card_number>
<expiration_month>12</expiration month>
<expiration year>2026</expiration year>
<cvv>83d</cvv>
<customer_email>travis@example.con</customer_email>
<customer_phone>+1987987987987</customer_phone>
<business_attributes>

<event_start_date>02-08-2025</event_start_date>

<event_end_date>11-08-2025</event_end_date>




<event organizer id>20192375</event organizer id>
<event_id>1912</event id>
</business attributes>
<billing address>
<first_name>Travis</first_name>
<last_name>Pastrana</last_name>
<addressl>Muster Str. 12</addressl>
<zip_code>10178</zip_code>
<city>Los Angeles</city>
<neighborhood>Hollywood</neighborhood>
<stateCA</state>
<country>US</country>
</billing address>
<mpi_params>
<eci>06</eci>
<cavv>kNMAAAAA3S13awBK rWt TWZEBBCTY</ cavy>
<protocol_version>2</protocol version>
<protocol_sub_version2</protocol_sub_version>
<directory server id>e36c6000-3986-013e-de36-0a58adfeacd2</directory server id>
<acs_transaction_id>e36c6090-3986-013e-de36-0a58adfeaco2</acs_transaction id>
<threeds_challenge_indicatorspreference</threeds_challenge_indicator>
</mpi_params>
<sca_params>
<exemption>low_risk</exemption>
</sca_params>
</payment_transaction>'

Visa Synchronous 3 D Sv2 Acquirer Exemption Accepted (Tra Already Performed) Request

Request

curl https://username:3b7d0df3c935afddfo4dbF1a87256e934f4a567c@staging. gate. e-comprocessing.net/process/TERMINAL-TOKEN \

-X POST \
-H "Content-Type: text/xml" \
d

1.0" encoding="UTF-8"?>

<2l versio
<payment_transaction>
<transaction_type>authorize3d</transaction_type>
<transaction_id>119643250547501c7908295</transaction_id>
<usage>40208 concert tickets</usage>
<remote_ip>245.253.2.12</remote_ip>
<amount>100</amount>
<currency>UsD</currency>
<card_holder>Travis Pastrana</card_holder>
<card_number>4378510000000004</card_number>
<expiration_month>12</expiration_month>
<expiration year>2026</expiration year>
<cvv>834</cvv>
<customer_enail>travis@example.con</custoner_email>
<customer phone>+1987987987987</customer phone>
<business_attributes>
<event_start_date>02-08-2025</event_start_date>
<event_end_date>11-08-2025</event_end_date>
<event_organizer id>20192375</event organizer id>
<event_id>1912</event_id>
</business_attributes>
<billing address>
<first_name>Travis</first_name>
<last_name>Pastrana</last_name>
<addressl>Muster Str. 12</addressl>
<zip_code>10178</zip_code>
<city>Los Angeles</city>
<neighborhood>Hollywoods</neighborhood>
<state>CA</state>
<country>US</country>
</billing_address>
<npi_params>
<eci=07</eci>
<cavv>ApkCALgGQCECEBIWNGZAAAAAARA=</ Cavy>
<protocol_version>2</protocol_version>
<protocol_sub_version>2</protocol_sub_version>
<directory_server_id>e370e480-3986-013e-de36-0a58adfeac2</directory_server_id>
<acs_transaction_id>e370e510-3986-013e-de36-0a58a9feac02</acs_transaction id>
<threeds challenge indicator>preference</threeds challenge indicator>
</mpi_params>
<sca_params>
<exemption>low_risk</exemption>
</sca_parans>

</payment_transaction>'

Asynchronous 3 D Sv2 Frictionless No 3ds Method Request

Request
curl https://username:3b7dedf3c935afddfe4dbfla87256e934f4a567c@staging.gate.e-comprocessing.net/process/TERMINAL-TOKEN \
-X POST \
-H "Content-Type: text/xml" \
-

<?xml version="1.8" encoding="UTF-8"?>
<payment_transaction>
<transaction_type-authorize3d</transaction type>
<transaction_id>119643250547501c79d8295</transaction_id>
<usage>40208 concert tickets</usage>
<remote_ip>245.253.2.12</renote_ip>
<amount>100</amount>
<currency>USD</currency>
<card_holder>Travis Pastrana</card_holder>
<card_number>4012000000060085</card_number>
<expiration month>12</expiration_month>
<expiration year=2026</expiration years
<cvv>834</cvv>
<customer_email>travisgexanple. com</custoner_email>
<customer_phone>+1987987987987</custoner_phone>
<billing address>
<first_name>Travis</first_name>
<last_name>Pastrana</last_name>
<addressl>Muster Str. 12</addressl>
<zip_code>10178</zip_code>
<city>Los Angeles</city>
<neighborhood>Hollywood</neighborhood>
<stateCA</state>
<country>US</country>
</billing address>
<notification_url>https://waw.exanple.con/notification</notification url>
<return_success_url>http://www.example.con/success</return_success url>
<return_failure url>http://wwy.exanple.con/failure</return failure url>
<threeds_v2_params>
<threeds_method>
<callback_url>https://ww.example. con/threeds/threeds_method/callback</callback url>
</threeds_method>
<control>
<device_type>browser</device_type>
<challenge window size>full screen</challenge window size>
<challenge_indicator>preference</challenge_indicator>
</control>
<purchase>
<category>service</category>




</purchase>
<merchant_risk>
<shipping_indicator>verified address</shipping_indicators
<delivery_tinefrane>electronic</delivery_timefrane>
<reorder_items_indicator>reordereds/reorder_itens_indicator>
<pre_order_purchase_indicator>nerchandise available</pre order purchase indicator>
<pre_order_date>02-08-2025</pre_order_date>
<gift_card>true</gift_card>
<gift_card count>2</gift card count>
</merchant_risk>
<card_holder_account>
<creation date02-07-2024</creation date>
<update_indicator>more than_60days</update_indicator>
<last_change_date>02-04-2025</last_change_date>
<password_change_indicator>no_change</password_change_indicator>
<password_change_date>17-06-2025</password_change_date>
<shipping_address_usage_indicator>current_transaction</shipping_address_usage_indicator>
<shipping_address_date_first_used27-06-2025</shipping_address_date_first_used>
<transactions activity last 24 hours>2</transactions activity last 24 hours>
<transactions activity previous year>10</transactions activity previous year>
<provision_attempts_last_24_hours=1</provision_attempts_last_24_hours>
<purchases_count_last_6_months>5</purchases_count_last_6 months>
<suspicious activity indicator>no_suspicious observed</suspicious activity indicator>
<registration_indicator>30_to_60_days</registration_indicators
<registration date=02-07-2023</registration date>
</card_holder_account>
<browser>
<accept_header>*/*</accept_header>
<java_enabled>false</java enabled>
<language>en-GB</language>
<color_depth>24</color_depth>
<screen_height>900</screen_height>
<screen width>1440</screen width>
<time_zone_offset>-120</time_zone offset>
<user_agent>Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_14_6) AppleWebKit/537.36
</browser>
<sdk>

(KHTML, like Gecko) Chrome/78.0.3904.97 Safari/537

<interface=native</interface>
<ui_types>
<ui_typesmulti_select</ui_type>
</ui_types>
<application_id>fc1650c0-5778-0138-8205-2cbc32a32d65</application_id>
<encrypted_data>encrypted-data-here</encrypted_data>
<ephemeral_public_key_pair>public-key-pair</ephemeral _public_key pair>
<max_timeout>10</max_timeout>
<reference_nunber>sdk-reference-number-here</reference_number>
</sdk>
</threeds v2_params>
<sca_parans>
<exemption>Low_risk</exemption>
</sca_params>

</payment_transaction>"

.36</user_agent>

Asynchronous 3 D Sv2 Frictionless With 3ds Method Request

Request

curl https://username: 3b7d0df3c935afddfoadbf1a87256e93414a567castaging. gate. e-comprocessing. net/process/TERMINAL-TOKEN \
X POST \
-H "Content-Type: text/xml" \
d
<?xml version="1.0" encoding="UTF-8"7>
<payment_transaction>
<transaction_type>authorize3d</transaction_type>
<transaction_id>119643250547501c79d8295</transaction_id>
<usage>40208 concert tickets</usage>
<remote ip>245.253.2.12</remote ip>
<amount>100</amount>
<currency>UsD</currency>
<card_holder>Travis Pastrana</card holder>
<card_number>4066330000000004</card_number>
<expiration_month=12</expiration_month>
<expiration year»2026</expiration year>
<cvv>834</cvv>
<customer_email>travisgexample. con</custoner_email>
<customer_phone>+1987987987987</customer_phone>
<billing address>
<first_name>Travis</first_name>
<last_name>Pastrana</last_name>
<addressl>Muster Str. 12</addressl>
<zip_code>10178</zip_code>
<city>Los Angeles</city>
<neighborhood>Hollywood</neighborhood>
<state>CA</state>
<country>US</country>
</billing_address>
<notification url>https://www.example.com/notifications/notification url>
<return_success_url>http://www.example.con/success</return_success_url>
<return_failure_url>http://waw.example.com/failure</return_failure url>
<threeds_v2_params>
<threeds_method>
<callback_url>https://waw.example.con/threeds/threeds_method/callback</callback url>
</threeds_method>
<control>
<device typesbrowser</device type>
<challenge window_size>full screen</challenge window size>
<challenge_indicator>preference</challenge_indicator>
</control>
<purchase>
<category>service</category>
</purchase>
<merchant_risk>
<shipping_indicatorsverified address</shipping_indicator>
<delivery_timeframe>electronic</delivery timeframe>
<reorder items indicator>reordered</reorder items indicator>
<pre_order_purchase_indicator>nerchandise available</pre order purchase indicator>
<pre_order_date>02-08-2025</pre_order_date>
<gift card>true</gift card>
<gift_card_count>2</gift _card count>
</merchant_risk>
<card_holder_account>
<creation date>02-67-2024</creation date>
<update_indicator>more_than 60days</update indicator>
<last_change_date>02-04-2025</1ast_change_date>
<password_change_indicator>no_change</password change indicator>
<password_change_date>17-06-2025</password_change_date>
<shipping_address_usage_indicator>current_transaction</shipping_address_usage_indicator>
<shipping_address_date_first used27-06-2025</shipping address_date first used>
<transactions activity last 24 hours>2</transactions activity last 24 hours>
<transactions_activity previous year>10</transactions activity previous year>
<provision_attempts_last_24_hours=l</provision_attempts last 24_hours>
<purchases_count_last_6_months>5</purchases_count_last_6_months>
<suspicious activity indicatorsno suspicious observed</suspicious activity indicator>
<registration_indicator>30_to_60_days</registration_indicators
<registration date-02-07-2023</registration date>
</card_holder account>
<browser>

<accept_header>*/*</accept_header>




<java_enabled>false</java_enabled>
<language>en-GB</language>
<color_depth>24</color_depth>
<screen_height>000</screen_height>
<screen width>1440</screen width>
<time zone offset>-120</time zone offset>
<user_agent>Hozilla/5.0 (Macintosh; Intel Mac 0S X 10_14_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/78.0.3904.97 Safari/537.36</user_agent>
</browser>
<sdk>
<interface=native</interface>
<ui_types>
<ui_typesmulti_select</ui_type>
</ui_types>
<application_id>fc1650c0-5778-0138-8205- 2cbc32a32d65</application_id>
<encrypted_data>encrypted-data-here</encrypted_data>
<ephemeral_public_key pair>public-key-pair</ephemeral public key pair>
<max_timeout>10</max_timeout>
<reference_nunber>sdk-reference-number-here</reference_number>
</sdk>
</threeds_v2_params>
<sca_parans>
<exemption>low_risk</exemption>
</sca_params>
</payment_transaction>"

Asynchronous 3 D Sv2 Challenge No 3ds Method Request

Request

curl https://username:3b7d0df3c935afddfo4dbf1a87256e934f4a567c@staging. gate . e-comprocessing.net/process/TERMINAL-TOKEN \

X POST \
H "Content-Type: text/xml" \
d

1.0" encoding="UTF-8

<?xnl versio
<payment_transaction>
<transaction_type-authorize3d</transaction type>
<transaction_id>119643250547501c79d8295</transaction_id>
<usage=40208 concert tickets</usage>
<remote_ip>245.253.2.12</renote_ip>
<amount>100</amount>
<currency>UsD</currency>
<card_holder>Travis Pastrana</card_holder>
<card_number>4918190000000002</card_number>
<expiration month>12</expiration month>
<expiration_year>2026</expiration_year>
<cv>834</cvv>
<customer_email>travisgexanple. con</custoner _email>
<customer_phone>+1987987987987</custoner_phone>
<billing address>
<first name>Travis</first name>
<last_name>Pastrana</last_name>
<addressl>Muster Str. 12</addressl>
<zip_code>10178</zip_code>
<city>Los Angeles</city>
<neighborhood>Hollywood</neighborhood>
<state>CA</state>
<country>US</country>
</billing_address>
<notification url>https://ww.example.con/notification</notification url>
<return_success_url>http://www.example.con/success</return success url>
<return_failure url>http://wwi.exanple.con/failure</return failure url>
<threeds v2 params>
<threeds_method>
<callback_url>https: //ww.exanple. con/threeds/threeds_method/callback</callback url>
</threeds_method>
<control>
<device_type>browser</device_type>
<challenge_window_size>full screen</challenge window_size>
<challenge_indicator>preference</challenge_indicator>
</control>
<purchase>
<category>service</category>
</purchase>
<merchant_risk>
<shipping_indicatorsverified address</shipping_indicator>
<delivery_tineframe>electronic</delivery_timeframe>
<reorder_itens_indicator>reordereds/reorder_itens_indicator>
<pre_order_purchase_indicator>nerchandise available</pre order_purchase_indicator>
<pre_order_date=02-08-2025</pre_order_date>
<gift_card>true</gift_card>
<gift_card_count>2</gift_card_count>
</merchant_risk>
<card_holder_account>
<creation_date02-07-2024</creation_date>
<update_indicator>more_than_60days</update_indicator>
<last_change_date>02-04-2025</last_change_date>
<password_change_indicator=no_change</password_change_indicator>
<password_change_date>17-06-2025</password_change_date>
<shipping_address_usage_indicator>current_transaction</shipping_address_usage indicator>
<shipping_address_date_first_used27-06-2025</shipping_address_date_first_used>
<transactions activity last 24_hours>2</transactions activity last 24_hours>
<transactions_activity previous year>10</transactions_activity previous year>
<provision_attempts_last_24_hours>l</provision_attempts last_24_hours>
<purchases_count_last_6_months>5</purchases_count_last_6_months>
<suspicious activity indicator>no_suspicious observed</suspicious activity indicator>
<registration_indicator=30_to_60_days</registration_indicators
<registration_date=02-07-2023</registration_date
</card_holder_account>
<browser>
<accept_header>*/*</accept_header>
<java_enabled>false</java_enabled>
<language>en-GB</language>
<color_depth>24</color_depth>
<screen_height>900</screen_height>
<screen width>1440</screen width>
<time zone offset>-120</time zone offset>
<user_agent>Hozilla/5.0 (Macintosh; Intel Mac 0S X 10_14_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/78.0.3904.97 Safari/537.36</user_agent>
</browser>
<sdk>
<interface>native</interface>
<ui_types>
<ui typesmulti select</ui type>
</ui_types>
<application_id>fc1650c0-5778-0138-8205-2cbc32a32d65</application_id>
<encrypted_data>encrypted-data-here</encrypted_data>
<ephemeral_public_key_pair>public-key-pair</ephemeral public_key pair>
<nax_timeout>10</max_timeout>
<reference_nunber>sdk-reference-number-here</reference_number>
</sdk>
</threeds_v2_params>
<sca_params>
<exemption>low_risk</exemption>
</sca_parans>

</payment_transaction>'

Asynchronous 3 D Sv2 Challenge With 3ds Method Request



Request

curl https://username:3b7d0df3c935afddfoddbf1a87256e934f4a567c@staging. gate. . e-comprocessing.net/process/TERMINAL-TOKEN \
-X POST \

-H "Content-Type: text/xml" \
d
<?xml version="1.0" encoding="UTF-8"?>
<payment_transaction>
<transaction type>authorize3d</transaction type>
<transaction_id>119643250547501c79d8295</transaction_id>
<usage=40208 concert tickets</usage>
<remote ip>245.253.2.12</remote_ip>
<amount>100</amount>
<currency>UsD</currency>
<card_holder>Travis Pastrana</card_holder>
<card_number>4938730000000001</card_number>
<expiration month>12</expiration month>
<expiration year>2026</expiration year>
<cvv>83d</cvv>
<customer_email>travis@example. com</customer_email>
<customer_phone>+1987987987987</customer_phone>
<billing address>
<first_name>Travis</first name>
<last_name>Pastrana</last_name>
<addressl>Muster Str. 12</addressl>
<zip_code>10178</zip_code>
<city>Los Angeles</city>
<neighborhood>Hollywood</neighborhood>
<state>CA</state>
<country>US</country>
</billing address>
<notification url>https://waw.example.con/notification</notification url>
<return_success_url>http://www.exanple.con/success</return success url>
<return_failure url>http://ww.exanple.con/failure</return failure url>
<threeds v2_params>
<threeds_method>
<callback_url>https://waw.example.con/threeds/threeds method/callback</callback url>
</threeds_method>
<control>
<device typesbrowser</device type>
<challenge window size>full screen</challenge window size>
<challenge_indicatorspreference</challenge_indicator>
</control>
<purchase>
<category>services/category>
</purchase>
<merchant_risk>
<shipping_indicator>verified address</shipping indicator>
<delivery_tineframeselectronic</delivery timeframes
<reorder items indicator>reordered</reorder items indicator>
<pre_order_purchase_indicator>nerchandise available</pre order purchase indicator>
<pre_order_date>02-08-2025</pre_order_date>
<gift_card>true</gift card>
<gift card count>2</gift card count>
</merchant_risk>
<card_holder_account>
<creation date>02-07-2024</creation date>
<update_indicatorsmore than 60days</update indicator>
<last_change_date>02-04-2025</last_change_date>
<password_change_indicator>no_change</password_change_indicator>
<password_change date>17-06-2025</password_change date>
<shipping_address_usage_indicator>current_transaction</shipping_address_usage_indicator>
<shipping address date first used>27-06-2025</shipping address date first used>
<transactions activity last 24 hours>2</transactions activity last 24 hours>
<transactions activity previous_year-10</transactions activity previous year>
<provision attempts last 24_hours>l</provision attempts last 24_hours>
<purchases_count_last_6_months>5</purchases_count_last_6 months>
<suspicious activity indicatorsno_suspicious observed</suspicious activity indicator>
<registration_indicator>30_to_60_days</registration_indicator>
<registration date=02-07-2023</registration date>
</card_holder account>
<browser>
<accept_header>*/*</accept_header>
<java_enabled>false</java_enabled>
<language>en-GB</language>
<color_depth>24</color_depth>
<screen_height>000</screen_height>
<screen width>1440</screen width>
<time_zone offset>-120</time_zone offset>

<user_agent>Mozilla/5.0 (Macintosh; Intel Mac 0S5 X 10_14_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/78.6.3904.97 Safari/537.36</user_agent>
</browser>

<sdk>
<interface>native</interface>
<ui_types>
<ui_typesmulti_select</ui_type>
</ui_types>
<application_id>fc1650c0-5778-0138-8205-2cbc32a32d65</application_id>
<encrypted_datasencrypted-data-here</encrypted_data>
<ephemeral_public key pair>public-key-pair</ephemeral public key pair>
<max_tineout>10</max_timeout>
<reference_nunber>sdk-reference-number-here</reference_number>
</sdk>
</threeds v2 params>
<sca_parans>
<exemption>low_risk</exemption>
</sca_params>

</payment_transaction>"'

Request Parameters

Parameter Required Format Description

transaction_type required string(255) The transaction type: authorize3d

transaction_id required string(255) Unique transaction id defined by merchant

usage required* string(255) Description of the transaction for later use.

gaming optional “true® zgrrifi::t;vi?sether a gaming transaction is performed. Gaming transactions usually use MCC 7995. Contact tech-support@e-comprocessing.com for

preauthorization optional "true" Signifies whether a preauthorization transaction is performed. Check the Preauthorizations section or contact tech support for more details.

moto optional "true" Signifies whether a MOTO (mail order telephone order) transaction is performed. Contact tech-support@e-comprocessing.com for more details
NOTE: field is DEPRECATED. Signifies whether a purchase of crypto-currency transaction is performed. Must be populated when purchasing crypto-

crypto optional "true"

currency with a VISA card. Must be populated when purchasing crypto-currency with a MASTER or INTL MAESTRO card and MCC is one of 6051,
6211. Contact tech-support@e-comprocessing.com for more details

When performing crypto currency transaction with a VISA card there is an option to specify the digital asset type for detailed identification of the

current crypto currency transaction. The allowed values are: (Default crypto flag), (Central Bank Digital Currency or tokenized
digital_asset type optional 'string(255)"  9ePOSItS), (Stablecoin (Fiat-backed)) , *

blockchain_native_token|(Blockchain native token/coin) or (Non-fungible token). If the digital
asset type is provided in the request, there is no need to send the crypto-currency flag as well. Contact tech-support@e-comprocessing.com for
more details
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IPv4 or IPv6

remote_ip required* address IPv4 or IPv6 address of customer
notification_url required? url URL at merchant where gateway sends outcome of transaction.
return_success_url required! url URL where customer is sent to after successful payment
return_failure_url required! url URL where customer is sent to after unsuccessful payment
Transaction amount in minor currency unit, see Currency and Amount Handling for details. In certain cases, it is possible to submit a transaction
amount required integer >= 0  with a zero-value amount to act as an account verification transaction - Contact tech-support@e-comprocessing.com for more details regarding
this scenario.
currency required string(3) Currency code in 1ISO 4217
card holder required string(45) Full name gf customer as printed on credilt card (first nalme and last name at least). N.ote: for async 3DSv2 transactions, the card holder name must
- NOT contain more than 45 chars. Otherwise, the rest will be truncated in the authentication request.
card_number required é?g:(t(; 16 Complete cc number of customer
cwv required 3 to 4 digits cvv of cc, requirement is based on terminal configuration
expiration_month required MM Expiration month as printed on credit card
expiration_year required YYYY Expiration year as printed on credit card
token optional string(36) See Tokenization for more details. If present, the cardholder parameters can be omitted. Cannot be set together with
remember_card optional "true" See Tokenize. Tokenizes cardholder parameters. Cannot be set together with |tol
consumer_id optional string(10) See Consumers and Tokenization. Combine with to tokenize or with n/ to use token
scheme_tokenized required* "true" Required when the is DPAN instead of Funding Primary Account Number, see Tokenized e-commerce for details
tokenization_params required* See Tokenized e-commerce for details
eci required* string(255) See Electronic Commerce Indicator as returned from the MPI for details
tavv required* string(255) See Token Authentication Verification Value as returned from the Tokenization provider for details
recurring_type optional string(255) Specifies recurring type of the transaction, can be 'initial' or 'managed'.
installment_plan_id optional string The ID of the chosen installment plan. Check Installments for more details.
installment_plan_reference optional string The installment plan reference identifier returned by the schemes.
credential_on_file required* string Possible values are: [initialicustomerﬁinitlated}, [merchantiunscheduled], (subsequenticustomeriinitiated]. See Credential On File (COF) for more details
customer_email required* e-mail Must contain valid e-mail of customer
- address
Must contain a valid international phone number of the customer as per the ITU-T E.164. It's recommended to not submit a customer phone
customer_phone required* string(16) number containing more than 15 digits or less than 7 digits. Note, for async 3DS transactions that are using the 3DSv2 authentication protocol, it
will be shortened up to 15 digits and a prefix + for international phone number will be added if missing.
birth_date required* dd-mm-yyyy Eequire(}l when MC_C is a Financial Services one (e.g. MCC 6012) and either card brand is Visa or Mastercard/Maestro with UK-based merchant, UK-
ased bin (domestic), and DEBIT card type
document_id required* string(255) Document ID value.
fx_rate_id optional integer See Get rates for FX Service. Offers the option to use a specific FX rate to convert the transalction processing amoynt Used FX rate should have
the same source currency as the processing currency. Contact tech-support@e-comprocessing.com for more details
business_attributes required* Check business attributes section.
event_start_date required* dd-mm-yyyy  The date when event starts in format dd-mm-yyyy
event_end_date required* dd-mm-yyyy  The date when event ends in format dd-mm-yyyy
event_organizer_id required* string
event_id required* string
date_of_order required* dd-mm-yyyy The date when order was placed in format dd-mm-yyyy
delivery_date required* dd-mm-yyyy Date of the expected delivery in format dd-mm-yyyy
name_of_the_supplier required* string
billing_address required See Required vs Optional APl params for details
first_name required* string(255) Customer first name
last_name required* string(255) Customer last name
address1 required* string(150) Primary address. The field length is limited to 150 chars only for async 3DS transactions that are using the 3DSv2 authentication protocol.
address2 required* string(255) Secondary address
zip_code required* string(16) The field that holds the zip code is limited to 16 chars only for async 3DS transactions that are using the 3DSv2 authentication protocol.
city required* string(50) The field that holds the city is limited to 50 chars only for async 3DS transactions that are using the 3DSv2 authentication protocol.
neighborhood required* string(255) Neighborhood
The field that holds the country state is limited to 3 chars only for async 3DS transactions that are using the 3DSv2 authentication protocol. Note:
state required* string(3) The value should be the country subdivision code defined in ISO 3166-2. Invalid values submitted NOT as per the ISO might lead to data integrity
issues.
country required* string(2) Country code in ISO 3166
shipping_address optional
first_name optional string(255) Customer first name
last_name optional string(255) Customer last name
address1 optional string(150) Primary address. The field length is limited to 150 chars only for async 3DS transactions that are using the 3DSv2 authentication protocol.
address2 optional string(255) Secondary address
zip_code optional string(16) The field that holds the zip code is limited to 16 chars only for async 3DS transactions that are using the 3DSv2 authentication protocol.
city optional string(50) The field that holds the city is limited to 50 chars only for async 3DS transactions that are using the 3DSv2 authentication protocol.
neighborhood optional string(255) Neighborhood

state

optional

string(3)

The field that holds the country state is limited to 3 chars only for async 3DS transactions that are using the 3DSv2 authentication protocol. Note:
The value should be the country subdivision code defined in ISO 3166-2. Invalid values submitted NOT as per the ISO might lead to data integrity
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issues.

country optional string(2) Country code in I1SO 3166
mpi_params required?
cavv required? string(255) Verification Id of the authentication. Please note this can be the CAVV for Visa Card or UCAF to identify MasterCard.
eci required? string(255) See Electronic Commerce Indicator as returned from the MPI for details
protocol_version required* string The used 3DS protocol version.
protocol_sub_version required? string The used 3DS protocol sub-version.
directory_server_id required* string The Directory Server ID used for 3DSecure transactions through the 3DSv2 authentication protocol.
acs_transaction_id optional string The ACS Transaction ID and is optional for 3DS transactions, but highly recommended for increasing the approval ratio.
The 3DS challenge indicator that represents the exact indicator used during the authentication request to the MPI provider for synchronous 3DS
threeds_challenge_indicator optional string transactions. It is optional but highly recommended for increasing the approval ratio. It can only contain one of the following values no_preference,
no_challenge_requested, preference and mandate. The default value is no_preference. Check 3DS Challenge Indicators for more details.
sca_params optional SCA params
exemption optional string Thg exgmption that the transacltion should take advantage of. Note that the requested exemption may not be accepted due to internal risk
validations. Check SCA exemption values.
visa_merchant_id required® string(8) VMID assigned by Visa if participating in Trusted merchant program.
funding optional Funding Transaction Params
identifier_type required* string This is only required in case of Mastercard. Type of Funding Transaction. Please check Identifier Types
business_application_identifier required* string This is only required in case of VISA. Type of VISA Funding Transaction. Please check BAI
receiver optional Funding Transaction Receiver details
first_name required* string First name of the receiver
last_name required* string Last name of the receiver
country required* string(2) Country code in ISO 3166
account_number required* string Receiver account number. Mandatory for Mastercard. If Sender Reference Number is provided then it becomes optional for VISA
account_number_type required* string This is only required in case of Mastercard. Receiver account number type. Please check Receiver Account Types
address required* string Receiver address. Only required in case of VISA and Canadian cards
state required* string Receiver state. Only required in case of VISA and Canadian cards
city required* string Receiver city. Only required in case of VISA and Canadian cards
sender optional Funding Transaction Sender details
name required* string Sender name. Only required in case of VISA
reference_number required* string Sender Reference Number. Only required in case of VISA. This is option if Receiver Account Number is provided
country required* string Sender country. Only required in case of VISA. If not provided billing address is used
address required* string Sender address. Only required in case of VISA. If not provided billing address is used
state required* string Sender state. Only required in case of VISA and Canadian card. If not provided billing address is used
city required* string Sender city. Only required in case of VISA. If not provided billing address is used
threeds_v2_params required* 3DSv2 async parameters. They must be submitted in order to use the 3DSv2 authentication protocol in asynchronous workflow
threeds_method optional 3DS-Method related parameters for any callbacks and notifications.
callback url optional url Specific 3DS-Method callback URL after the 3DS-Method completes. The actual status will be provided via HTTP POST to that URL. For more
- information, go to 3DSv2 method params
control required* General params for preferences in authentication flow and providing device interface information.
device_type required* string Identifies the device channel of the consumer, required in the 3DSv2 authentication protocol. For more information, go to 3DSv2 control params
challenge_window_size required* string Identifies the size of the challenge window for the consumer. For more information, go to 3DSv2 control params
challenge_indicator optional string The value has weight and might impact th_e decisiqn whether a challenge will be required for the transaction or not. If not provided, it will be
- interpreted as no_preference. For more information, go to 3DSv2 control params
purchase optional Purchase related params providing with additional information regarding the order.
. . Identifies the type of transaction being authenticated. This field is required in some markets.Accepted values are: goods, service,
category optional string check_acceptance, account_funding, quasi_cash, prepaid_activation, loan.
merchant_risk recommended Merchant risk assessment params. They are all optional, but recommended.
Indicator code that most accurately describes the shipping method for the cardholder specific transaction. If one or more items are included in the
shipping_indicator optional string(16) sale, use the Shipping Indicator code for the physical goods. If all digital goods, use the code that describes the most expensive item. Accepted
values are: same_as_billing, stored_address, verified_address, pick_up, digital_goods, travel, event_tickets, other.
delivery_timeframe optional string(11) Indicates the merchandise delivery timeframe. Accepted values are: electronic, same_day, over_night, another_day.
reorder_items_indicator optional string(10) Indicates whether the cardholder is reordering previously purchased merchandise. Accepted values are: first_time, reordered.
- . . Indicates whether cardholder is placing an order for merchandise with a future-availability or release date. Accepted values are:
pre_order_purchase_indicator optional string(21) merchandise_available, future_availability.
pre_order_date optional dd-mm-yyyy For a pre-ordered purchase, the expected date that the merchandise will be available.
gift_card optional 'true’ Prepaid or gift card purchase.
gift_card_count optional integer For prepaid or gift card purchase, total count of individual prepaid or gift cards/codes purchased. The value is limited to 99.
card_holder_account recommended Cardholder account additional information. They are all optional, but recommended, because they have a significant impact on approval rates
creation_date optional dd-mm-yyyy Date that the cardholder opened the account with the 3DS Requester.

— . . Length of time since the cardholder’s account information with the 3DS Requestor was last changed. Includes Billing or Shipping address, new
update_indicator optional string(19) payment account, or new user(s) added. Accepted values are: current_transaction, less_than_30days, 30_to_60_days, more_than_60days.
last_change_date optional dd-mm-yyyy E:Etf(st?z;g;edf:ardholder’s account with the 3DS Requestor was last changed. Including Billing or Shipping address, new payment accout, or new
password_change_indicator optional string(18) Length of time since the cardholder account with the 3DS Requestor had a password change or account reset. Accepted values are: no_change,

during_transaction, less_than_30days, 30_to_60_days, more_than_60days.
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password_change_date optional dd-mm-yyyy Date that cardholder’s account with the 3DS Requestor had a password change or account reset.
hippi dd indicat tional tring(19) Indicates when the shipping address used for this transaction was first used with the 3DS Requestor. Accepted values are: current_transaction,
shipping_address_usage_Indicator optiona string less_than_30days, 30_to_60_days, more_than_60days.
shipping_address_date_first_used optional dd-mm-yyyy Date when the shipping address used for this transaction was first used with the 3DS Requestor.
. . . . Number of transactions (successful and abandoned) for this cardholder account with the 3DS Requestor across all payment accounts in the
transactions_activity_last_24_hours  optional integer :
previous 24 hours.
. . . . . Number of transactions (successful and abandoned) for this cardholder account with the 3DS Requestor across all payment accounts in the
transactions_activity_previous_year optional integer .
previous year.
provision_attempts_last_24_hours optional integer Number of Add Card attempts in the last 24 hours.
purchases_count_last_6_months optional integer Number of purchases with this cardholder account during the previous six months.
suspicious activity indicator optional string(22) Indicates whether the 3DS Requestor has experienced suspicious activity (including previous fraud) on the cardholder account. Accepted values
P — Y P 9 are: no_suspicious_observed, suspicious_observed.
registration indicator optional string(19) Indicates the length of time that the payment account was enrolled in the cardholder’s account with the 3DS Requester. Accepted values are:
9 = P 9 guest_check current_tr: ti less_than_30days, 30_to_60_days, more_than_60days.
registration_date optional dd-mm-yyyy Date that the payment account was enrolled in the cardholder’s account with the 3DS Requestor.
browser required* For browser-based transactions. They are all required in case the device_type is set to browser
t head ired* tring(2048) The exact content of the HTTP ACCEPT header as sent to the 3DS Requester from the Cardholder browser. Any other header different than the
accept_header require string ACCEPT header will be rejected. Example: appucation/json,text/plain,text/html,*/*}
. . Boolean that represents the ability of the cardholder browser to execute Java. The value can be retrieved by accessing a property of the navigator
java_enabled required* boolean N N N N
Value representing the browser language as defined in IETF BCP47. Note that only one browser language tag is about to b
language required* string(8) above IETF BCP47. Numeric chars are also allowed in the subtag and will represent the region.Example: ,
-1996), etc. The value can be retrieved by accessing a property of the navigator with JavaScript, (navigator. languagel.
Value representing the bit depth of the colour palette for displaying images, in bits per pixel. Obtained from Cardholder browser using the [screen.c
color_depth required* integer olorDepth| property. The value as per EMVCo specs can be one of 1, 4, 8, 15, 1.6, 24,32,48.In ca.se, an uns.upported |§ determined,
- the nearest supported value that is less than the actual one needs to be submitted. For example, if the obtained value is 30, which is not
supported as per EMVCo specs, 24 has to be submitted.
screen_height required* integer Total height of the Cardholder's screen in pixels. Value is returned from the screen.height property.
screen_width required* integer Total width of the Cardholder's screen in pixels. Value is returned from the screen.width property.
Time difference between UTC time and the Cardholder browser local time, in minutes. Note that the offset is positive if the local time zone is
time_zone_offset required* string(5) behind UTC and negative if it is ahead. If UTC -5 hours then submit , If UTC +2 hours then . The value can be retrieved using
Javascript method over Date object.
user_agent required* string(2048) Exact content of the HTTP user-agent header.
sdk required* For application-based transactions. They are all required in case the device_type is set to application
. " . SDK Interface types that the device of the consumer supports for displaying specific challenge interfaces within the SDK. Accepted values are:
interface required* string(6) native, html, both.
ui_types required* Lists all Ul types that the device of the consumer supports for displaying specific challenge interfaces within the SDK.
. " . Ul type that the device of the consumer supports for displaying specific challenge interface. Accepted values are: text, single_select,
* S
ui_type required string(13) multi_select, out_of_bag, other_html.
Universally unique ID created upon all installations and updates of the 3DS Requestor APp on a Customer Device. This will be newly generated and
application_id required* string(36) stored by the 3DS SDK for each installation or update. The field is limited to 36 characters and it shall have a canonical format as defined in IETF
RFC 4122.
. . JWE Object as defined Section 6.2.2.1 containing data encrypted by the SDK for the DS to decrypt. The data will be present when sending to DS,
ol
encrypted_data required string(64000) but not present from DS to ACS.
h | bublic k . ired* tring(256) Public key component of the ephemeral key pair generated by the 3DS SDK and used to establish session keys between the 3DS SDK and ACS. In
ephemeral_public_key_pair require string AReq, this data element is contained within the ACS Signed Content JWS Object. The field is limited to maximum 256 characters.
max_timeout required* integer Indicates the maximum amount of time (in minutes) for all exchanges. The field shall have value greater or equals than 05.
f b ired* tring(32) Identifies the vendor and version of the 3DS SDK that is integrated in a 3DS Requestor App, assigned by EMVCo when the 3DS SDK is approved.
reference_number require string The field is limited to 32 characters.
dynamic_descriptor_params optional
merchant_name optional string(25) Allows to dynamically override the charge descriptor
merchant_city optional string(13) Allows to dynamically override the merchant phone number
sub_merchant_id optional string(15) Allows to dynamically override the sub-merchant ID.
merchant_country optional string(3) Allows to dynamically override the merchant country.
merchant_state optional string(3) Allows to dynamically override the merchant subdivision code.
merchant_zip_code optional string(10) Allows to dynamically override the merchant zip/postal code. Required for VISA OCT transactions with Australian and Canadian card bins.
merchant_address optional string(48) Allows to dynamically override the merchant address.
merchant_url optional string(60) Allows to dynamically override the merchant URL
merchant_phone optional string(16) Allows to dynamically override the merchant phone number.
merchant_service_city optional string(13) Allows to dynamically override the merchant service city.
merchant_service_country optional string(3) Allows to dynamically override the merchant service country.
merchant_service_state optional string(3) Allows to dynamically override the merchant service subdivision code.
merchant_service_zip_code optional string(10) Allows to dynamically override the merchant service zip/postal code.
merchant_service_phone optional string(16) Allows to dynamically override the merchant service phone number.
merchant_geo_coordinates optional string(20) Allows to dynamically override the merchant geographic coordinates.
merchant_service_geo_coordinates optional string(20) Allows to dynamically override the merchant service geographic coordinates.

[required* = conditionally required]

1 - Required if is not present, the transaction will be handled asynchronously. Not required if configured on Terminal or Merchant level. Contact Tech Support for more details.

2 - Required if transaction should be handled synchronous.

i] is always required if is present.

is not required for the 3D attempted only workflow, but it is strongly recommended in a combination with the Directory Server ID in order to be in the scope of the 3DSv2 authentication protocol.
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4- is required due to the only one 3DSv2 authentication protocol that is currently supported.
is mandatory when protocol_version is 2. May be omitted for scheme tokenized transactions.
5- is required when exemption value is .

Frictionless / Challenge Response

Response

<7xml version="1.0" encoding="UTF-8"?>
<payment_response>
<transaction_type>authorize3d</transaction_type>

<statu

>pending_async</status>
<mode>Live</mode>
<transaction_id>119643250547501c79d8295</transaction id>
<unique_id>44177a21403427eb96664a6d7e5d5d48</unique_id>
<consumer_id>123456</consuner_id>
<token>ee946dbs-d7db-4bb7-b608-b65b153e127d</ token>

<threeds method url>https://staging.gate.e-comprocessing.net/threeds/threeds method</threeds method url>
<threeds_method_continue_url>https://staging.gate.e-comprocessing.net/threeds/threeds_method/44177a21403427eb96664a6d7e5d5d48</ threeds method_continue url>
<timestamp>2025-07-01T15:26:462</timestanp>

<descriptor=Descriptor one</descriptor>

<amount>100</amount>

<currency>UsD</currency>

<sent_to_acquirer>false</sent_to_acquirer>

<reason_for_not_honoring_exemption>8A01</reason_for not_honoring exemption>

<sca_exemption_result>13</sca_exemption result>

</payment_response>

Challenge Without 3 Ds Method Response

Response

<7xml version="1.0" encoding="UTF-8"?>

<payment_res

nse>

<transaction_type>authorize3d</transaction_type>

<statu

>pending_async</status>
<mode>Live</mode>

<transaction id>119643250547501c79d8295</transaction id>

<unique_id>44177a21403427eb96664a6d7e5d5d48</unique_id>

<consumer_id>123456</consuner_id>

<token>ee946dbs-d7db-4bb7-b608-b65b153e127d</ token>
<redirect_url>https://staging.gate.e-comprocessing.net/threeds/authentication/44177a21403427eb96664a6d7e5d5d48</ redirect url>
<redirect_url_type>3ds_v2_challenge</redirect url type>

<timestamp>2625-07-01T15:26:462</timestamp>

<descriptor>Descriptor one</descriptor>

/amount>

<currency>USD</currency>

<sent_to_acquirer>false</sent_to_acquirer>

<reason_for_not_honoring_exemption>8A01</reason_for not_honoring exemption>

<sca_exemption result>13</sca exemption result>

</payment_response>

ful Resy Par: ers
Parameter Type Description
transaction_type string(255) The transaction type
status string(255)  Status of the transaction, see states
transaction_id string(255)  Unique transaction id defined by merchant
unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
consumer_id string(10) Consumer unique reference. See Consumers
token string(36) Plain-text token value. See Tokenization
moto 'true’ Signifies whether a MOTO (mail order telephone order) transaction is performed. Contact tech support for more details.
avs_response_code string(255) Generatef:l by the card network on trying to match the billing address when performing the address verification. Optional, returned if config is enabled and acquirer
- - supports it. Check AVS Status Codes for details.
avs_response_text string(255)  Gives the human response text for the AVS response code above. Optional, returned if config is enabled and acquirer supports it. Check AVS Status Codes for details.
cvv_result_code string(1) Card Verification Value response code. Optional, returned only if acquirer supports it
authorization_code string(6) Generated by the card network when an authorisation has occurred, used to identify that auth. Consists of 6 alphanumeric chars
retrieval_reference_number string(255) A reference number used for tracking all messages related to a given cardholder transaction returned by some acquirers.
payment_account_reference string(255) Payment Account Reference value returned from the schemes. Links tokenized and PAN-based transactions.
response_code string(2) 3:tﬁarillz.s the result of a transaction with the acquirer, the status of a message or some action taken or required. Contact tech-support@emerchantpay.com for more
technical_message string(255) Technical error message (for internal use only, not to be displayed to users).
message string(255) Human readable error message which can be displayed to users.
mode string(4) Mode of the transaction’s terminal, can be test or live
redirect url url URL wherg the consumer has to‘be. reqirecteq to complete t‘he payment process unless a 3D§ecqre Method is required. This redirect_url will not be included in the
= response if a 3DS-Method submission is required. For more information, to go 3DSv2 authentication flows
. . The type of the redirect URL in the 3DS scope. It will be present only for asynchronous 3D transactions when an interaction between consumer and issuer is required. This
redirect_url_type string(64) type identifies what kind of redirect url is returned, namely 3DSv2 Challenge. For more information, to go 3DSv2 authentication flows
threeds method url url 3D_Secure Method URL. It wiI_I be pres_ent only then 3DS-Metho_d is_ required for 3D transaction. A 3DS-Method submission inside an iframe is required to be submitted
— - using HTTP POST. For more information, to go 3DSv2 authentication flows
This is an API endpoint that accepts HTTP PUT & HTTP PATCH requests. It will be present when the threeds_method_url is included in the response. An HTTP PUT
threeds_method_continue_url url request must be submitted to that endpoint together with the proper signature to determine what the next step in the authentication is. For more information, to go
3DSv2 authentication flows
timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
descriptor string(255)  Static descriptor MID info as configured on the gateway
amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details
currency string(255)  Currency code in I1SO 4217
partial_approval string(4) Optional, set to ‘true’ if partial approval happened. Partially approved amount is then in the amount field. Check Partial Approvals for details
sent_to_acquirer string(255)  "true" or "false"
dynamic_descriptor_params section Optional, returned only if dynamic desc params are submitted on the API. Note here that the formatted dyn desc params are returned - as they would be submitted to the

schemes for settlement.
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scheme_transaction_identifier string(32) Id defined by card schemes. Corresponds to NETWORK DATA (field 63) for MasterCard or TRANS ID (field 62.2/125) for VISA.

scheme_transaction_link_id string(22) The transaction unique identifier returned from the schemes. Corresponds to ADDITIONAL SERVICE DATA (field 65, MasterCard Transaction Link Id [TLID]).
scheme_pan_indicator string(1) The account number indicator in scheme-tokenized transactions. See Account number indicator codes for details.

scheme_pan_tail string(4) The tail of the PAN number tail associated with the token in scheme-tokenized transactions. Returned in conjunction with .
scheme_max_settlement_date string(10)  The final date an authorization could be captured which is returned from the card scheme. See Scheme Maximum Settlement Date for more details.

The Authentication Data Quality Indicator returned by the card scheme is used to indicate whether a transaction meets the authentication data quality requirements. The

scheme_authentication_data_quality =~ boolean value can be either

scheme_settlement_date string(4) MasterCard settlement date in MMDD format (e.g. 0702). Corresponds to NETWORK DATA (field 15).
reason_for_not_honoring_exemption  string Reason for not honoring exemption. Check SCA Reason For Not Honoring Exemption Values.
sca_exemption_result string SCA exemption result. Check SCA Exemption Result Values.
threeds

eci string(2) See Electronic Commerce Indicator as returned from the MPI for details

Error Response

Response

<?xml version="1.0" encoding="UTF-8"?>

<payment_response>
<transaction_type>authorize3d</transaction_types
<status>error</status>
<mode>live</mode>
<transaction_id>119643250547501c79d8295</t ransaction_id>
<unique_id>44177a21403427eb96664a6d7e5d5048</unique_id>
<response_code>57</response_code>
<code>340</code>
<technical_messagesexpiration_year is invalid</technical message>
<message>expiration_year is invalid</message>
<timestamp>2025-07-01T15:26:46Z</timestanp>
<descriptor>Descriptor one</descriptor>
<amount>100</amount>
<currency>USD</currency>
<sent_to_acquirer>false</sent_to_acquirer>

</payment_response>

Error Response Parameters

Parameter Type Description
transaction_type string(255) The transaction type
status string(255)  Status of the transaction, see states
transaction_id string(255)  Unique transaction id defined by merchant
unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
gaming ‘true’ Signifies whether a gaming transaction is performed. Gaming transactions usually use MCC 7995, contact tech support for more details.
moto 'true’ Signifies whether a MOTO (mail order telephone order) transaction is performed. Contact tech support for more details.
crypto 'true’ Signifies whether a crypto-currency transaction is performed. Contact tech support for more details.
digital_asset_type string(255) The crypto-currency digital asset type used to process a transaction. Contact tech support for more details.
code integer Error code according to Error code table
technical_message string(255) Technical error message (for internal use only, not to be displayed to users).
message string(255) Human readable error message which can be displayed to users.
mode string(4) Mode of the transaction’s terminal, can be test or live
timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
descriptor string(255)  Static descriptor MID info as configured on the gateway
amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details
currency string(255)  Currency code in ISO 4217

Optional, returned only if dynamic desc params are submitted on the API. Note here that the formatted dyn desc params are returned - as they would be submitted to the

dynamic_descriptor_params  section schemes for settlement.

Error Response Parameters

Parameter Type Description
transaction_type string(255)  The transaction type
status string(255)  Status of the transaction, see states
transaction_id string(255)  Unique transaction id defined by merchant
unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
mode string(4) Mode of the transaction’s terminal, can be test or live
code integer Error code according to Error code table
technical_message string(255) Technical error message (for internal use only, not to be displayed to users).
message string(255) Human readable error message which can be displayed to users.
timestamp string(255) Time when the transaction was processed in ISO 8601 Combined date and time e.g. 2007-08- 30T17:46:11Z
descriptor string(255)  Static descriptor MID info as configured on the gateway
amount integer Amount of transaction in minor currency unit, see Currency and Amount Handling for details
currency string(255) Currency code in ISO 4217

Optional, returned only if dynamic desc params are submitted on the API. Note here that the formatted dyn desc params are returned - as they would be submitted to the

dynamic_descriptor_params  section schemes for settlement.

threeds
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authentication

status_reason_code string(2) See 3DS Authentication Status Reason Codes for details.

Error Response

Response

TF-8"7>

<?xml version="1.0" encod

<payment_response>
transaction type>

ansaction type>authorize3ds

<status>declined</status>

<mode>live</mode>
<transaction id>119643250547501c79d8295</transaction id>

nique_id=44177a21403427eb96664a6d7e5d5d48</unique_id>

<code>600</code>
<technical_message>Cardholder not participating 30S.</technical message>

<message>Transaction failed, please contact support!</message>
tamp>2 7-01T15:26:46Z</ imestamp>

<descriptor>Descriptor one</descriptor>
<amount>100</amount>
<currency>UsD</currency>
>true</sent_to_acquirer>

<sent_to_acquirer:
<threeds>
<eci>@6</eci>
<authentication>
<status_reason_code>08</status_reason_code>
</authentication>
</threeds>

</payment_response>

SALE 3D
Sale3D transactions basically have the same request as standard sale transactions.

@ Sale3D transactions can be handled synchronous or asynchronous depending on the parameers passed. If mpi_params is passed the workflow will be synchronous. If notification_url, return_success_url and

return_failure_url are passed the workflow will be asynchronous.
€@ This transaction type supports Tokenization.
@ This transaction type supports Level 3 travel data.

€@ This transaction type could require business attributes.

under SCA params.

€@ An exemption from Strong Customer Authentication (SCA) can be requested by submitting an exemption with
In case the issuer accepts the exemption, a step up in the authentication flow might not be required because the transaction's risk analysis has already been performed by acquirer.

Note, the requested exemption might not be accepted due to internal risk validations.
For example, to be able to utilize the low risk exemption, the BIN country of the card must be part of the European Economic Area (EEA).

Furthermore, the acquirer could accept the merchant low-risk exemption request only if the transaction amount does not exceed the acquirer low-risk exemption threshold.

Finally, the ACS might not acknowledge the merchant/acquirer's exemption request and may still require a step up in the cardholder authentication.

@ This transaction type supports Installments.

Visa Synchronous 3 D Sv2 Fully Authenticated Request

Request

curl https://username:3b7d0df3c935afdd foddbf1a87256e934F4a567c@staging. gate. e-comprocessing.net/process/TERMINAL -TOKEN

X POST \
H "Content-Type: text/xml" \
-d

<?xml version="1.0" encoding="UTF-8"?>

<payment_transaction>
ansaction type-sale3d</transaction type>

<transaction_id>119643250547501c79d8295</transaction_id>

<usage>46268 concert tickets</usage>
<remote_ip>245.253.2.12</remote_ip>
<amount>100</amount>
<currency>USD</currency>
<card_holder>Travis Pastrana</card_holder>
<card_number>4012000000060085</card_number>
<expiration_month>12</expiration_month>
<expiration_year>2626</expiration_year>
<cvv>834</cuv>
<customer_email>travis@example. com</customer_email>
<customer_phone>+1987987987987</customer_phone>
<business_attributes>
<event_start_date»02-08-2025</event_start date>
<event_end_date>11-08-2025</event_end_date>
<event_organizer_id>20192375</event_organizer_id>
<event_id>1912</event_id>
</business_attributes>
<billing_address>
<first_name>Travis</first name>
<last_name-Pastrana</last_name>
<addressl>Muster Str. 12</addressl>
ip_code>

<zip_code>10178</
<city>Los Angeles</city>
<neighborhood=Hol lywood</neighborhood>
<state=CA</state>
<country>US</country>

</billing_address>

<mpi_params>
<eci>05</eci>
<cavv>MDAWMDAWMDAWMDAXNTAN j KSNFg=</ cavv>
<protocol_version=2</protocol_version>
<protocol_sub_version>2</protocol_sub_version>
<directory server id>e3aB96f0-3986-013e-de36-0a58adfeac2</directory server id>

s_transaction_id>e3a897b0-3986-013e-de36-0a58a9feaco2</acs_transaction_id>

<threeds_challenge indicator>preference</threeds_challenge indicator>

</mpi_params>
<sca_params>
<exemption>trusted merchant</exemption>
<visa_merchant_id>00000000</visa merchant_id>
</sca_params>

</payment_transaction>
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Master Synchronous 3 D Sv2 Fully Authenticated Request

Request
curl https://username:3b7dedf3c935afddfe4dbfla87256e934f4a567c@staging.gate.e-comprocessing.net/process/TERMINAL-TOKEN \
-X POST \
-H "Content-Type: text/xml" \
e

<?xml versio 1.0" encoding
<payment_transaction>
<transaction_type>sale3d</transaction_type
<transaction id>119643250547501c79d8295</transaction_id>
<usage>40208 concert tickets</usage>
<remote_ip>245.253.2.12</remote_ip>
<amount>100</amount>
<currency>UsD</currency>
<card_holder>Travis Pastrana</card_holder>
<card_number>5555555555559997</card_number>
<expiration_month>12</expiration month>
<expiration year>2026</expiration year>
<cvv>834</cvv>
<customer_email>travis@example. com</customer_email>
<customer_phone>+1987987987987</customer_phone>
<business_attributes>
<event_start_date»02-08-2025</event_start_date>
<event_end_date>11-08-2025</event_end_date>
<event_organizer id>20192375</event_organizer id>
<event_id=1912</event_id>
</business_attributes>
<billing address>
<first_name>Travis</first_name>
<last_name>Pastrana</last_name>
<addressl>Muster Str. 12</addressl>
<zip_code>10178</zip_code>
<city>Los Angeles</city>
<neighborhood>Hollywood</neighborhood>
<state>CA</state>
<country>US</country>
</billing_address>
<npi_params>
<eci>02</eci>
<cavv>kDOIneadC/2taINZ 4Hhws mongj</cavy>
<protocol_version>2</protocol_version>
<protocol_sub_version>2</protocol_sub_version>
<directory_server_id=e3ad20f0-3986-013e-de36-0a58a0feaco2</directory_server_id>
<acs_transaction_id>e3ad2180-3986-013e-de36-0a58a9feac02</acs_transaction id>
<threeds_challenge_indicator>preference</threeds_challenge_indicator>

</mpi_parans>

A

/payment_transaction"

Visa Synchronous 3 D Sv2 Attempted Authentication Request

Request
curl https://username:3b7d0df3c935afddf04dbf1a87256e934f4a567c@staging. gate . e-comprocessing. net/process/TERMINAL-TOKEN \
X POST \
-H "Content-Type: text/xml" \
d

<?xml version="1.0" encoding="UTF-8"?
<payment_transaction>
<transaction_type-sale3d</transaction_type>
<transaction_id>119643250547501c79d8295</transaction_id>
<usage>40208 concert tickets</usage>
<remote_ip>245.253.2.12</renote_ip>
<amount>100</amount>
<currency>UsD</currency>
<card_holder>Travis Pastrana</card_holder>
<card_number>4012000000060085</card_number>
<expiration month>12</expiration month>
<expiration_year>2026</expiration years
<cw>834</cvv>
<customer_email>travis@exanple. com</customer_email>
<customer._phone>+1987987987987</custoner_phone>
<business_attributes>
<event_start_date>02-08-2025</event_start_date>
<event_end_date>11-08-2025</event_end_date>
<event_organizer_id>20192375</event_organizer_id>
<event_id>1912</event_id>
</business_attributes>
<billing address>
<first_name>Travis</first_name>
<last_name>Pastrana</last_name>
<addressl>Muster Str. 12</addressl>
<zip_code>10178</zip_code>
<city>Los Angeles</city>
<neighborhood>Hollywood</neighborhood>
<statesCA</state>
<country>US</country>
</billing address>
<mpi_params>
<eci>06</eci>
<cavv>MDAWMDAWMDAWMDAXMTAZN] KSNFg=</ cavv>
<protocol_version>2</protocol_version>
<protocol_sub_version2</protocol_sub_version>
<directory_server_id>e3b25fb0-3986-013e-de36-0as8adfeaco2</directory server id>
<acs_transaction id>e3b26020-3986-013e-de36-0a58a9feac02</acs transaction id>
<threeds_challenge_indicator=preference</threeds_challenge_indicator>
</mpi_params>
<sca_params>
<exemption>trusted_merchant</exemption>
<visa_merchant_id>00000000</visa_merchant_id>
</sca_params>
</payment_transaction>'

Master Synchronous 3 D Sv2 Attempted Authentication Request

Request

curl https://username:3b7dodf3c935afddfeddbflaB7256e934f4a567c@staging . gate. e-comprocessing. net/process/TERMINAL-TOKEN \

-X POST \
-H "Content-Type: text/xml" \
d

<?xml version="1.0" encoding="UTF-8"?>

<payment_transaction>
<transaction_type>sale3d</transaction_type>
<transaction id>119643250547501c79d8295</transaction id>
<usage>40208 concert tickets</usage>
<remote_ip>245.253.2.12</remote_ip>
<amount>100</amount>
<currency>UsD</currency>
<card_holder>Travis Pastrana</card_holder>
<card_number>5555555555559997</card_number>
<expiration month>12</expiration month>
<expiration_year>2026</expiration_year>
<cvv>83d</cvv>
<customer_email>travis@example.con</custoner email>




<customer_phone>+1987987987987</customer_phone>
<business_attributes>

<event_start_date>02-08-2025</event_start_date>

<event_end_date>11-08-2025</event_end_date>

<event_organizer_id>20192375</event_organizer_id>

<event_id>1912</event_id>
</business_attributes>
<billing address>

<first_name>Travis</first name>
<last_name>Pastrana</last_name>
<addressl>Muster Str. 12</addressl>

<zip_code>10178</zip_code>

<city=Los Angeles</city>

<neighborhood>Hollywood</neighborhood>

<state>CA</state>

<country>US</country>
</billing_address>
<npi_params>

<eci>fl</eci>

<cavv>kE0ImeaBC/2talNZL4Hhws lmomgj</cavv>
<protocol_version>2</protocol_version>

<protocol_sub_version>2</protocol sub_version>

<directory server id>e3b72710-3986-013e-de36-0a58a0feac02</directory server id>
<acs_transaction_id>e3b72780-3986-013e-de36-0a58a9feac02</acs_transaction_id>

<threeds_challenge_indicator>preference</threeds_challenge indicator>
</mpi_params>

</payment_transaction>'

Master Synchronous 3 D Sv2 Acquirer Exemption Accepted (Tra Already Performed) Request
Request

curl https://username:3b7d0df3c935afddfo4dbf1a87256e934f4a567c@staging. gate . e-comprocessing.net/process/TERMINAL-TOKEN \
-X POST \

-H "Content-Type: text/xml’ \
a4

<?xml versiof

1.0" encoding="UTF-8"7>
<payment_transaction>
<transaction_type-sale3d</transaction_type>
<transaction id>119643250547501c79d8295</transaction id>
<usage>40208 concert tickets</usage>
<remote_ip>245.253.2.12</renote_ip>
<amount>100</amount>
<currency>USD</currency>
<card_holder>Travis Pastrana</card_holder>
<card_number>5169750000001111</card_number>
<expiration_month>12</expiration_month>
<expiration year=2026</expiration years
<cvv>834</cvv>
<customer_email>travis@exanple.com</customer email>
<customer_phone>+1987987987987</custorer_phone>
<business_attributes>
<event_start_date-02-08-2025</event_start_date>
<event_end date>11-08-2025</event _end date>
<event_organizer_id>20192375</event_organizer_id>
<event_id>1912</event_id>
</business attributes>
<billing address>
<first_name>Travis</first_name>
<last_name>Pastrana</last_name>
<addressi>Muster Str. 12</addressl>
<zip_code>10178</zip_code>
<city>Los Angeles</city>
<neighborhood>Hollywood</neighborhood>
<state>CA</state>
<country>US</country>
</billing address>
<mpi_params>
<eci>f</eci>
<cavv>kNMAAAAA3S13awBK Wt TWZEBBCTY</ Cavy>
<protocol_version>2</protocol_version>
<protocol_sub_version>2</protocol_sub_version>

<directory_server 3986-013e-d!

62</directory_server_id>
<acs_transaction id>e3bbd010-3986-013e-de36-0a58a9feac02</acs transaction id>

<threeds_challenge_indicator>preference</threeds_challenge_indicator>
</mpi_params>

<sca_params>
<exemption>low_risk</exemption>
</sca_params>

</payment_transaction>'

Visa Synchronous 3 D Sv2 Acquirer Exemption Accepted (Tra Already Performed) Request
Request

curl https://username:3b7d0df3c935afddfo4dbF1a87256e934F4a567c@staging. gate . e-comprocessing. net/process/TERMINAL - TOKEN
=X POST \

-H "Content-Type: text/xml" \
d

<7xml version="1

="1.0" encoding="UTF-8"?>
<payment_transaction>
<transaction_type>sale3d</transaction_type
<transaction_id>119643250547501c79d8295</transaction_id>
<usage=40208 concert tickets</usage>
<remote_ip>245.253.2.12</remote_ip>
<amount>100</amount>
<currency>UsD</currency>
<card_holder>Travis Pastrana</card_holder>
<card_number>4378510000000004</card_number>
<expiration_month>12</expiration month>
<expiration year>2026</expiration year>
<cvv>834</cv>
<customer_emai 1>t ravis@example. con</custoner_email>
<customer_phone>+1987987987987</custoner_phone>
<business_attributes>
<event_start_date>02-08-2025</event_start_date>
<event_end_date>11-08-2025</event_end_date>
<event_organizer_id>20192375</event_organizer_id>
<event_id>1912</event_id>
</business_attributes>
<billing address>
<first_name>Travis</first_name>
<last_name>Pastrana</last_name>
<addressl>Muster Str. 12</addressl>
<zip_code>10178</zip_code>
<city>Los Angeles</city>
<neighborhood>Hollywood</neighborhood>
<state>CA</state>
<country>US</country>
</billing address>
<mpi_params>
<eci>07</eci>
<cavv>ApkCALgGQCECEBIWNGZAAAAAARA=</ Cavy>
<protocol_version>2</protocol_version>
<protocol_sub_version2</protocol_sub_version>
<directory server id>e3c08fc0-3986-013e-de36-0as8adfeacd2</directory server id>
<acs_transaction_id>e3c09050-3986-013e-de36-0a58adfeac02</acs_transaction id>




<threeds_challenge_indicator>preference</threeds_challenge_indicator>
</mpi_parans>
<sca_paranms>
<exemption>Low_risk</exenption>
</sca_params>

</payment_transaction>'

Asynchronous 3 D Sv2 Frictionless No 3ds Method Request

Request

curl https://username:3b7d0df3c935afdd04dbf1a87256e9344a567c@staging. gate..e-comprocessing.net/process/TERMINAL - TOKEN

\
X POST \
-H “Content-Type: text/xml® \
a4

<?xml version="1.8" encoding="UTF-8"7>
<payment_transaction>
<transaction_type-sale3d</transaction_type>
<transaction id>119643250547501c79d8295</transaction id>
<usage>40208 concert tickets</usage>
<remote_ip>245.253.2.12</renote_ip>
<amount>100</amount>
<currency>USD</currency>
<card_holder>Travis Pastrana</card_holder>
<card_number>4012000000060085</card_number>
<expiration_month>12</expiration_month>
<expiration year=2026</expiration years
<cvv>834</cvv>
<customer_email>travisgexample.con</custoner_email>
<customer_phone>+1987987987987</custoner_phone>
<billing address>
<first_name>Travis</first_name>
<last_name>Pastrana</last_name>
<addressl>Muster Str. 12</addressl>
<zip_code>10178</zip_code>
<city>Los Angeles</city>
<neighborhood>Hollywood</neighborhood>
<statesCA</state>
<country>US</country>
</billing address>
<notification url>https://waw.example. com/notification</notification url>
<return_success_url>http://www.example.con/success</return_success url>
<return_failure url>http://waw.example.con/failure</return failure url>
<threeds_v2_params>
<threeds_method>
<callback_url>https://ww.exanple. con/threeds/threeds_method/callbacks/callback url>
</threeds_method>
<control>
<device_type>browser</device_type>
<challenge window size>full screen</challenge window size>
<challenge_indicatorspreference</challenge_indicator>
</control>
<purchase>
<category>service</category>
</purchase>
<merchant_risk>
<shipping indicator>verified address</shipping indicator>
<delivery_timeframe>electronic</delivery_timeframe>
<reorder_itens_indicator>reordereds/reorder_itens_indicator>
<pre_order_purchase_indicator>nerchandise available</pre order purchase indicator>
<pre_order_date>02-08-2025</pre_order_date>
<gift_card>true</gift_card>
<gift_card_count>2</gift_card_count>
</merchant_risk>
<card_holder_account>
<creation_date=02-07-2024</creation_date>
<update_indicator>more_than 60days</update_indicator>
<last_change_date>02-04-2025</last_change_date>
<password_change_indicator=no_change</password_change_indicator>
<password_change_date>17-06-2025</password_change_date>
<shipping address_usage_indicator>current transaction</shipping address usage indicator>
<shipping_address_date first_used>27-86-2025</shipping_address_date_first_used>
<transactions_activity last_24_hours=2</transactions activity last_24_hours>
<transactions activity previous year10</transactions activity previous year>
<provision_attempts_last 24 hours>l</provision attempts last 24 hours>
<purchases_count_last_6_months>5</purchases_count_last_6_months>
<suspicious activity indicator>no_suspicious_observed</suspicious activity indicator>
<registration_indicator>30_to_60_days</registration indicator>
<registration date=02-7-2023</registration date
</card_holder_account>
<browser>
<accept_header>*/*</accept_header>
<java_enabled>false</java_enabled>
<language>en-GB</language>
<color_depth>24</color_depth>
<screen_height>000</screen_height>
<screen_width>1440</screen_width>
<time_zone_offset>-120</time_zone offset>
<user_agent>Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_14 6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/78.0.3904.97 Safari/537.36</user_agent>
</browser>
<sdk>
<interface>native</interface>
<ui_types>
<ui_typesmulti_select</ui_type>
</ui_types>
<application_id=fc1650c0-5778-0138-8205-2cbc32a32d65</application_id>
<encrypted_datasencrypted-data-here</encrypted_data>
<ephemeral_public_key_pair>public-key-pair</ephemeral public_key pair>
<max_timeout>16</max_timeout>
<reference_nunber>sdk-reference-number-here</reference_number>
</sdk>
</threeds v2 params>
<sca_params>
<exemption>Low_risk</exenption>
</sca_params>

</payment_transaction>'

Asynchronous 3 D Sv2 Frictionless With 3ds Method Request

Request

curl https://username:3b7dodf3c935afddfoddbf1aB7256e9344a567c@staging . gate. e-comprocessing. net/process/TERMINAL-TOKEN \
X POST \

-H “Content-Type: text/xml® \
d

<?xml versiof

1.0" encoding="UTF-8"?>

<payment_transaction>
<transaction_type-sale3d</transaction_type>
<transaction id>119643250547501c79d8295</transaction id>
<usage>40208 concert tickets</usage>
<remote_ip>245.253.2.12</remote_ip>
<amount>100</amount>
<currency>USD</currency>
<card_holder>Travis Pastrana</card_holder>
<card_number>4066330000000004</card_number>
<expiration month>12</expiration month>

<expiration_year>2026</expiration year>




<cwv>834</cvv>
<customer_email>travis@example.com</customer_email>
<customer._phone>+1987987987987</custoner_phone>
<billing address>
<first_name>Travis</first_name>
<last_name>Pastrana</last_name>
<addressl>Muster Str. 12</addressl>
<zip_code>10178</zip_code>
<city>Los Angeles</city>
<neighborhood>Hollywood</neighborhood>
<stateCA</state>
<country>US</country>
</billing address>
<notification url>https://ww.example.con/notification</notification url>
<return_success_url>http://www.example.con/success</return success url>
<return_failure url>http://wwy.exanple.con/failure</return failure url>
<threeds v2_params>
<threeds_method>
<callback_url>https://ww.exanple. con/threeds/threeds _method/callback</callback url>
</threeds_method>
<control>
<device_type>browser</device_type>
<challenge_window size>full_screen</challenge window size>
<challenge_indicator>preference</challenge_indicator>
</control>
<purchase>
<category>service</category>
</purchase>
<merchant_risk>
<shipping_indicator>verified address</shipping indicators
<delivery_tineframe=electronic</delivery_timefrane>
<reorder_itens_indicator>reordereds/reorder_itens_indicator>
<pre_order_purchase_indicator>nerchandise available</pre order purchase indicator>
<pre_order_date=02-08-2025</pre_order_date>
<gift_card>true</gift_card>
<gift_card_count>2</gift _card_count>
</merchant_risk>
<card_holder_account>
<creation_date=02-07-2024</creation date>
<update_indicator>more_than 60days</update indicator>
<last_change_date>02-04-2025</1ast_change_date>
<password_change_indicator=no_change</password_change_indicator>
<password_change_date>17-06-2025</password_change_date>
<shipping_address_usage_indicator>current_transaction</shipping_address_usage_indicator>
<shipping_address_date_first used27-06-2025</shipping address_date first used>
<transactions_activity last 24_hours>2</transactions activity last 24_hours>
<transactions activity previous year10</transactions activity previous year>
<provision attempts last 24 hours>l</provision attempts last 24 hours>
<purchases_count_last_6_months>5</purchases_count_last_6_months>
<suspicious_activity indicator>no_suspicious_observed</suspicious activity indicator>
<registration_indicator=30_to_60_days</registration_indicators
<registration date=02-7-2023</registration date
</card_holder_account>
<browser>
<accept_header>*/*</accept_header>
<java_enabled>false</java_enabled>
<language>en-GB</language>
<color_depth>24</color_depth>
<screen_height>900</screen_height>
<screen_width>1440</screen_width>

<time_zone_offset>-120</time_zone offset>

</browser>
<sdk>
<interface=native</interface>
<ui_types>
<ui_typesmulti_select</ui_type>
</ui_types>
<application_id=fc1650c0-5778-0138-8205-2cbc32a32d65</application_id>
<encrypted_data>encrypted-data-here</encrypted_data>
<ephemeral_public_key pair>public-key-pair</ephemeral public key pair>
<max_timeout>10</max_timeout>
<reference_nunber>sdk- reference-number-here</reference_number>
</sdk>
</threeds_v2_params>
<sca_params>
<exemption>low_risk</exemption>
</sca_params>
</payment_transaction>"

<user_agent>Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_14 6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/78.0.3904.97

safari/537.36</user agent>

Asynchronous 3 D Sv2 Challenge No 3ds Method Request

Request

curl https://username:3b7d0df3c935afdd0ddbf1a87256e93414a567castaging. gate. - comprocessing
X POST \
-H "Content-Type: text/xml" \
a4

.net/process/TERMINAL-TOKEN \

<7xml version="1.0" encoding="UTF-8"?>
<payment_transaction>
<transaction_type-sale3d</transaction_type>
<transaction id>119643250547501c79d8295</transaction id>
<usage>40208 concert tickets</usage>
<remote_ip>245.253.2.12</renote_ip>
<amount>100</amount>
<currency=USD</currency>
<card_holder>Travis Pastrana</card_holder>
<card_number>4918190000000002</card_number>
<expiration month>12</expiration month>
<expiration year=2026</expiration years
<cw>834</cvv>
<customer_email>travis@example. con</custoner email>
<customer_phone>+1987987987987</custoner_phone>
<billing_address>
<first name>Travis</first name>
<last_name>Pastrana</last_name>
<addressl>Muster Str. 12</addressl>
<zip_code>10178</zip_code>
<city>Los Angeles</city>
<neighborhood>Hollywood</neighborhood>
<stateCA</state>
<country>US</country>
</billing_address>
<notification_url>https://wiw.exanple.con/notification</notification url>
<return_success_url>http://wa.exanple. con/success</return_success_url>
<return_failure url>http://wav.exanple. con/failure</return failure url>
<threeds_v2_params>
<threeds_method>
<callback_url>https://ww.example. con/threeds/threeds_method/callback</callback url>
</threeds_method>
<control>
<device_type>browser</device_type>
<challenge window size>full_screen</challenge window size>
<challenge_indicator>preference</challenge_indicator>
</control>
<purchase>
<category>service</category>
</purchase>




<merchant_risk>
<shipping_indicator>verified address</shipping indicator>
<delivery_tineframe=electronic</delivery_timeframe>
<reorder_itens_indicator>reordereds/reorder_itens_indicators
<pre_order_purchase_indicator>nerchandise_available</pre_order_purchase_indicator>
<pre_order_date>02-08-2025</pre_order_date>
<gift_card>true</gift_card>
<gift_card_count>2</gift_card_count>
</merchant_risk>
<card_holder_account>
<creation_date=02-07-2024</creation_date>
<update_indicator>more_than 60days</update_indicator>
<last_change_date>2-84-2025</last_change date>
<password_change_indicatorno_change</password_change_indicator>
<password_change_date>17-06-2025</password_change_date>
<shipping address usage indicator>current transaction</shipping address usage indicator>
<shipping_address_date_first used27-06-2025</shipping address_date first used>
<transactions_activity last_24_hours=2</transactions_activity_last_24_hours>
<transactions activity previous year>10</transactions activity previous year>
<provision attempts last 24 hours>l</provision attempts last 24 hours>
<purchases_count_last_6_months>5</purchases_count_last_6_months>
<suspicious activity indicator>no_suspicious observed</suspicious activity indicator>
<registration indicator>30 to 60 days</registration indicator>
<registration_date=02-07-2023</registration date
</card_holder_account>
<browser>
<accept_header>*/*</accept_header>
<java_enabled>false</java_enabled>
<language>en-GB</language>
<color_depth>24</color_depth>
<screen_height>900</screen_height>
<screen width>1440</screen_ width>
<time zone of fset>-120</time_zone offset>
<user_agent>Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_14 6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/78.0.3904.97 Safari/537
</browser>
<sdk>
<interface>native</interface>
<ui_types>
<ui_typesmulti select</ui type>
</ui_types>
<application_id=fc1650c0-5778-0138-8205-2cbc32a32d65</application_id>
<encrypted_data>encrypted-data-here</encrypted_data>
<ephemeral_public_key_pair>public-key-pair</ephemeral public key pair>
<max_timeout>10</max_timeout>
<reference_nunber>sdk-reference-number-here</reference_number>
</sdk>
</threeds_v2_parans>
<sca_params>
<exemption>low_risk</exenption>
</sca_params>

</payment_transactions'

.36</user_agent>

Asynchronous 3 D Sv2 Challenge With 3ds Method Request

Request

curl https://username:3b7d0df3c935afddfo4dbf1a87256e934f4a567c@staging. gate..e-comprocessing.net/process/TERMINAL-TOKEN \

X POST \
-H “Content-Type: text/xml® \
d

<?xnl version="1.0" encoding="UTF-8"7>
<payment_transaction>
<transaction_type-sale3d</transaction_type>
<transaction id>119643250547501c79d8295</transaction id>
<usage>40208 concert tickets</usage>
<remote_ip>245.253.2.12</renote_ip>
<amount>100</amount>
<currency>USD</currency>
<card_holder>Travis Pastrana</card_holder>
<card_number>4938730000000001</card_number>
<expiration month>12</expiration month>
<expiration_year>2026</expiration_year>
<cvv>834</cvv>
<customer_email>travis@example.con</custoner email>
<customer._phone>+1987987987987</custoner_phone>
<billing address>
<first_name>Travis</first_name>
<last_name>Pastrana</last_name>
<addressl>Muster Str. 12</addressl>
<zip_code>10178</zip_code>
<city>Los Angeles</city>
<neighborhood>Hollywood</neighborhood>
<statesCA</state>
<country>US</country>
</billing_address>
<notification url>https://wiw.example.com/notification</notification url>
<return_success_url>http://waw.exanple.con/success</return_success url>
<return_failure url>http://waw.example.con/failure</return_failure url>
<threeds_v2_params>
<threeds_method>
<callback_url>https://ww.exanple. con/threeds/threeds_method/callback</callback url>
</threeds_method>
<control>
<device_type>browser</device_type>
<challenge window size>full_screen</challenge window size>
<challenge indicator>preference</challenge indicator>
</control>
<purchase>
<category>service</category>
</purchase>
<merchant_risk>
<shipping indicator>verified address</shipping indicator>
<delivery_timeframe>electronic</delivery timeframe>
<reorder_itens_indicator>reordereds/reorder_itens_indicator>
<pre_order_purchase_indicator>nerchandise available</pre order purchase indicator>
<pre_order_date>02-08-2025</pre order date>
<gift_card>true</gift_card>
<gift_card_count>2</gift_card_count>
</merchant_risk>
<card_holder_account>
<creation_date=02-07-2024</creation_date>
<update_indicator>more_than 60days</update_indicator>
<last_change_date>02-04-2025</last_change_date>
<password_change_indicator=no_change</password_change_indicator>
<password_change_date>17-06-2025</password_change_date>
<shipping address usage indicator>current transaction</shipping address usage indicator>
<shipping_address_date first_used>27-86-2025</shipping_address_date_first_used>
<transactions_activity_last_24_hours=2</transactions_activity_last_24_hours>
<transactions activity previous year10</transactions activity previous year>
<provision_attempts last 24 hours>1</provision attempts last 24 hours>
<purchases_count_last_6_months>5</purchases_count_last_6_months>
<suspicious activity indicator>no_suspicious_observed</suspicious activity indicator>
<registration_indicator>30_to 60 days</registration_indicator>
<registration_date>02-07-2023</registration_date>
</card_holder_account>
<browser>
<accept_header>*/*</accept_header>
<java_enabled>false</java enabled>




<language>en-GB</language>
<color_depth>24</color_depth>

<screen_height>980</screen_height>
<screen width>1440</screen width>

<time_zone_offset>-120</time_zone offset>

<user_agent>Mozilla/5.0 (Macintosh; Intel Mac 0S X 16_14_6) ApplelebKit/537.36 (KHTML,

</browser>
<sdk>
<interface>native</interface>

<u

ypes>
<ui_type>multi _select</ui_type>

</ui_types>

<application id>fc1650c0-5778-8138-8205-2cbc32a32d65</application id>

<encrypted_data>encrypted-data-here</encrypted_data>

<ephemeral_public_key_pair>public-key-pair</ephemeral public_key pair>

<max_timeout>10</max_timeout>

</sdk>
</threeds_v2_params>
<sca_params>

<exemption>low_risk</exemption>

</sca_parans>

</payment_transactions'

rence_number>sdk-reference-number-here</reference_number>

like Gecko) Chrome/78.6.3904.97 Safari/537.36</user_agent>

Request Parameters

Parameter Required Format Description
transaction_type required string(255) The transaction type: sale3d
transaction_id required string(255) Unique transaction id defined by merchant
usage required* string(255) Description of the transaction for later use.
gaming optional “true® Signifies wlhether a gaming transaction is performed. Gaming transactions usually use MCC 7995. Contact tech-support@e-comprocessing.com for
more details
moto optional "true" Signifies whether a MOTO (mail order telephone order) transaction is performed. Contact tech-support@e-comprocessing.com for more details
NOTE: field is DEPRECATED. Signifies whether a purchase of crypto-currency transaction is performed. Must be populated when purchasing crypto-
crypto optional "true" currency with a VISA card. Must be populated when purchasing crypto-currency with a MASTER or INTL MAESTRO card and MCC is one of 6051,
6211. Contact tech-support@e-comprocessing.com for more details
When performing crypto currency transaction with a VISA card there is an option to specify the digital asset type for detailed identification of the
current crypto currency transaction. The allowed values are: (Default crypto flag), (Central Bank Digital Currency or tokenized
digital_asset_type optional "string(255)" deposits), (Stablecoin (Fiat-backed)) , (Blockchain native token/coin) or Non-fungible token). If the digital
asset type is provided in the request, there is no need to send the crypto-currency flag as well. Contact tech-support@e-comprocessing.com for
more details
. . IPv4 or IPv6
%
remote_ip required address IPv4 or IPv6 address of customer
notification_url required* url URL at merchant where gateway sends outcome of transaction.
return_success_url required! url URL where customer is sent to after successful payment
return_failure_url required? url URL where customer is sent to after unsuccessful payment
Transaction amount in minor currency unit, see Currency and Amount Handling for details. In certain cases, it is possible to submit a transaction
amount required integer >= 0  with a zero-value amount to act as an account verification transaction - Contact tech-support@e-comprocessing.com for more details regarding
this scenario.
currency required string(3) Currency code in ISO 4217
card holder required string(45) Full name of customer as printed on credit card (first name and last name at least). Note, for async 3DSv2 transactions, the card holder name must
- qu 9 NOT contain more than 45 chars. Otherwise, the rest will be truncated in the authentication request.
card_number required é?glttc; 16 Complete cc number of customer
cvv required 3 to 4 digits cvv of cc, requirement is based on terminal configuration
expiration_month required MM Expiration month as printed on credit card
expiration_year required YYYY Expiration year as printed on credit card
token optional string(36) See Tokenization for more details. If present, the cardholder parameters can be omitted. Cannot be set together with
remember_card optional "true" See Tokenize. Tokenizes cardholder parameters. Cannot be set together with
consumer_id optional string(10) See Consumers and Tokenization. Combine with to tokenize or with 0 use token
scheme_tokenized required* "true" Required when the is DPAN instead of Funding Primary Account Number, see Tokenized e-commerce for details
tokenization_params required* See Tokenized e-commerce for details
eci required* string(255) See Electronic Commerce Indicator as returned from the MPI for details
tavv required* string(255) See Token Authentication Verification Value as returned from the Tokenization provider for details
recurring_type optional string(255) Specifies recurring type of the transaction, can be 'initial' or 'managed'.
installment_plan_id optional string The ID of the chosen installment plan. Check Installments for more details.
installment_plan_reference optional string The installment plan reference identifier returned by the schemes.
credential_on_file required* string Possible values are: (initial_customer_initiated), [merchant unscheduled), (subsequent customer initiated). See Credential On File (COF) for more details
customer_email required* e-mail Must contain valid e-mail of customer
- address
Must contain a valid international phone number of the customer as per the ITU-T E.164. It's recommended to not submit a customer phone
customer_phone required* string(16) number containing more than 15 digits or less than 7 digits. Note, for async 3DS transactions that are using the 3DSv2 authentication protocol, it
will be shortened up to 15 digits and a prefix + for international phone number will be added if missing.
birth dat ired* dd Required when MCC is a Financial Services one (e.g. MCC 6012) and either card brand is Visa or Mastercard/Maestro with UK-based merchant, UK-
irth_date require "MM-YYYY  based bin (domestic), and DEBIT card type
document_id required* string(255) Document ID value.
fx rate id optional integer See Get rates for FX Service. Offers the option to use a specific FX rate to convert the transaction processing amount. Used FX rate should have
- - P g the same source currency as the processing currency. Contact tech-support@e-comprocessing.com for more details
business_attributes required* Check business attributes section.
event_start_date required* dd-mm-yyyy  The date when event starts in format dd-mm-yyyy
event_end_date required* dd-mm-yyyy  The date when event ends in format dd-mm-yyyy
event_organizer_id required* string
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event_id required* string
date_of_order required* dd-mm-yyyy  The date when order was placed in format dd-mm-yyyy
delivery_date required* dd-mm-yyyy Date of the expected delivery in format dd-mm-yyyy
name_of_the_supplier required* string
billing_address required See Required vs Optional API params for details
first_name required* string(255) Customer first name
last_name required* string(255) Customer last name
address1 required* string(150) Primary address. The field length is limited to 150 chars only for async 3DS transactions that are using the 3DSv2 authentication protocol.
address2 required* string(255) Secondary address
zip_code required* string(16) The field that holds the zip code is limited to 16 chars only for async 3DS transactions that are using the 3DSv2 authentication protocol.
city required* string(50) The field that holds the city is limited to 50 chars only for async 3DS transactions that are using the 3DSv2 authentication protocol.
neighborhood required* string(255) Neighborhood
The field that holds the country state is limited to 3 chars only for async 3DS transactions that are using the 3DSv2 authentication protocol. Note:
state required* string(3) The value should be the country subdivision code defined in ISO 3166-2. Invalid values submitted NOT as per the ISO might lead to data integrity
issues.
country required* string(2) Country code in ISO 3166
shipping_address optional
first_name optional string(255) Customer first name
last_name optional string(255) Customer last name
address1 optional string(150) Primary address. The field length is limited to 150 chars only for async 3DS transactions that are using the 3DSv2 authentication protocol.
address2 optional string(255) Secondary address
zip_code optional string(16) The field that holds the zip code is limited to 16 chars only for async 3DS transactions that are using the 3DSv2 authentication protocol.
city optional string(50) The field that holds the city is limited to 50 chars only for async 3DS transactions that are using the 3DSv2 authentication protocol.
neighborhood optional string(255) Neighborhood
The field that holds the country state is limited to 3 chars only for async 3DS transactions that are using the 3DSv2 authentication protocol. Note:
state optional string(3) The value should be the country subdivision code defined in ISO 3166-2. Invalid values submitted NOT as per the ISO might lead to data integrity
issues.
country optional string(2) Country code in ISO 3166
mpi_params required?
cavv required? string(255) Verification Id of the authentication. Please note this can be the CAVV for Visa Card or UCAF to identify MasterCard.
eci required3 string(255) See Electronic Commerce Indicator as returned from the MPI for details
protocol_version required? string The used 3DS protocol version.
protocol_sub_version required? string The used 3DS protocol sub-version.
directory_server_id required? string The Directory Server ID used for 3DSecure transactions through the 3DSv2 authentication protocol.
acs_transaction_id optional string The ACS Transaction ID and is optional for 3DS transactions, but highly recommended for increasing the approval ratio.
The 3DS challenge indicator that represents the exact indicator used during the authentication request to the MPI provider for synchronous 3DS
threeds_challenge_indicator optional string transactions. It is optional but highly recommended for increasing the approval ratio. It can only contain one of the following values no_preference,
no_challenge_requested, preference and mandate. The default value is no_preference. Check 3DS Challenge Indicators for more details.
sca_params optional SCA params
exemption optional string Thg exgmption that the transa;tion should take advantage of. Note that the requested exemption may not be accepted due to internal risk
validations. Check SCA exemption values.
visa_merchant_id required® string(8) VMID assigned by Visa if participating in Trusted merchant program.
funding optional Funding Transaction Params
identifier_type required* string This is only required in case of Mastercard. Type of Funding Transaction. Please check Identifier Types
business_application_identifier required* string This is only required in case of VISA. Type of VISA Funding Transaction. Please check BAI
receiver optional Funding Transaction Receiver details
first_name required* string First name of the receiver
last_name required* string Last name of the receiver
country required* string(2) Country code in ISO 3166
account_number required* string Receiver account number. Mandatory for Mastercard. If Sender Reference Number is provided then it becomes optional for VISA
account_number_type required* string This is only required in case of Mastercard. Receiver account number type. Please check Receiver Account Types
address required* string Receiver address. Only required in case of VISA and Canadian cards
state required* string Receiver state. Only required in case of VISA and Canadian cards
city required* string Receiver city. Only required in case of VISA and Canadian cards
sender optional Funding Transaction Sender details
name required* string Sender name. Only required in case of VISA
reference_number required* string Sender Reference Number. Only required in case of VISA. This is option if Receiver Account Number is provided
country required* string Sender country. Only required in case of VISA. If not provided billing address is used
address required* string Sender address. Only required in case of VISA. If not provided billing address is used
state required* string Sender state. Only required in case of VISA and Canadian card. If not provided billing address is used
city required* string Sender city. Only required in case of VISA. If not provided billing address is used
threeds_v2_params required* 3DSv2 async parameters. They must be submitted in order to use the 3DSv2 authentication protocol in asynchronous workflow

threeds_method

optional

3DS-Method related parameters for any callbacks and notifications.
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callback_url optional url Specific 3DS-Method callback URL after the 3DS-Method completes. The actual status will be provided via HTTP POST to that URL. For more
information, go to 3DSv2 method params
control required* General params for preferences in authentication flow and providing device interface information.
device_type required* string Identifies the device channel of the consumer, required in the 3DSv2 authentication protocol. For more information, go to 3DSv2 control params
challenge_window_size required* string Identifies the size of the challenge window for the consumer. For more information, go to 3DSv2 control params
hall indicat tional tri The value has weight and might impact the decision whether a challenge will be required for the transaction or not. If not provided, it will be
chaflenge_indicator optiona string interpreted as no_preference. For more information, go to 3DSv2 control params
purchase optional Purchase related params providing with additional information regarding the order.
¢ tional tri Identifies the type of transaction being authenticated. This field is required in some markets.Accepted values are: goods, service,
category optiona string check_acceptance, account_funding, quasi_cash, prepaid_activation, loan.
merchant_risk recommended Merchant risk assessment params. They are all optional, but recommended.
Indicator code that most accurately describes the shipping method for the cardholder specific transaction. If one or more items are included in the
shipping_indicator optional string(16) sale, use the Shipping Indicator code for the physical goods. If all digital goods, use the code that describes the most expensive item. Accepted
values are: same_as_billing, stored_address, verified_address, pick_up, digital_goods, travel, event_tickets, other.
delivery_timeframe optional string(11) Indicates the merchandise delivery timeframe. Accepted values are: electronic, same_day, over_night, another_day.
reorder_items_indicator optional string(10) Indicates whether the cardholder is reordering previously purchased merchandise. Accepted values are: first_time, reordered.
L . . Indicates whether cardholder is placing an order for merchandise with a future-availability or release date. Accepted values are:
pre_order_purchase_indicator optional string(21) ™ 1ol Sabili
mer future_: ility.
pre_order_date optional dd-mm-yyyy For a pre-ordered purchase, the expected date that the merchandise will be available.
gift_card optional 'true’ Prepaid or gift card purchase.
gift_card_count optional integer For prepaid or gift card purchase, total count of individual prepaid or gift cards/codes purchased. The value is limited to 99.
card_holder_account recommended Cardholder account additional information. They are all optional, but recommended, because they have a significant impact on approval rates
creation_date optional dd-mm-yyyy Date that the cardholder opened the account with the 3DS Requester.
date indicat tional tring(19) Length of time since the cardholder’s account information with the 3DS Requestor was last changed. Includes Billing or Shipping address, new
update_indicator optiona string payment account, or new user(s) added. Accepted values are: current_transaction, less_than_30days, 30_to_60_days, more_than_60days.
last_change_date optional dd-mm-yyyy Date that the cardholder’s account with the 3DS Requestor was last changed. Including Billing or Shipping address, new payment accout, or new
= - user(s) added.
d ch indicat i | tring(18) Length of time since the cardholder account with the 3DS Requestor had a password change or account reset. Accepted values are: no_change,
password_change_indicator optiona string during_transaction, less_than_30days, 30_to_60_days, more_than_60days.
password_change_date optional dd-mm-yyyy Date that cardholder’s account with the 3DS Requestor had a password change or account reset.
shipping address usage indicator optional string(19) Indicates when the shipping address used for this transaction was first used with the 3DS Requestor. Accepted values are: current_transaction,
pping_ _usage.| P 9 less_than_30days, 30_to_60_days, more_than_60days.
shipping_address_date_first_used optional dd-mm-yyyy  Date when the shipping address used for this transaction was first used with the 3DS Requestor.
. - . . Number of transactions (successful and abandoned) for this cardholder account with the 3DS Requestor across all payment accounts in the
transactions_activity_last_24_hours  optional integer .
previous 24 hours.
. L . . . Number of transactions (successful and abandoned) for this cardholder account with the 3DS Requestor across all payment accounts in the
transactions_activity_previous_year optional integer .
previous year.
provision_attempts_last_24_hours optional integer Number of Add Card attempts in the last 24 hours.
purchases_count_last_6_months optional integer Number of purchases with this cardholder account during the previous six months.
. L . . Indicates whether the 3DS Requestor has experienced suspicious activity (including previous fraud) on the cardholder account. Accepted values
suspicious_activity_indicator optional string(22) are: no_suspicious_observed, suspicious_observed.
registration indicator optional string(19) Indicates the length of time that the payment account was enrolled in the cardholder’s account with the 3DS Requester. Accepted values are:
9 = P 9 guest_check current_tr: ti less_than_30days, 30_to_60_days, more_than_60days.
registration_date optional dd-mm-yyyy Date that the payment account was enrolled in the cardholder’s account with the 3DS Requestor.
browser required* For browser-based transactions. They are all required in case the device_type is set to browser
accept header required* string(2048) The exact content of the HTTP ACCEPT header as sent to the 3DS Requester from the Cardholder browser. Any other header different than the
pL! a 9 ACCEPT header will be rejected. Example: [appucation/jsan,text/plain,text/html,*/*}
. . Boolean that represents the ability of the cardholder browser to execute Java. The value can be retrieved by accessing a property of the navigator
java_enabled required* boolean . : . N
With JavaSCript, (ravigotor. jovaEnabled
Value representing the browser language as defined in IETF BCP47. Note that only one browser language t: about to be submitted as per the
language required* string(8) above IETF BCP47. Numeric chars are also allowed in the subtag and will represent the region.Example: , , @
-1996), etc. The value can be retrieved by accessing a property of the navigator with JavaScript,
Value representing the bit depth of the colour palette for displaying images, in bits per pixel. Obtained from Cardholder browser using the [screen.c
color_depth required* integer olorDepth| property. The value as per EMVCo specs can be one of 1, 4, 8, 15, 1.6, 24,32,48.In ca.se, an uns.upported |§ determined,
- the nearest supported value that is less than the actual one needs to be submitted. For example, if the obtained value is 30, which is not
supported as per EMVCo specs, 24 has to be submitted.
screen_height required* integer Total height of the Cardholder's screen in pixels. Value is returned from the screen.height property.
screen_width required* integer Total width of the Cardholder's screen in pixels. Value is returned from the screen.width property.
Time difference between UTC time and the Cardholder browser local ti inutes. Note that the off: is positive if the local time zone is
time_zone_offset required* string(5) behind UTC and negative if it is ahead. If UTC -5 hours then submi If UTC +2 hours then The value can be retrieved using
Javascript method over Date object.
user_agent required* string(2048) Exact content of the HTTP user-agent header.
sdk required* For application-based transactions. They are all required in case the device_type is set to application
. . . SDK Interface types that the device of the consumer supports for displaying specific challenge interfaces within the SDK. Accepted values are:
interface required* string(6) native, html, both.
ui_types required* Lists all Ul types that the device of the consumer supports for displaying specific challenge interfaces within the SDK.
. . . Ul type that the device of the consumer supports for displaying specific challenge interface. Accepted values are: text, single_select,
* S
ui_type required string(13) multi_select, out_of_bag, other_html.
Universally unique ID created upon all installations and updates of the 3DS Requestor APp on a Customer Device. This will be newly generated and
application_id required* string(36) stored by the 3DS SDK for each installation or update. The field is limited to 36 characters and it shall have a canonical format as defined in IETF
RFC 4122.
. . JWE Object as defined Section 6.2.2.1 containing data encrypted by the SDK for the DS to decrypt. The data will be present when sending to DS,
ol
encrypted_data required string(64000) 1 ;" ot present from DS to ACS.
ephemeral_public_key_pair required* string(256) Public key component of the ephemeral key pair generated by the 3DS SDK and used to establish session keys between the 3DS SDK and ACS. In

AReq, this data element is contained within the ACS Signed Content JWS Object. The field is limited to maximum 256 characters.
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max_timeout required* integer Indicates the maximum amount of time (in minutes) for all exchanges. The field shall have value greater or equals than 05.
reference_number required* string(32) !Ehentifieslthle \{endor and version of the 3DS SDK that is integrated in a 3DS Requestor App, assigned by EMVCo when the 3DS SDK is approved.
e field is limited to 32 characters.
dynamic_descriptor_params optional
merchant_name optional string(25) Allows to dynamically override the charge descriptor
merchant_city optional string(13) Allows to dynamically override the merchant phone number
sub_merchant_id optional string(15) Allows to dynamically override the sub-merchant ID.
merchant_country optional string(3) Allows to dynamically override the merchant country.
merchant_state optional string(3) Allows to dynamically override the merchant subdivision code.
merchant_zip_code optional string(10) Allows to dynamically override the merchant zip/postal code. Required for VISA OCT transactions with Australian and Canadian card bins.
merchant_address optional string(48) Allows to dynamically override the merchant address.
merchant_url optional string(60) Allows to dynamically override the merchant URL
merchant_phone optional string(16) Allows to dynamically override the merchant phone number.
merchant_service_city optional string(13) Allows to dynamically override the merchant service city.
merchant_service_country optional string(3) Allows to dynamically override the merchant service country.
merchant_service_state optional string(3) Allows to dynamically override the merchant service subdivision code.
merchant_service_zip_code optional string(10) Allows to dynamically override the merchant service zip/postal code.
merchant_service_phone optional string(16) Allows to dynamically override the merchant service phone number.
merchant_geo_coordinates optional string(20) Allows to dynamically override the merchant geographic coordinates.
merchant_service_geo_coordinates optional string(20) Allows to dynamically override the merchant service geographic coordinates.

[required* = conditionally required]

1 - Required if is not present, the transaction will be handled asynchronously. Not required if configured on Terminal or Merchant level. Contact Tech Support for more details.

2 - Required if transaction should be handled synchronous.

is always required if is present.

is not required for the 3D attempted only workflow, but it is strongly recommended in a combination with the Directory Server ID in order to be in the scope of the 3DSv2 authentication protocol.
4q- is required due to the only one 3DSv2 authentication protocol that is currently supported.

is mandatory when protocol_version is 2. May be omitted for scheme tokenized transactions.

5- is required when exemption value is (trusted_merchant).

Frictionless / Challenge Response

Response

<7xml version="1.0" encoding="UTF-8"?>
<payment_response>
<transaction_type>sale3d</transaction type>
<status>pending async</status>
<mode>live</mode>
<transaction_id>119643250547501c79d8295</transaction_id>
<unique id>44177a21403427eb96664a6d7e5d5d48</unique id>
<consumer_id>123456</consumer_id>
<t d7db-4bb7-b608-b65b153e127d</ token>

<threeds_method_urlhttps://staging.gate.e-comprocessing.net/threeds/threeds_method</threeds_method url>
<threeds method continue url>https://staging.gate.e-comprocessing.net/threeds/threeds method/44177a21403427eb96664a6d7e5d5d48</threeds method continue url>
<timestamp>2025-07-01T15:26:46Z</timestamp>

<descriptor>Descriptor one</descriptor>

<amount>100</amount>

<currency>USD</currency>

<sent_to_acquirer>false</sent_to_acquirer>

<reason_for_not_honoring_exemption>8A01</reason_for_not_honoring_exemption>

<sca_exemption result>13</sca_exemption result>

</payment_response>

Challenge Without 3 Ds Method Response

Response

<7xnl version="1.0" encoding="UTF-8"7>
<payment_response>
<transaction_type>sale3d</transaction_type>
<status>pending async</status>
<mode>live</mode>
<transaction_id>119643250547501c79d8295</transaction_id>
<unique_id>44177a21403427eb96664a6d7e5d5d48</unique id>
<consumer_id>123456</consuner_id>
<t d7db-4bb7-b608-b65b153e127d</ token>
<redirect_url>https://staging.gate.e-comprocessing.net/threeds/authentication/44177a21403427eb96664a6d7e5d5d48</ redirect_url>
<redirect url_type>3ds_v2_challenge</redirect url type>
<timestamp>2025-07-01T15:26:46Z</tinestanp>

<descriptor=Descriptor one</descriptor>
<amount>100</amount>

<currency>USD</currency>

<sent_to_acquirer>false</sent_to_acquirer>
<reason_for_not_honoring_exemption>8A01</reason for_not_honoring exemption>
<sca exemption result>13</sca exemption result>

</payment_response>

Successful Response Parameters

Parameter Type Description
transaction_type string(255) The transaction type
status string(255)  Status of the transaction, see states
transaction_id string(255)  Unique transaction id defined by merchant
unique_id string(32) Unique id defined by gate (must later be used if capturing, voiding or refunding a transaction)
consumer_id string(10) Consumer unique reference. See Consumers
token string(36) Plain-text token value. See Tokenization

moto 'true’ Signifies whether a MOTO (mail order telephone order) transaction is performed. Contact tech support for more details.
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Generated by the card network on trying to match the billing address when performing the address verification. Optional, returned if config is enabled and acquirer

avs_response_code string(255) supports it. Check AVS Status Codes for details.

avs_response_text string(255)  Gives the human response text for the AVS response code above. Optional, returned if config is enabled and acquirer supports it. Check AVS Status Codes for details.

cvv_result_code string(1) Card Verification Value response code. Optional, returned only if acquirer supports it

authorization_code string(6) Generated by the card network when an authorisation has occurred, used to identify that auth. Consists of 6 alphanumeric chars

retrieval_reference_number string(255) A reference number used for tracking all messages related to a given cardholder transaction returned by some acquirers.

payment_account_reference string(255) Payment Account Reference value returned from the s